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unrestricted use, distribution, and Network security techniques and algorithms are introducing protecting

reproduction in any medium, providled = data transmission that is now more important than ever. Thus, an

the original author and source are  jmprovement efficiently applies to the Advanced Encryption Standard (AES)

credited. to communication systems in 5G is important. In AES (Daemen and Rijmen
(1999); National Institute of Standards and Technology (NIST) (2001) of the
MixColumns-InvMixColumns transformation is one of the functions in the
Cipher-InvCipher; it needs large amounts of CPUs time for operating during
the encryption and decryption. The authors (Reed and Truong (1978);
Winograd (1978); Lacan and Fimes (2004); MacWilliams and Sloane (1978)
claim that the cyclic convolution of complex values is performed by hybrid
approach step over finite fields, which can speed up computing syndrome for
error-correcting codes. In the MixColumns transtormation with MDS matrix
is an important component providing diffusion for the AES. Thus, many

OPEN aACCESS research MDS matrices (Junod and Vaudenay (2004); Luong (2016); Yin and
Gao (2017); Nakahara Jr and Abrahao (2009); Augot and Finiasz (2013)) are
suggested for diffusion data in the MixColumns transtormation. Furthermore,
the circulant matrices are used in the modern cryptographic method in
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Diversity Aes in Mixcolumns Step with 8 X8 Circulant Matrix

(Daemen and Rijmen (1999); National Institute of Standards and Technology (NIST)
(2001). Matrix operations utilize different methods of multiplication in the finite
field (Chen and Huang (2020); Stepanov and Rose (2015); Wang et al. (1983);
Mahboob and [kram (2006); Reed and Chen (1999)). Thus, the methods are used in
the encryption and decryption, such as the Rijndael method and the Twofish method
(Schneier et al. (1998). In addition, due to attacks (Biryukov Khovratovich (2009)
is a computation complexity 2 method by a known-key distinguishing attack in AES-
128. Therefore, that can use the diversty of the matrix to enhance security (Wang et
al. (2020). In this paper, the idea is using the diversity 8x8 circulant matrix, it has
large branch number for diffusion more than 4x4 involutory matrix. Therefore, we
propose an enhancement security method for AES encryption/decryption
transformations with the Elliptic Curve Diffie-Hellman key exchange (ECDH) using
elliptic curve in ANSI X9.62. Therefore, the AES key and first rows of the matrix can
use ECDH method for exchanging both. The method will be more difficult for
attacking which is to avoid the key by pre-computing the possible output to attacks.
We propose method can be designed for a circuit (Selimis et al. (2006); Jing et al.
(2007); Wang et al. (2016); Maximov (2019); Langenberg et al. (2020); Yang and
Chien (2020), the circuit can decrease logic gates to use. Finally, using 8x8 circulant
matrix is running for AES key of 128 bits on Intel(R) Core(TM) i7-8700 CPU. The
reducing encryption time is above 79% faster than the 8x8 involutory matrix
multiplication. Finally, the paper is in combining diversity AES and ECDH methods
for security enhancement approaches to protect against new threats. The flowchart
is as shown in Figure 1.
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AddRoundKey $-{ MixColumns » AddRoundKey ’—l
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sing Diffie-Hellman method
= exchange both of the key and . .
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AddRoundKey
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|
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Figure 1 New AES for encryption and decryption

2. PRELIMINARIES

2.1. FINITE FIELD MULTIPLICATION:

Let a(x)= " 'ax" and b(x)=Y." 'bx' be two polynomials of degree m-1 in
GF(2m), where a;,b, €{0,1}. The addition is given:
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c(x) = alx) @ b(x). (1)

Where c(x):zglcixi is a polynomial. The equation (1) written in the

program by C language form as:

unsigned char a, b, c;
c=a”b;

In this paper, the symbol of © is an XOR bitwise operation that is an instruction
of the CPU. It is not required an extra function to programming. The multiplication
modulo an irreducible polynomial given as,

a(x)b(x) = c(x) (mod t(x)). (2)

Where an irreducible polynomial is #(x) =¢ x" +¢ x""' +---+¢x" +tx+¢,.In
(2), using the Russian Peasant multiplication, the powers of two in the
decomposition of the multiplicand that it on the left shift to discarding any
remainder. The multiplication is writing a programming code in the C language as

follows:

unsigned char GFM(unsigned char a, unsigned char b){
unsigned char c = 0;

for (intj = 0; j < 8; j++){

if(b&1)c=a;

if (a & 0x80)

a=(a<<1)”0x11b;

else

a<<=1;

b>>=1;}

return c;}

In (2), using Horner rule, the multiplication is writing a programming in the C
language as follows:

unsigned char t[4]; unsigned char BT[4];

unsigned char GFM(unsigned char a, unsigned char b){
unsigned char c; t[0] = 0; t[1] = 0x1b; t[2] = 0x36; t[3] = 0x2d;
BT[0] = 0; BT[1] = b; BT[2] = (b << 1);

if (b & 0x80)

BT[2] = (b << 1) " 0x1b;

BT[3] = BT[2] * b; c= BT[(a >> 6) & 0x3];

c=(c<<2) " t[c>> 6] » BT[(a >> 4) & 0x3];

c=(c << 2) * t[c >> 6] * BT[(a >> 2) & 0x3];

c=(c << 2) M t[c>> 6] * BT[a & 0x3];

return ¢; }

International Journal of Engineering Technologies and Management Research 21



Diversity Aes in Mixcolumns Step with 8 X8 Circulant Matrix

2.2. MATRIX MULTIPLICATION

Let a(x)= Z::)l ax' and b(x)= Z::)l bx' be the polynomial equation of
degree m-1in GF(2m), where a,, b, € GF(2m). #(x) = x" +1 is a polynomial in GF(28).
The polynomial a(x) and b(x) are multiplication as below:

d(x) = a(x)b(x) mod t (x). (3)

Where the polynomial c(x) is remainder. Its degree is m-1 in GF(2m) as follows:

d(x)=dx" +dx’ +d.x’ +dx* +d,x° +d,x* +dx' +d x". 4)

The d; for 0 <7 <7 is shown as below:

d,=ab,+ab, +ab +ab +ab,+ab +ab, +ab,

d =ab +ab,+ab, +ab +ab +ab,+ab, +ab,

d,=ab,+ab +ab,+ab, +ab, +ab,+ab, +ab,

d,=ab,+ab,+ab +ab,+ab, +ab, +ab, +ab,

d,=ab,+ab,+ab,+ab +ab,+ab, +ab, +ab,

d,=ab, +ab, +ab,+ab,+ab +ab,+ab, +ab,

d,=ab, +ab,+ab,+ab,+ab +ab +ab,+ab,

d,=ab, +ab,+a,b;+ab, +ab,+ab,+ab +ab,

It can be rewritten as from as follows:

7
d, = Z‘/:o ajb(8+i—j) mod8 * (5)

Where the d; for 0 <i <7, it can be represented a matrix from (6).

d, a, a, a; a; a, a, a, a ||lb,
d, a a, a, a; a; a, a, a,| b
d, a, a a, a, a; as a, a,l|lb,
d, | @ a4 a a a; as a, b, (6)
d, a, a, a, a a, a, a; as|| b,
d; as a, a, a, a a, a, a,]|| b
d a, a; a, a, a, a a, a,|| b
\d;] |a, a, a; a, a; a, a a,|b ]|
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The 2x2 circulant matrix is defined as cir[ao al], where

a, q

cir [ao a, ] = The  8x8  circulant matrix is  defined

a4

cir[ao a, a;, a; a, a, a, al]asfollows:

cirla, a, ay a5 a, a, a, a]=

2.3. CIRCULANT MATRIX MULTIPLICATION BY 4x4

In Scheme 1, it computes 4x4 circulant matrix method, there are three items
W, =a,+a,, t,=a,+a,, and f =a,+a/, which can be precomputed in the
program, so that the method only used 5 multiplications and 15 additions, namely
(5M, 15A). if a, +a, +a, +a, is equal to one, Scheme 1 see in ( Wang et al. (2020)

authors, 2020) is shown as follows:
D = Cir[ao a3 a1 ao]x[bo b1 b2 b3]T

a(; =a, +a, a; =a, +a, a; =a, +a,, al' =a, +a,

_ ! ! _ ! ! _ ! !
t() —ao-l-a},tl —a0+al, WO —a0+a2
M (b, b, b,,b) ¢

!

sozb0+b2,s1:b1+b3,t2:ao(s0+s1)
s, =1, +14,8,8, =t +15,
7y =Wy (b, +b3), 1 =wy(b, + b))
dy=s,+r,+b,,d =s,+1,+b,
d,=s,+n+b,d, =s,+n+b,
return (d,,d,,d,,d,)
}
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3. MATRIX MULTIPLICATION IN AES MIXCOLUMNS OVER
GF(28)

The polynomial product c(x)=a(x)eb(x) is accomplished with the

polynomial x*+1 in AES standard, where a(x)=z;) ax', b(x)=z;)b,xi. In

MixColumns encoding, the matrix 4 is the diffusion circulant matrix and matrix B is
data.
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it needs running four times in AES MixColumns steps. The
B =[b,, b

matrix, where 0 < j <3 thatis given,

b, , bzsj]T, the j-th column is encrypted by cir[ao a, a, al]

Lj
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In this paper, we use the polynomial product ¢(x) = a(x)  b(x) is accomplished
with the polynomial x*+1, where a(x)= ZLO al.x" , b(x) = ZLO bix[ . If we use 8x8
matrix in AES MixColumns transformations, the data matrix is rewritten from as
[bw b, b, b, b, b, b, by
b, b, b, b, b, b, b, b

0,2 1,2 2,2 3,2 0,3 2,3 3,3
multiplication. In this case, it is only running two times for a MixColumns step. Let
matrix B be the data for encryption, the data matrix B is given in

T - .
bjz[bo’j b, b, b, b, b, b, b},j+1:| , the j-th column data is

T
! } matrix for 8x8 circulant matrix

1,3

encrypted by cir[ao a, a, a, a, a, a, al] 8x8 matrix, where j =0, 2.

The circulant matrix A multiply matrix B is from as follows:

d().] bli,/
d, b

o] 1,j
dZ,/ bl.j
d},j . blj

= czr[ao a7 a6 aS a, a3 a, a ]

d(),/+1 bl],/+|
dl,/‘+l bl,/+1
dzv/” bz,m
d3.1+| _ _b3,jA| a
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3.1. DECREASING MULTIPLICATIONS FOR 8x8 CIRCULANT
MATRIX

The 8x8 matrix multiplication is defined as follows:

i d, ] a, a; as as|a, ay a, a, (| b,
d, j a, a, a; aglas a, a; a, || b j
dz, ;i a, a, d, a; |qg ds dy a4y bz, 7
ds; | 4 4 a4, a, (a; d; ds a4, b, ;
dO,j+1 a, a; a, a, |a, a; dg das bO»j+1
dl,j+l as a, a, a, |4, a, d; 4 bl,j+l
d2,j+1 g as a, a; |a, a, 4, 4, b2,j+1
_d3,j+1 1 L4 4 as agla; a, a; d | _b3»j+1_
a, a, a, a a, a, a, a bo,,, b(wI do,j
where 4, =| ' oo &% A = o4 4G , B, = i , B = s ) D, = 4, ,
a, a a, a, a, a, a, a, b,, b, ., d,,
a, a, a a, a, a, a, a, b, S b37j+ d,,
do.,,n
dl,/‘ﬂ
D = p
2,j+41
d

3,j+1

Using the two-points convolution method instead of 8x8 matrix multiplication,
it can be shown a cir[Ao Al] matrix and multiply the matrix B=[B, B/] .

ool s ®
Dl Al AO Bl

3.2. REDUCING MULTIPLICATIONS BY MULTIPLY 2

According to (8), D, =A4,B,+ AB, and D, = AB,+ A,B,. In the finite field
addition property is a®a =2a =0, where a € GF(2"), then the property can be

also the same using in the matrix from additions. For example, if D, adds 24,8, , it

isequalto D, because 24,B, iszeroand D, = D, +24 B, is also the same property.

Therefore, we rewrite in the equation (8) into the equation (9).

Dy | | 4B, + 4B +24,B | | 4(B,+B)+(4+4)B | | F+G |,
D, | | AB,+ AB +24,B,| | 4(B,+B)+(4,+A4)B,| |F+H

9)

Where F =4,(B,+B,),G=(4,+4)B, and H=(4,+4)B,.

1
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a4y 4; ag a4 bO,_i + bO,jJrl
Let a a, a; aq | b,;+b,,
a, a 4, a, b2,_i + b2,j+1

a, a, a 4, b3,j+b3,.i+1

ay+a, a,+a, as+a, as+a, ||b .,
G| +as; a,+a, a,+a, ag+a,| b, ,
a,+a; a +a; ay,+a, a,+a,| b,
a,+a, a,+a; a+a; a,+a,|| b,
a,+a, a,+a, az+a, as+a ||b
and f = a,+a; a,+a, a,+a, as+a,| b
a,+a, a +a; a,+a, a,+a, || by,
a,+a, a,+a; a+as a,+a,|| b,

Both the matrix G and the matrix H have circulant matrix property, so it uses
Scheme 1 to compute 4x4 matrix multiplication. However, the 4x4 matrix F, there is
not circulant matrix property, then we can use other method to solve this problem.
Now, the matrix product F can be written for the properties of addition over GF(2m).

a, 4d; dg ds bO,j +b0,j+l

o a, a, a, ag bl,j+b1,,~+1 :[FO E”:LO] (10)

a, a a, a;| b;+b,,,

a a, a; 4, b3,j+b3,j+l

a a a a a a bosf +b0»f+l
WheFEP;)Z 0 7 ,E: 6 5 ,F‘zz 2 1 ’L0= ,and

a, a, a, ag a, a, bl’j +bl,j+1
Ll _ b2,j +b2,j+1
b3,j +b3,j+l
Adding two entries of 2F,L, =0 and 2FL; =0 are into matrix product F as
follows:

:{FOLO+FILI+2FOLI} :{E)(LoJrLl)Jr(FoJFE)LI_ {fo +f‘}, (11

FL,+FL +2FL, LA+

=
In (11), the matrix product f, = [ao aﬂ{ % | can be also further simplified
a

by properties of addition over GF(2m).

P :[ao(lo +Z])+(ao+a7)ll}_[t0+tll1 }

ay (I, +1)+(a,+a)ly | |1, +6.1,
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Where [, = (b, , +b +b, +b, ).t =a,(l,+1),

0,j+1

+ bz‘j + b2,1+1)' [ = (b],j +b

1,j+1

t = (ar0 +a, ) ,and ¢, = (ao +a, ) . Both the matrix f1 and the matrix f; are the same by

two points convolution procedure.

f_|:ao+a6 a5+a7:| b2>f+b2‘j+1 _|:So Sl:||:wz:|_|:so(wz+W3)+(S0+51)W3:|_|:ro+s3w3:| and
= = = = ’
a +a, a,+ag b“ +b s, S, || w S, (w2 + w3)+(s0 +s2)w2 Ty +s,W,

3,j+1

f _|:a0+a2 a1+a7:| b0,1'+ 0.j+1 _|:u0 u1:||:W0i|_|:MO(W0+W1)+(MO+u1)wl:|_|:r1+u3wl:'
)= = = = .
a+a, a,+a,|| b +b u, u,||lw uy (w, +w, )+ (u, +u, ) w, oUW,

1,j+1

The matrix fo, matrix f1, and the matrix f; are into equation (11).
ty+tl Ty + 83w,y
+
Lo+l | | 15 +s4w,
ty+tl, K+ uw, '
+
ty + 4,1, n+u,w,
Where  w, =(b,; +b, ), w,=(b;+b ), w,=(b,, +b, . ), wy=(b,+b, ),
L=(w,+w), L=w+w), t=a,(,+1), t=(a+a), 6=(a+q),
so=(a,+ag), s, =(a0 +a, +a, +a7), S, =(aO +a, +a, +a7), u, =(a,+a,),

u3=(a0+a1+a2+a7), u4=(a0+a1+a2+a3),r0:so(w2+w3), and

r, =u, (w, +w, ). The matrix F rewritten function is called MF( ).

t,=(a,+a,), t,=(a,+a,),s,=(a, +a,), s, =(a,+a,+a,+a,),
s4=(a0+a1+a6+a7), u, =(a,+a,), u3:(a0+a1+a2+a7),

u,=(a,+a,+a,+a,)

MF(b,.b,,b,.b,) {

0°Y12Y
Wo = (bo,j +b0,j+l)’ W= (bl,j +b1,j+l)‘ W, = (bZ,j +b2,j+l) o Wy = (b3,j +b3,j+1)
L=y +w), L=(w+w), ty=a,(l, +1), 1, = s, (w, +w,), 7, =u, (w, +w,)

n =t +tl,

i :t0+tzlo
d,=r,+1+sw,,d, =1, +1 +u,w,
d, =r+1,+s,W,,d, =r, +5 +u,W,
return (d,,d,,d,,d,)

0°%1
}
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Finally, the matrix D can be from as follows:

_ |:D0:| MF((bn._, + bo,_,+1)’ (bl,j +b1,_,+1)’ (bz,j +b2,j+1)’(b3,j +b3,j+1 )) ® M4(b0,j+1’ bl,j+1’ bz,j+1 ’ b3,j+1)
D, MF((bUJ. +b, 1) (b +0,,,),(b,  +b, ), (b + bz,m)) ® M4(b0,j, b bz,j, b3J) ’

1,j+1 2 12

Therefore, Scheme 2, (i.e., MF()), for matrix Fis 9M & 194, Scheme 1, (i.e., M4())
for the matrix G is 5M & 154, Scheme 1 for the matrix H is 5M & 15A. Finally, the
entries of the matrix D is given by calling MF() and M4(), and then there are four
value returned from function MF() and M4() to addition, respectively, where the

symbol of @ represent 4 additions. For example, let

(I’I’If(‘) >M 1° mfZ 4 mf}s) = MF((bO.j + bo.j+| )’ (bl,j + bl,/+l )’ (bZ.j + bz,/+1 )’ (bz,/ + bs,,‘n )) '
(mgo > Mg, Mg, , MG )= M4(bo,j+1 :bl,jﬂ ,sz+1 ab3,j+1 )
(mhy,mh,,mh,,mh,) =MA4(b,, b, b, b,).

1j°

T
D=[do,dl,dz,d3,d4,d5,d6,d7]
=[mfO +mg,, mf, + mg,,mf, + mg,, mf; + mg,,mf, +mh,, mf, + mh,,mf, + mh,, mf, +m}%]T.

That meaning require 8 additions, the total number of the matrix D operation
is 19M and 57A.

3.3. THE INVERSE OF 8x8 MATRIX FOR AES INVMIXCOLUMNS

The others method, the inversion matrix is given by mathematics, Gaussian
elimination is a method for finding inverse of the matrix A. It consists of a sequence
of operations performed on the corresponding coefficients of the matrix A. However,
the speed is slower than using the adjoint of the matrix A because Gaussian
elimination method, there are many divisors for computing the matrix A and the
matrix /, that’s why we choose to adjoint method in finding the inverse of the matrix.

,
The matrix A:cir[a0 a, a, a; a, a; a, al] has a property Y a =1,
i=0

then det(4) =1, where det(A)=(Za‘)8. How to be more efficient getting its

. . . ! ! ! ! ! ! ! ! . . .
inverse matrix Clr[a0 a, a, a;, a, a, a, a]] using analytic solution as

follows:

A—l — ad](A) — Cil’[a(; ] ’ ' [ ' ' r].
det(A4)

The transpose of the matrix 4 of cofactors, it is the same an adjugate matrix,
can be an efficient method to compute the inverse matrix. The inverse matrix is

divided det(4) equal to adj(d)=cir[c, ¢, ¢
det(4) =1.

¢ ¢, ¢ G cl] because

6 5 4
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Therefore, if the matrix 4 is circulant matrix, the matrix adj(A) is also circulant

matrix. This meaning, we can only use the first rows to obtain entries cofactors as
follows:

c, =(a,+a, +a, +a,)'[(a, +a,) a, +(a, +a;) a, +(a, +a,)’ a, +(a, +a,)*a,]
+(a, +a, +a;+a,) ' [(a, +a,) a, +(a, +a;)’ a, +(a, +a;)’ a, +(a, +a,)*a,]
¢ =(a,+a,+a,+a,)'[(a,+a,) a, +(a, +a,) a;+(a, +a,)’ a, +(a; +a,) a,]
+(a, +a, +a;+a,) [(a, +a,) a, +(a, +a;)’a, +(a, +a,)’ a, +(a, +a,) a;]
c,=(a,+a,+a, +aé)4[(a0 +014)2a6 +(a, +a5)2a4 +(a, +a6)2a2 + (a, +a7)2a0]
+(a, + a; + a +a7)4[(a0 +a4)2a2 +(q, +a5)2a0 +(a, +aé)2a6 + (a, +a7)2a4]
¢, =(a,+a,+a, +c16)4[(a0 +a4)2a5 +(q, +a5)2a3 +(a, +a6)2a1 +(a, +a7)2a7]
+(a, +ay +a; +a7)4[(a0 +a4)2a1 +(q, +a5)2a7 +(a, +a6)2a5 +(a, +a7)2a3]
¢, =(a,+a,+a,+a,)'[(a,+a,)a, +(a +a,)a,+(a, +a,) a,+(a; +a,)’ a,)
+(a, +a,+a;+a,)'[(a, +a,)’a, +(a, +a;)’ a, +(a, +a,)’a, +(a, +a,)’a,]
cs=(a,+a,+a, +a6)4[(a0 +a4)2a3 +(a, +a5)2a1 +(a, +a6)2a7 +(a, +a7)2a5]
+(a, +a,+a;+a,) [(a, +a,) a, +(a, +a;) a; +(a, +a,)’ a, +(a, +a,) a,]
¢, =(a,+a,+a, +a,)'[(a, +a,)’ a, +(a, +a;)’ a, +(a, +a,)’ a, +(a, +a,)*a,]
+(a, +a,+a;+a,)'[(a, +a,) a, +(a, +a;) a, +(a, +a,)’ a, +(a, +a,) a,]
¢, =(a,+a, +a, +a,)'[(a, +a,) a,+(a, +a;) a, +(a, +a,)’ a; +(a, +a,) a,]

+(a, +a, +a;+a,) [(a, +a,) a; +(a, +a;) a, +(a, +a,)’ a, +(a; +a,) a,]
Therefore, the first rows of matrix adj(A) also has ZLO ¢,=1 as shown below:

z:zoc,. =Co+C FCy ey e, Fe e e
=(a,+a,+a,+a,+a,+a;+a,+a,) a,+(a,+a,+a,+a,+a, +a; +a, +a,)’q,
+(a0+al+a2+a3+a4+a5+a6+a7)2a2+(a0+a1+a2+a3+a4+a5+a6+a7)2a3
+(a0+a1+a2+a3+a4+a5+a6+a7)2a4+(a0+a1+a2+a3+a4+a5+a6+a7)2a5
+(a0+a1+a2+a3+a4+a5+a6+a7)2a6+(a0+a1+a2+a3+a4+a5+a6+a7)2a7
=(a0+a1+a2+a3+a4+a5+a6+a7)2(ao+al+a2+a3+a4+a5+a6+a7)
=1

7
The sum of the coefficients of the polynomial 4~ is one, means > a/=1.For
i=0
example
ay =(02)5, a; =(08)5, a5 =(0d)5, as=(0b)s, a, =(0e)s, ay=(01);5, a, =(01);5, @ =(03)4,

7
A= cir[02 08 0d 0b 0e O Ol 03] has »'a =1 property, the inverse of
i=0
matrixAis 4~ = cirl[ed db ce ¢l ¢l d3 c2 c8].Now,theprocedure can use
searching the sum of the coefficients of the polynomial A(x) that has the property
7 7
Zai =1 and the coefficients of the polynomial A(x)! also has the sum ZGI.' =1.

i=0 i=0
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There are many a pair of entries to find the coefficients of the polynomial A for AES
MixColumns transformation and the coefficients of the polynomial Al for
InvMixColumns transformation. There are some a pair of entries as shown in Table

4. RESULT AND DISCUSSIONS

Using the multiplication based on several algorithms in GF(2™) and the new
matrix multiplication method are for evaluating encryption and decryption
procedure running 1,000,000 times state with different AES key lengths, where the
state is 4x4 bytes for encryption and decryption. The keys with lengths 128, 192,
256 bits run cipher and InvCipher average execution time as shown in Table 2 and
Figure 2. Using 8x8 circulant matrix (19M, 57A) in AES MixColumns steps, the key
of sizes 128, 192, 256 bits can be faster than using 4x4 involutory matrix operation
~33.5%, ~33.7%, and ~33.9%, respectively. In MixColumns steps, using 8x8
circulant matrix (19M, 57A)x2 operation faster than 4x4 involutory matrix (16M,
12A)x4 in AES MixColumns steps. In the AES key 128bits with the circulant matrix
(19M, 57A)x2 is above 79% faster than 8x8 involutory matrix (64M, 56A)x2.
Finally, the Figure 2, the symbol “M” represents the multiplications and the symbol
“A” represents the additions.
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MixColumns/IvnMixColumns AES-128 AES-192 AES-256

(19M, 57A) x 2 5.73 7.02 8.26

45

40 /
35

——(16M, 12A) x 4
—8—(19M, 57A) x 2
e (64M, 56A) x 2

.—-/ —
T
5 =
0
AES-128 AES-192 AES-256

Figure 2 AES execution time with the different key lengths

In the paper, using Elliptic-curve Diffie-Hellman (ECDH) method exchanges
both AES key and first row elements of the MixColumns matrix to allows two parties,
as shown in Figure 3. This security is elliptic curve points using addition to derive
the same a pointx and y as AES key and first row elements of the MixColumns matrix,
respectively. The values x and y of the point can be used to encrypt consecutive
communications using a symmetric key. However, the value of y is the first row of
elements in MixColumns matrix that must be computed first row element into
inverse circulant matrix for the MixColumns steps, and then decryption. ECDH is a
key exchanging protocol that admits two parties.
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Decryption

MB=k:G

\ 1(x)
Stxy)

a
b
G=(Gx,Gy)

l P=d©MB=(x,y) P=kOMA=(x)

The value of xis AES Key.
The value of yis first row elements in the matrix A.

Ll

First row elements )
by the value of y into ) The matrixE is tl'[e
the matrix A inverse of the matrix A
i The matrix E in
Aess ] MixColumns step InvMixColumns step |#€5 <ev=:
—oata-l - AES encryption AES decryption %nt\m-

Figure 3 Using ECDH exchange AES key and MixColumns matrix

For example, how to share key got it. If Alice wants to establish a shared key
with Bob, the only channel available for them may be eavesdropped on by a hacker.
Publicly, the parameters; that is, the binary case in GF(2m) is (he value of a, b is the
parameter of the elliptic-cure, G is the point of the elliptic-curve. The only
information is about the Alice public key. So, no person can include Alice to
determine Alice's private key, unless that party can solve the elliptic curve discrete
logarithm problem. Bob's private key is also secure. No person can compute Alice or
Bob the shared secret unless that person can solve the elliptic curve Diffie-Hellman
problem. How to choose ECC the size of m in GF(2m) for exchanging AES key and first
row elements of the MixColumns matrix, if we use AES key size of 128 bits length,
ECDH method using in elliptic curve of the points in GF(2163) is meaning x and y of
the coordinate with 163 bits. In other words, The elliptic curve of the points is in
GF(2233) that can be used for AES key size of 163 bits and 192 bits. The AES key size
is 256 bits that need the elliptic curve of the points in GF(2283). So, GF(2283) can be
used in AES key sizes of 128 bits, 192bits, and 256 bits. The elements at first row of
the MixColumns matrix (i.e., first row elements of the matrix A) are 4 bytes or 32
bits that the meaningful y in the point P = (x, y) is enough bits to store first row
elements of the MixColumns matrix as shown in Figure 4.
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Figure 4 The ECC m=163 bits for AES key and MixColumns matrix

5. CONCLUSIONS AND RECOMMENDATIONS

In summary, it is demonstrated herein that the computational complexity
matrix multiplication over GF(28) can be minimized by 2-point cyclic convolution
property. In comparison for the 8x 8 circulant matrix running on Intel(R) Core (TM)
i7-8700 CPU with more reduced ~34% time than 4x4 involutory matrix in different
key size for MixColumns operation. If the sum of coefficients of the polynomial is not
one, then there are more a pair of matrices that can use for enhancing scarcity

system. However, we only found in some a pair of matrices by the sum of coefficients
7

of the polynomial is one (i.e., Zai =1), which the number of a pair of matrices is
i=0

enough for security communication in IoT (Internal of Things) system. The
proposed method in Figure 1 can be an extended procedure of AES with more
variations in the MixColumns matrix for enhanced security of data transmissions. In
the future, the method may also be used for designing VLSI circuits to save the
number of logic gates in diverse MixColumns and InvMixColumns transformations.
In future work, the method would be used 16x16 circulant matrix in GF(2m) for
computing AES MixColumns and InvMixColumns operation.
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