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ABSTRACT

Digital speech signal is one of the most important types of data used
due to the large number of computerized applications that are needed for
mankind. Some computerized applications that use digital signals need a
high level of security to protect the signal, and to turn it into a vague and
incomprehensible signal to any third party, and that is why we have to seek
a secure method of cryptography to protect the speech signal. In this
research paper we will introduce a method based wavelet packet tree
decomposition and reconstruction to generate an encrypted speech, the
method will reorder the original speech using a secret number of
decomposition levels, the obtained wavelet decomposition sizes will be
used to form a speech segments, which must be rearranged in a secret

WPT order to get the encrypted speech, the introduced method will be

Eecolmposition implemented and evaluated to prove the security issues.
eve

Approximations
Details
Encryption
Decryption
Error

1. INTRODUCTION

The digital signal [3], [4], [5] such as sound [1] and digital image [2], [6], [7] is considered one of the most
important types of data currently used and one of the most widely circulated data [8], [9], [10]. The digital audio
signal may be confidential, it may be of a personal nature, or it may contain important data [11], [12], [13] which
requires distortion and making it incomprehensible to any third party that is not authorized to deal with this signal.
Digital signals are very important because they are used in vital applications such as in fingerprint recognition [14],
[15], [16] systems and facial recognition systems [15], [16] to identify specific person.

Cryptography means encryption-decryption. The process of data encryption [17], [18] is only the process of
destroying the original data so that this data becomes distorted and incomprehensible to any third party who is not
authorized [19], [20] and this process is usually carried out by carrying out specific processing operations on the
original data and by using a secret key (as shown in figure 1) [21], [22] that is known only by the sender and its
recipient. As for the decryption process, it is executed on the encrypted data using the secret key and the specific
processing operations to obtain data identical to the original without losing or losing any part of the information
[23], [24], [25].
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Figure 1: Speech encryption-decryption

The encryption and decryption method is good if you achieve the following things [26], [27], 28], [29], [42]:

e Security and protection so that it is difficult for any third party to penetrate data.

e Achieve a high level of distortion so that the error value between the original data and the encoded data
is high.

e Achieving a very high percentage of correspondence between the original data and the data that was
decoded so that the error ratio between them falls to zero.

e Do notlose or lose any part of the information during encryption and decryption.

o Ease of implementation.

o The speed of the encryption and decryption process.

For data protect [30] many methods were introduced to encrypt-decrypt digital signals. Some methods were
based on signal segmentation [31], [32] others were based on adding and subtracting fixed noise to the signal [33],
[34]. Some proposed methods were based on matrix multiplication and XORING Using huge private key [35], [36],
[37] while others were based on signal blocking, dividing the original signal into blocks then each block was
encrypted alone [38];

2. SIGNAL DECOMPOSITION USING WPT

Wavelet packet tree method (WPT) [39], [40], [41] can be easily used to decomposed digital speech signal into
approximation and details applying the matlab function wavedec as shown in figure 2:
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Figure 2: Signal X decomposition using WPT
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Here by selecting the decomposition level we can obtain a set of approximations and details (C in the figure)
with a specified length of each (L in the figure), these components can be used to divide a speech signal into segment
with a defined length, these segments can be rearranged in order to generate an encrypted speech signal, figure 3
shows an example of signal decomposition using WPT:

Criginal signal s.

100 200 300 400 500 500 FOo0O 800 S00
Wavelet decomposition structure

100 200 300 400 500 500 FOo0O 800 S00
Coefs for approx. at level 3 and for det. at levels 3, 2 and 1

Figure 3: Speech signal decomposition example

3. THE PROPOSED METHOD

The proposed method of encryption-decryption is based on WPT decomposition, and the encryption phase as

shown in figure 4 can be implemented applying the following steps:

1) Get the original speech signal.

2) Reshape the signal matrix (whether it is mono or stereo) to one row matrix.

3) Select alevel of decomposition to be used as private key (PK1).

4) Apply wavedec

5) Get the length of each approximation.

6) Use the length to divide the speech matrix into segments.

7) Select arearrangement order to rearrange the segment (this is to be used as PK2).

8) Rearrange the speech matrix to get the encrypted one.

9) Reshape back the matrix to get the encrypted speech signal.

Level :FK

Original speech Encrypted speech

= _W. Wavedec Reorder it~

3
T] |89 5
2 ] 2
3 1780 N
4 3560 1
5 7119 6
6 14237 4
Decomposition: Reordering
Blocks length
PK

Figure 4: Encryption phase
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The decryption phase as shown in figure 5 can be implemented applying the following steps:
1) Getthe encrypted speech signal.
2) Reshape the signal matrix (whether it is mono or stereo) to one row matrix.
3) Retrieve the level of decomposition to be used as private key (PK1).
4) Apply wavedec
5) Get the length of each approximation.
6) Use the length to divide the speech matrix into segments.
7) Retrieve the rearrangement order to rearrange the segment (this is to be used as PK2).
8) Rearrange the speech matrix to get the decrypted one.
9) Reshape back the matrix to get the decrypted speech signal.

Level :PK

]

Encrypted speech Original speech
L — ’*" Wavedec Reorder - -W— :

3
890 g
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Decomposition: Reordering
Blocks length

PK

Figure 5: Decryption phase

4. IMPLEMENTATION AND EXPERIMENTAL RESULTS

The following speeches shown in table 1 were recorded using sampling frequency 44100 samples per second;
these speeches were used in our experiments:

Table 1: Used speeches

Speech number | Recorded speech Size(sample)
1 Al-Balga Applied University is a Jordanian university 260635
2 Speech encryption decryption method 181102
3 Amman is the capital city of Jordan 183544
4 Ziad Abdel kareem Alqadi 171261
5 Mohammad Khrisat 110368
6 Yousif Eltous 135114
7 Jihad Nader 96690
8 Saleh Khawatreh 109474
9 Agaba is a wonderful city located on the red sea 223861
10 May God protect Jordanians and all mankind 220897
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Figure 6 shows the plot of speech 1 and the encrypted version of this speech.
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Figure 6: Speech 1 encryption.

We selected a level of decomposition equal 6(PK 1=5), then we applied decomposition for each of the used
speech signal, table 2 shows the obtained segment length for each speech signal:

Table 2: Speech segments length

Speech number Segments length
1 2 3 4 5 6
1 8145 | 8145 | 16290 | 32580 | 65159 | 130318
2 5660 | 5660 | 11319 | 22638 | 45276 | 90551
3 5736 | 5736 | 11472 | 22943 | 45886 | 91772
4 5352 | 5352 | 10704 | 21408 | 42816 | 85631
5 3449 | 3449 | 6898 | 13796 | 27592 | 55184
6 4223 | 4223 | 8445 | 16890 | 33779 | 67557
7 3022 | 3022 | 6044 | 12087 | 24173 | 48345
8 3422 | 3422 | 6843 | 13685 | 27369 | 54737
9 6996 | 6996 | 13992 | 27983 | 55966 | 111931
10 6904 | 6904 | 13807 | 27613 | 55225 | 110449

The segments were rearranged using the rearrangement order (PK 2) shown in table 3:

Table 3: Rearrangement order

Segment order | New order (PK2)
1 4
2 6
3 3
4 1
5 2
6 5

Using the new order the speeches were encrypted decrypted, table 4 shows the obtained results:
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The error was calculated using formula 1:

n

err = X1, — x2,)?
DR )
i=1

Where x1 is the original signal; And x2 is the encrypted/decrypted signal

Table 4: Experimental results

(1)

Speech Error between original Error between original Encryption Decryption time

number and encrypted speeches and decrypted speeches time(seconds) (Seconds)
1 68.1420 0 0.148000 0.148000
2 38.0654 0 0.131000 0.131000
3 41.7242 0 0.146000 0.146000
4 43.6924 0 0.129000 0.129000
5 29.9639 0 0.121000 0.121000
6 30.1948 0 0.128000 0.128000
7 34.0084 0 0.119000 0.119000
8 38.2777 0 0.124000 0.124000
9 41.0847 0 0.141000 0.141000
10 43.8856 0 0.155000 0.155000

From the obtained experimental results we can raise the following facts:

It is easy to use WPT decomposition for signal encryption-decryption.
[t is easy to change the number of levels and the number of segments.
The encryption-decryption method is secure by using 2 private keys.

It is easy to change PK2.

The proposed method provides a good quality of encryption by providing a high error between the
original and the encrypted signal.
The proposed method is efficient by providing significantly small time for encryption-decryption.

5. CONCLUSION

A method based on WPT decomposition for speech signal encryption-decryption was proposed, implemented
and tested. The obtained experimental results showed that this method is flexible in selecting the decomposition
level, and in selecting the new segments order. It was shown that this method has a high quality and it was efficient
in performing encryption-decryption without losing any piece of information.
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