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ABSTRACT

LSB2 method of data steganography is one of the most popular
methods used to hide secret messages in digital color image. This method
keeps the quality of the holding image high but it is not secure and it can be
easily hacked.

In this paper a method of improving the security of LSB2 method will
be proposed, tested and implemented. The added security issues are
simple and do require extra memory and time for execution. An embedded
key will be extracted from the holding image to encrypt the message, this
key will be variable and depends on the selected covering image, selected
message length and selected position in the image where to extract the
embedded key; the selected position and message length will form a
private key to enhance LSB2 security.

1. INTRODUCTION

Color digital images are one of the most common and widely used types of data, as they are circulated among
multiple categories of users [1], [2], [3]. These images have important characteristics that make them a desirable
medium for hiding confidential or personal text messages [4], [5], [6]. Among the most important characteristics

are:

e Ease of obtaining and ease of handling.
e Itslarge size and the possibility of using this large volume of data to hide text messages.

The digital color image is represented by a three-dimensional matrix [7], [8], [9], where the first dimension
represents the red color matrix; the second one represents the green color matrix, while the third dimension
represents the blue color , figure 1 shows a color image example with the histogram of each color dimension

histogram [10], [11], [12] :
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Figure 1: Digital color image example
The process of re-dyeing the digital image is an easy process [13], [14], [15], since the image can be converted
into a single column or into a single row, and this is what we will adopt in this research paper [15], [17], [18], figure

2 shows the histogram of the image shown in figure 1 after reshaping it into one row matrix:
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Figure 2: Histogram of the one row image
2. EMBEDDED KEY

Image position is the starting index of the row image where to get the key used to encrypt the secret message
applying XOR operation of the message and the extracted (embedded key). The position P will form a part of the
private key of data steganography; the other part will be the secret message length.

The value of the position P will be within the range of one to image size subtracted by the message length for
example if the reshaped image size = 122265, then the P may take any value within the range 1 to 122165 when the
secret message length =100 characters.

For example if want to hide the message 'Ziad' in the previous image, and we select P=12390, then the extracted
embedded key will equal:

»» key=b{1,12300:123904+3)
]{ey =

58 a9 &0 61

International Journal of Engineering Technologies and Management Research 32


https://www.granthaalayahpublication.org/ijetmr-ojms/index.php/ijetmr

Dr. Mohammad S. Khrisat, and N Prof. Ziad Alqadi

This key can be used now to encrypt the secret message as follows:

x> Message="Ziad’;
=x Mes=uintid (message)

mes =
80 105 87 100

=» encryptedmessage=bitxor (kev,mes)

encryptednessage =

96 g2 83 g9

The encrypted message then will be hidden in the image applying LSB2 method of data steganography.
Here we have to notice that the embedded key values are variables and they depend on the selected covering
image and on the selected secret position P.

3. DATA STEGANOGRAPHY

Data steganography as shown in figure 3 is the process of hiding confidential data in the digital image so that
the concealment process does not distort the image or change its features, and that no change is noticed with the
naked eye. The quality of the holding image must be much closed to quality of the covering image, so the mean square
error (MSE) between the covering image and the holding image must be closed to zero, or the peak-to-signal-noise
ratio (PSNR) between the two images must be very high.

%,‘ . % -+ Covering image
Hide SMin a steog_image \’.\

I PK Il:::—| f%-regu_mer.l;;d |
+

I‘W Holding image

Holding image

| PK ==—Steromethot | &5 | ‘j@

Extract SM

Figure 3: Data steganography process

Many methods were proposed for data steganography [19], [20], [21], most of them are based on least
significant bit (LSB) method of data hiding, and here in this paper we will use LSB2 method because it has good
features such as doubling the hiding capacity, providing low value for MSE and high value for PSNR [22], [23], [24].

LSB2 method [25] can be implemented by using the least two significant bits to hold data from the secret
message as shown in table 1
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Table 1: Hiding process using LSB2 (Hiding character A)

Covering image bytes(decimal) 190 200 143 166
Covering image bytes (Binary) | 10111110 11001000 10001111 | 10100110
Message A (one character) =65 01000001

Holding image bytes(decimal) | 10111101 11001000 10001100 | 10100101
Holding image bytes (Binary) 189 (-1) | 200(no change) | 140(-3) 165(-1)

From table 1 we can see that LSB2 method of data hiding adds minor changes to the covering image, and the
change ranges (if there is any) from +3 to -3, these changes in the pixels colors cannot be noticed by the human eyes

[26], [27].
The process of data hiding and data extracting using LSB2 method is very simple, figure 4 shows the process if
hiding, while figure 5 shows the process of data extracting:

s=[120 133 142 155]

al=65; %ARSCII of & letter

i=1:
s{i) = uintB8{bitor{bitand{s (i) bitconp(Z2-n-1,8)}) ,bitshift{al,-a6})};
a=bitand{al, 48} ;
a=bitshiftia,z2):
s (i+l)=uint8 (bitor (bitand{s (i+1l} ,bitcnp{(2°n-1,8}}) ,bitshifti{a,-6)31);
a=bitand{al, 12} ;
a=bitshift{a,4):

= (i+Z2)=uint8 {(bitor(bitand{s{(i+2) ,bitcmp {Z~n-1,8) ) ,bitshifti{a,-a}}:
a=bitand{al, 3} ;

a=bitshift{a,f):

= (i+3)=uint8 {(bitor{bitand{s{i+3) ,bitcmp {Z~n-1,82) ) ,bitshifti{a,-a}}:
)

=z =
121 132 140 153

Figure 4: LSB2 hiding process

i=1

dl=bitand{s (i} ,3) ;
dl=bitshift {dl,a)} dl = 64
dZ=bitand (s {(i+1}) .3} :

dZ=bitshift {dz, 4) d=2 = 0
d3=bitand (s (i+2) .3} ;
d3=bitshift {d3,2} d3 = 0

dd=bitand (s (i+3} ,3}
d=dl+dzZ2+d3+d4

Figure 5: LSB2 extraction process

4. THE PROPOSED METHOD

The secret message hiding process as shown in figure 6 can be implemented applying the following steps:

Encryption +

" T R Y
i

Private key

Message length: L ::>
Position :P

Figure 6: Hiding process
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1) Get the covering image.

2) Reshape the covering image into one row matrix.

3) Getthe secret message and find the secrete message length (L).

4) Select the position P where to start extracting the embedded key from the image.

5) Retrieve the embedded key.

6) Apply XORing using the message and the embedded key to get the encrypted version of the message.
7) Apply LSB2 method to hide the encrypted message.

8) Reshape back the image to 3D matrix to get the holding image.

The extraction process can be implemented applying the following steps:
1) Get the holding image.
2) Reshape the holding image into one row matrix.
3) Getthe message length (L).
4) Apply LSB2 method to extract the encrypted message.
5) Get the position P.
6) Retrieve the embedded key using L and P.
7) Apply XORing using the encrypted message and the embedded key to get the original message.

5. IMPLEMENTATION AND EXPERIMENTAL RESULTS

The quality of the holding (stego) image (which means that the changes that have occurred to her cannot be
noticed with the naked eye, and it is not possible to suspect that the image contains confidential information) can be
achieved by [28], [29], [30]:

e Keeping low value of mean square error (MSE) between the covering and the holding images.
o Keeping High value of peak signal to noise ratio (PSNR) between the covering and the holding images.

The proposed method was implemented using various color images. A short message of 80-character length
was hidden and extracted using each of the selected images; table 2 shows the results of implementation.

Table 2: Obtained result by hiding a message with 100-character length

Image # | Image size(byte) MSE PSNR Hiding time (Seconds) | Extraction time (Seconds)
1 150849 0.0058 162.3120 0.0019 0.0011
2 77976 0.0128 154.4093 0.0019 0.0011
3 518400 0.0019 173.6787 0.0019 0.0011
4 5140800 0.00019394 | 196.3050 0.0032 0.0011
5 4326210 0.00022260 | 194.9268 0.0030 0.0011
6 122265 0.0072 160.1769 0.0019 0.0011
7 518400 0.0018 173.9728 0.0019 0.0011
8 150975 0.0066 161.0164 0.0019 0.0011
9 150975 0.0058 162.2861 0.0019 0.0011
10 151353 0.0063 161.5238 0.0019 0.0011
11 1890000 0.00049841 | 186.8661 0.0020 0.0011
12 6119256 0.00015737 | 198.3942 0.0034 0.0011

From table 2 we can see that the proposed method does not add any negative effects on LSB2 method by keeping
MSE low and PSNR high, and here we can recommend using images with big sizes to increase PSNR and at the same
time decrease MSE between the covering and the holding images.

The previous experiment was repeated but for a message of 1600 character length, table 3 shows the obtained
results.

International Journal of Engineering Technologies and Management Research 35



https://www.granthaalayahpublication.org/ijetmr-ojms/index.php/ijetmr

Data Steganography Using Embedded Private Key

Table 3: Obtained result by hiding a message with 1600-character length

Image # | Image size(byte) | MSE PSNR Hiding time (Seconds) | Extraction time (Seconds)
1 150849 0.0948 | 134.3862 0.0150 0.0140
2 77976 0.2005 | 126.8967 0.0150 0.0140
3 518400 0.0287 | 146.3305 0.0150 0.0140
4 5140800 0.0029 | 169.2741 0.0160 0.0160
5 4326210 0.0034 | 167.5254 0.0160 0.0160
6 122265 0.1203 | 132.0019 0.0150 0.0140
7 518400 0.0291 | 146.2070 0.0150 0.0140
8 150975 0.0954 | 134.3269 0.0150 0.0140
9 150975 0.0970 | 134.1520 0.0150 0.0140
10 151353 0.1001 | 133.8368 0.0150 0.0140
11 1890000 0.0082 | 158.8737 0.0160 0.0160
12 6119256 0.0024 | 171.0184 0.0170 0.0160

From table 3 we can see that the proposed method does not add any negative effects on LSB2 method even for
long messages by keeping MSE low and PSNR high, and here we can recommend using images with big sizes to
increase PSNR and at the same time decrease MSE between the covering and the holding images, and here the
changes in the holding image cannot be noticed by human eyes as shown in figures 7 and 8.

QOriginal image X 10”’0rigina\ red component histogram

0 50 100 150 200 250

X 19’bn’ginal green component histogram X 104Drigina\ blue component histogram

o o N W A
(=R T R

0 50 100 150 200 250 0 50 100 150 200 250

Figure 7: Covering big size image

Holding image:LSB2 X 104 Holding red component histogram
4
3
2
1
0
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X mﬁolding green component histogram X 104Holding blue component histogram
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1 1
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Figure 8: Image holding 1600-character message
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6. CONCLUSION

A method of improving the security of LSB2 method of data steganography was proposed, tested and
implemented. The obtained experimental results showed that the proposed method does not negatively affect LSB2
method by keeping MSE low and PSNR high. The proposed method uses an embedded key to encrypt the message,
the values of this key are variable and they depend on the selected image, selected message length and selected
position from where to extract the embedded key, the method uses the image position and the message length as a
private key to secure LSB2 method.
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