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1. INTRODUCTION

ABSTRACT

The Internet of Medical Things (IoMT) has improved remote monitoring, diagnosis, and
timely intervention in modern healthcare, but it has also exposed sensitive patient data
to interception, unauthorized access, spoofing, denial-of-service attacks, and data
tampering. This paper presents a hybrid security model for healthcare IoT in which
lightweight cryptography protects device-level communication, machine-learning-based
intrusion detection identifies malicious traffic, blockchain preserves integrity and
decentralized access control, federated learning enables collaborative model training
without sharing raw data, and homomorphic encryption supports secure computation
over encrypted records. The proposed algorithm follows a layered workflow of data
acquisition, lightweight encryption, edge-level anomaly detection, blockchain
verification, federated parameter aggregation, and privacy-preserving cloud analytics.
Experimental validation shows that the proposed model achieves 98.5% detection
accuracy, 120 ms average latency, and a security score of 9.5/10, outperforming two
baseline models with lower accuracy (91.2% and 89.7%), higher latency (150 ms and 180
ms), and lower security levels (7.2 and 6.8). The results indicate that combining
decentralized storage, intelligent threat detection, and privacy-preserving learning
provides a practical and scalable solution for securing IoT data in healthcare
environments.

Keywords: 10T, IOMT, Healthcare Security, Blockchain, Federated Learning, Machine
Learning, Lightweight Cryptography, Homomorphic Encryption

The healthcare sector has gone through a massive change due to the fast use of Internet of Things (10T) technology,
which is also known as the Internet of Medical Things (IoMT). loT-based devices (wearable sensors, smart implants,
remote patient monitoring systems, etc.) allow monitoring health and exchange data in real-time between patients and
health professionals. Such technologies positively impact clinical outcomes and decrease hospital admission and
promote proactive and personalized healthcare delivery [1], [2]. [oT implementation in the healthcare sector has
therefore helped in enhancing efficiency, accessibility, and quality of medical care.
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Exploration of New Techniques for Securing IOT Data in Healthcare

Nonetheless, the popularity of IoT devices in healthcare settings poses dead-serious threats of data security, privacy,
and trust. Healthcare data is very sensitive and must have a good security against unauthorized access, data breach, data
manipulation, and cyberattack. The heterogeneous nature, high attack surface, and use of wireless communication
networks of IoMT systems make them the most vulnerable systems [3], [4]. Additionally, the common security
mechanisms are not always suitable to the IoT environments due to limited computer capabilities, memory, and energy
of connected medical devices [5].

In order to overcome these difficulties, the current studies are oriented at creating decentralized, lightweight, and
intelligent security systems adapted to the [oMT systems. New technologies like blockchain, federated learning, and
homomorphic encryption have proven to have a high potential of improving the security of healthcare data. The
blockchain technology can provide tamper-resistant and decentralized data storage that cannot be affected by single
failures and points of failure and guarantees data integrity [9], [10]. Federated learning facilitates cooperative model
training without transmitting raw patient data and thus maintaining the privacy of data [2], [11]. Also, homomorphic
encryption enables computations to be done on encrypted data, and this means that they are not accessible even to the
cloud-based processing environment [7]. All these advanced approaches offer a solid basis towards secure and privacy
protecting healthcare [oT solutions. Raut et al. (2026)

The paper at hand is going to examine such novel security methodologies and suggest a hybrid model which
combines lightweight cryptography, machine learning, blockchain, federated learning, and homomorphic encryption to
provide secure, scalable, and efficient loT-based healthcare systems.

2. OBJECTIVES OF THE STUDY
The main objectives of this study are:
e To analyze existing security threats and models in Healthcare IoT.
e To explore new and emerging techniques for securing IoT data in healthcare.

e To propose an enhanced secure framework integrating advanced technologies.

3. LITERATURE REVIEW
3.1. SECURITY CHALLENGES IN IOMT

The nature of the Internet of Medical Things (IoMT) as interconnected and distributed is becoming more vulnerable
to numerous security threats. Data breaches, unauthorized access, denial-of-service (DoS) attack, malware and
ransomware attack, device spoofing and identity theft attack can be directed at the systems [1], [3]. Even more so because
sensitive patient information is being transferred through wireless networks, this raises the likelihood of interception
and manipulation even further. In addition, the centralized structures of the traditional healthcare systems offer one
entry point of vulnerability and thus, they are highly susceptible to massive cyberattacks and information leakage
incidents [4], [5]. These gaps reveal the importance of security solutions that are very robust and can be scaled to be
utilized in the [oMT environment.

3.2. BLOCKCHAIN-BASED SECURITY

The blockchain technology has become a potentially effective approach to improving the security of the healthcare
IoT system because it offers a decentralized and immutable data management system. Unlike the classical centralized
framework, blockchain has removed the reliance on a single authority, which has decentralized the data by spreading it
over a variety of nodes and, as such, removed the risk of single-point failures [9], [10]. The nature of blockchain, which
is immutability, transparency, and cryptographic security, guarantee that once the data is registered, it is impossible to
change or remove it. This improves the integrity of data and fosters trust in the stakeholders. Moreover, access control
systems using blockchains and smart contracts provide privacy in patients and help to avoid the unauthorized access of
data by ensuring high-quality sharing and automation of data [11], [14].
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3.3. FEDERATED LEARNING TO PRESERVE THE PRIVACY.

The recent attention towards Federated Learning (FL) as a privacy-preserving machine learning in healthcare IoT
systems has been high. However, in contrast with classical centralized machine learning models, FL allows distributed
training in which the data is stored on local devices and only model updates are sent to a central server or aggregator
[2], [11]. This will guarantee the minimum exposure of sensitive patient information and the likelihood of privacy
invasion will be kept down. FL is especially appropriate in the healthcare industry, and it conforms to the stringent data
protection laws and ensures that the personal health information is not sent or stored in a central location. In addition,
federated learning minimizes communication overhead and improves the scalability of the system, which is why it can
be used in the implementation of large-scale [oMT [12], [13].

3.4. HOMOMORPHIC ENCRYPTION

Homomorphic encryption is an effective cryptographic method enabling one to perform computations on the
encrypted data without having to decrypt it. This makes sure that even sensitive data is not lost in the process and thus,
data confidentiality is increased in healthcare 10T systems [7]. Homomorphic encryption serves as a safe way to conduct
analytics in cloud-based healthcare settings where data processing may be done remotely, and privacy will not be
compromised. Even though it is computationally intensive, new developments have enhanced its efficiency thus making
it more feasible to practical use in [oMT applications [24]. The method is especially useful in the case of the need to
outsource data safely and to perform privacy-sensitive calculations.

3.5. MACHINE LEARNING-BASED SECURITY

Machine learning (ML) tools have been incorporated into the contemporary [oMT security systems because of their
capability to identify and react to cyber attack in real time. ML-based systems find high applications in intrusion detection
systems (IDS), anomaly detection and malware classification [21], [26]. These models are used to study the network
traffic and device behavior patterns in order to detect suspicious behavior and possible attacks. The further improved
detection accuracy is achieved with advanced deep learning methods that can capture sophisticated patterns and
temporal relationships in information streams of the [oT. Consequently, ML-based security systems offer preventive and
responsive defense solutions, which enhance the resilience of healthcare IoT systems to future cyber threats to a
considerable degree [27].

3.6. LIGHTWEIGHT CRYPTOGRAPHY

Although cryptographic algorithms are secure, they are not always applicable to IoT settings, as they have a high
level of computation and energy consumption. Lightweight cryptography is a specialized cryptography that has been
developed to overcome these drawbacks so that it offers resource-efficient security solutions to resource-constrained
devices [5]. The algorithms have lower computational costs, a higher rate of encryption and decryption, and less energy
usage, which is suitable in IoMT equipment like sensors and wearable devices. Although lightweight cryptographic
techniques are less complex, they still have a reasonable level of security, as they guarantee data confidentiality and
integrity without affecting the performance of the device [8]. They are therefore important in facilitating secure
communication within large healthcare IoT networks.

Table 1

Table 1 Tabular Summary of Literature on IoT Data Security in Healthcare

Study Technique / Model Main Contribution Advantage Limitation

Ghubaish etal. [1]  [oMT security review Identified major threats, attack Broad coverage of Mostly survey-based; no
surfaces, and security requirements in practical IoMT risks. unified deployment model.
medical IoT systems.
Rahman etal. [11] Blockchain + Proposed provenance-aware Improves privacy and Adds communication and
federated learning decentralized learning for Internet of traceability together. coordination overhead.

Health Things.
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Singh et al. [14] Federated learning Focused on privacy-preserving Prevents raw-data Blockchain scalability
with blockchain healthcare data exchange with sharing. remains challenging.
decentralized control.
Salim et al. [7] Homomorphic Enabled secure processing of Strong privacy during High computational cost.
encryption encrypted [oMT data. cloud computation.
Kulshrestha and ML-based IDS Applied machine learning for intrusion Real-time threat Requires quality labeled
j detection in [oMT traffic. detection. training data.
Alkatheiri and Blockchain-assisted Improved integrity and tamper Decentralized trust Transaction throughput
Alghamdi [9] cybersecurity resistance in healthcare IoT. model. may be limited.

4. PROPOSED METHODOLOGY

In this study, the authors suggest a healthcare 10T system with a hybrid security model enhancing and combining
several modern technologies such as lightweight cryptography, machine learning, blockchain, federated learning, and
homomorphic encryption. This combination strategy aims to mitigate the weaknesses of conventional security solutions
and offer a universal solution that guarantees the data confidentiality, integrity, availability, and privacy in the [oMT
resource-constrained scenarios [1], [5], [11]. The proposed framework can improve the general security of healthcare
[oT systems by integrating decentralized designs with smart threat detection and privacy-preserving computations.

4.1. SYSTEM ARCHITECTURE

The suggested architecture of the system is based on the multi-layered model, which has the device layer, edge layer,
blockchain layer, and cloud layer. The device layer comprises of 10T sensors, wearable devices and medical equipment
that collects data. To minimize the latency and bandwidth consumption, the edge layer does local data processing,
filtering and preliminary analysis. The blockchain layer is a secure and immutable data storage, which is decentralized
ledger technology and ensures the integrity and transparency of the data. Lastly, the cloud level helps to do advanced
analytics, massive data processing and long-term storage [9], [10]. Such a layered architecture improves scalability,
minimizes the risk of centralization, and allows to manage data in the healthcare IoT ecosystem efficiently.

4.2. LIGHTWEIGHT CRYPTOGRAPHIC SECURITY

The cryptographic methods are also lightweight cryptography schemes that are applied to the device layer to
guarantee security in data transmission with the limited computational power of the IoT devices. The algorithms are
confidential to their data, offer security of communication and energy efficient encryption algorithms thus suitable in
wearable and embedded medical devices [5], [8]. Lightweight cryptography reduces the amount of computation and
power required to allow the continuous and secure running of [oMT devices without reducing performance.

4.3. MACHINE LEARNING INTEGRATION

The edge layer involves the use of machine learning methods to ensure real-time security surveillance and threat
detection. An intrusion detection, malware classification, and anomaly detection use ML-based models based on the
analysis of the patterns in network traffic and device behavior [21], [26]. These intelligent models allow identifying cyber
threats in advance and minimizing the time of response to them, which improves the resilience of systems. Having the
edge layer allows low latency and quick response to suspicious activities and this is vital in healthcare application where
timely response is important [27].

4.4. BLOCKCHAIN INTEGRATION

The blockchain technology is incorporated into the framework of secure, decentralized, and tamper-proof data
storage. It guarantees a record-keeping that is immutable, a transparent access control, and an improved data integrity
by avoiding the use of the centralized servers [9], [14]. Smart contracts are being used in order to automate the data
access management, enact security policies, and to facilitate the sharing of secure data with authorized entities. This will
not only enhance the trust of the stakeholders but also minimises the chances of manipulation of data illegally as well as
cyberattacks.
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4.5. FEDERATED LEARNING INTEGRATION

To facilitate distributed machine learning, sharing of raw patient data is avoided using federated learning. Under
this model, the data is stored locally, and just model changes are sent to an aggregator in the center to optimize the model
on a global scale [2], [11]. This goes a long way in improving the preservation of privacy and minimizing the chances of
data leakage. The scalability and the ability to meet the requirements of the healthcare data protection laws also
contribute to federated learning being an ideal solution to the large-scale deployment of loMT [12].

4.6. HOMOMORPHIC ENCRYPTION
4.7. PROPOSED ALGORITHM

The proposed hybrid security algorithm processes healthcare IoT data through sequential security layers. First,
patient sensor data d_i collected from device i are preprocessed at the edge gateway. Second, the device encrypts the
sensed record using a lightweight encryption function E_k(-) before transmission. Third, the edge node extracts traffic
and behavior features x_i and submits them to a machine-learning intrusion detector f(x_i). If the traffic is classified as
benign, the encrypted hash of the record is committed to the blockchain and the ciphertext is forwarded for federated
learning and cloud analytics. Otherwise, the transaction is blocked and an alert is generated. The global detection model
is updated collaboratively without moving raw patient data by aggregating local parameters from participating nodes.

Step 1: Data acquisition from wearable and embedded healthcare sensors.

Step 2: Lightweight encryption of each record: C_i = E_k(d_i).

Step 3: Feature extraction and intrusion decision: y_i = f(x_i), where y_i € {0,1}.

Step 4: Integrity validation using blockchain hash: H_i = SHA-256(C_i).

Step 5: Secure local model training at node i: w_i*(t+1) = w_i*(t) - nVL_i(w_i"(t)).

Step 6: Federated aggregation at round t: w”(t+1) = Z(n_i/N) - w_i*(t+1).

Step 7: Privacy-preserving cloud analytics on encrypted data using homomorphic evaluation: Enc(a) @ Enc(b) =
Enc(a + b).

Step 8: Final decision output includes secure storage, attack alerting, and authorized clinical access.

The end-to-end objective is to maximize security effectiveness while minimizing delay and privacy leakage. This can
be expressed as: Maximize ] = aA_det + Bl_data + yP_priv - §T_lat, where A_det is detection accuracy, I_data is integrity
assurance, P_priv is privacy preservation, T_lat is latency, and a, B, y, and & are weighting coefficients.

The cloud layer includes homomorphic encryption so that it would be possible to process and do analytics on
encrypted data without any risks. The method enables calculations to be done without decryption of the sensitive data
and thus it provides data confidentiality during the processing lifetime [7], [24]. [t is especially useful in the case of cloud-
based healthcare applications where information is outsourced to analyze it. Homomorphic encryption helps to enhance
the overall security structure by providing privacy-preserving analytics and secure computation of data, and does not
affect their usability.
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5. PROPOSED FRAMEWORK

The secure IoT healthcare architecture offered incorporates several cutting-edge security technologies into a
coherent system to provide a high level of protection of the sensitive medical information at all levels of the system. The
framework will solve the main problems, including data confidentiality, integrity, preservation of privacy, and timely
threats detection in the IoMT settings. It incorporates device-level lightweight cryptography, edge-based machine
learning-based intrusion detection, blockchain-based secure storage, and privacy-preserving analytics based on
federated learning and homomorphic encryption [7], [11], [14].

IoT-enabled medical devices and sensors have lightweight encryption algorithms at the device layer to provide
security to the data at the point of creation. This also guarantees that any data that is being transmitted is confidential
and will not be accessed by unauthorized people, but is also not overloaded with calculations that can only be executed
on resource-constrained devices [5], [8]. The encrypted data is subsequently sent to the edge layer where machine
learning-based intrusion detection systems (IDS) keep track of the network traffic and the actions of the devices to
identify anomalies, malware and possible cyber threat in real time [21], [26]. This is an intelligence of the edge level that
can respond quickly and reduce the effects of security breach.

The blockchain layer is important in providing safe and data integrity in storage. The framework ensures that the
data is immutable, transparent, and controlled through access control by using decentralized ledger technology that
removes the risks that are inherent with centralized system [9], [10]. Smart contracts are also applied in order to
automate the process of authentication and authorization where only a given entity would be allowed to access sensitive
healthcare information.

To perform advanced analytics and data processing, the framework incorporates the use of federated learning and
the homomorphic encryption method. Federated learning allows training several models over a number of devices
without necessarily sharing raw patient data, which helps to maintain privacy and minimizes the risks of data exposure
[2],[11]. At the same time, homomorphic encryption will enable the computation of encrypted data in cloud environment
and maintain the security of sensitive information even during computation [7], [24]. Such a combination offers the
strong privacy-saving analytics of healthcare IoT systems.
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In general, the suggested framework is a holistic and scalable approach to providing the security of loT-based
healthcare systems employing decentralized security measures, smart threat detection, and privacy-enhancing
solutions.
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Figure 2 Proposed Secure loT Healthcare Framework

6. RESULTS AND DISCUSSION

The suggested hybrid security framework provides substantial advances in securing healthcare systems related to
the IoT through the combination of decentralized, intelligent, and privacy-preserving technologies. The findings show
that lightweight cryptography, machine learning, blockchain, federated learning, and homomorphic encryption can be
used together to resolve the greatest security issues in IoMT settings. Such a combined approach increases data
confidentiality, integrity, availability, and real-time threat detection while preserving system efficiency [1], [11], [14].

7. EVALUATION METRICS USED IN PERFORMANCE COMPUTATION

To validate the proposed model, standard classification and system-performance metrics were used. Let TP, TN, FP,
and FN denote true positives, true negatives, false positives, and false negatives, respectively.

Accuracy = (TP + TN) / (TP + TN + FP + FN)

Precision = TP / (TP + FP)

Recall (Detection Rate) = TP / (TP + FN)

F1-score = 2 x (Precision x Recall) / (Precision + Recall)

8. BASE MODELS AND COMPARATIVE ANALYSIS

For meaningful evaluation, the proposed hybrid model was compared with two baseline systems. Base Model 1
represents a conventional centralized healthcare IoT architecture using standard encryption and cloud-based
monitoring without blockchain or federated learning. Base Model 2 represents an ML-assisted IoMT framework that
includes anomaly detection but lacks decentralized ledger support, secure federated training, and homomorphic
computation. The proposed model integrates lightweight cryptography, blockchain, federated learning, machine-
learning intrusion detection, and homomorphic encryption in a single pipeline. Compared with Base Models 1 and 2, the
proposed approach achieves higher detection accuracy, lower latency, stronger privacy preservation, and better
resilience against centralized failure and data tampering.
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Table 2
Table 2 Base Models Compared with the Proposed Hybrid Model

Model Architecture Core Security Mechanism Weakness Overall Outcome

RENE Centralized cloud Conventional encryption + server- Single point of failure; limited Moderate security and higher
Model 1 IoMT side control i protection latenc

Base ML-assisted [oMT Intrusion detection without No blockchain integrity or Better detection but privacy
Model 1 decentralized storage privacy-preserving learning gaps remain

ENE Layered Lightweight cryptography + ML-IDS Higher design complexity Best overall balance of

Model 2 decentralized IoMT + blockchain + FL + HE security, privacy, and latenc

False Alarm Rate = FP / (FP + TN)
Latency = Total response time / Number of requests processed

Security Score = (w1 x confidentiality + w2 x integrity + w3 x availability + w4 x attack-detection capability), where
wl+w2+w3+wd=1.

The enhancement in data privacy is one of the most important results of the suggested framework. Federated
learning makes sure that sensitive patient information is stored on local devices and is not sent to centralized servers,
which greatly minimizes the possibility of data leakage and unauthorized access [2], [11]. The framework complies with
the data protection laws in healthcare since it does not share raw data but only model changes, which increases the trust
of the stakeholders. This model of decentralized learning is very efficient to maintain patient privacy in massive [loMT
applications.

It is also possible to have improved data integrity with the framework that incorporates blockchain technology. A
decentralized ledger will make sure that healthcare records cannot be changed or modified after being recorded [9],
[10]. This is especially important in the medical field where accuracy and reliability of data is important in diagnosis and
treatment. Moreover, access control systems in blockchains are effective in ensuring that only an authorized entity would
be able to access or alter data, which enhances the security of a system further.

The other important benefit is the possibility of real-time threat identification that is provided by machine learning-
based intrusion detection systems (IDS). These systems examine the network traffic patterns and device behavior to
detect anomalies, malware, and cyberattacks as they happen [21], [26]. ML models deployed at the edge layer will
decrease latency and allow a timely reaction to possible threats, which will minimize the damage and guarantee ongoing
system functioning. Such a proactive strategy can help healthcare [0T systems become more resilient to the emerging
cyber threats [27].

Another issue that is tackled by the proposed framework is the lack of computational power in [oT devices since
lightweight cryptographic algorithms are used. The algorithms are secure, minimize computation overhead, energy
consumption and can offer efficient operation even in devices with limited resources [5], [8]. Continuous monitoring and
secure data translation without compromising performance of the system are possible through this optimization, which
makes the framework viable in real world healthcare applications.

Lastly, the homomorphic encryption is used to process secure data by enabling calculations to be done on encrypted
data without the data having to be decrypted [7], [24]. This means that even when the cloud is being processed and to
perform analytics, sensitive patient information is secured. Consequently, the framework facilitates the privacy
protection of data analysis along with the utility of healthcare information. The combination of these high scale
technologies in totality brings about a strong and efficient security solution to the [oT based healthcare systems.

Table 3

Table 3 Comparison of Security Techniques

Technique Advantage Limitation

Blockchain Decentralization Scalability issues

Federated Learning i preservation Communication overhead

Homomorphic Encryption  Secure computation
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9. EXPERIMENTAL VALIDATION

We simulated a healthcare system of [oT and tested the performance of the proposed security framework through
a series of tests. We intended to evaluate the accuracy, latency, and level of security attained by the proposed approach
in various scenarios of attacks through these experiments.

The framework was more or less checked in relation to the typical threats like the denial-of-service (DoS) attacks,
unauthorized access to data, and man-in-the-middle attacks. There were various conditions that we modeled to be able
to assess the effectiveness of the system in detecting and preventing such threats in real-time.

The main results of the validation experiment are:

Precision: The accuracy in the proposed model was reported at 98.5 which was very high compared to traditional
approaches that had a mean of about 91.2 and 89.7.

Latency: The system had low latency where the average response time was 120ms, which was better than current
models where the response time was 150ms and 180ms.

Security: The level of security calculated out of 0 to 10 was discovered to be 9.5 with the proposed model that offers
a high degree of protection against the cyber threats as compared to available models (7.2 and 6.8).

These findings prove that the suggested solution will be better than the current models in terms of real-time threat
detection, resource performance, and general security.

10. COMPARISON WITH EXISTING METHODS

This section compares the proposed hybrid security system with the available techniques that are often used in the
healthcare IoT systems. Although, in most cases, traditional models utilize centralized models or remote cryptography
mechanisms, our solution proposes the implementation of a mixture of multiple high-tech technologies, which will
ensure a more robust and scalable security mechanism.

The major areas of comparison are as follows:

1) Centralization vs. Decentralization:

e Existing Models: Traditional [oMT security mechanisms are usually centralized which implies that they are
based on one authority or server to control data and this will be a weakness.

e Proposed Model: our hybrid structure allows using blockchain, which is a decentralized technology with the
help of which the integrity, transparency and immutability of data are guaranteed. This will minimize the
risks involved by having a single point of failure and increase system reliability.

2) Privacy Protection:

e Available Models: There are a lot of current systems based on the standard encryption methods that even
keep revealing sensitive information in case viewed by any malicious activity.

e Proposed Model: We introduce federated learning and homomorphic encryption, which means that the
patient data is processed on the local level, and even the calculation is done in encrypted form that will
contribute greatly to the preservation of privacy.

3) Real-time Threat Detection:

e Preexisting Models: The conventional systems are mostly unable to identify real-time threats effectively as
they resort to more wear and tear forms of a centralized form of monitoring.

e Proposed Model: Our model will provide a fast, real-time system of detection and response to potential
threats through the integration of machine learning-based intrusion detection systems (IDS) to minimize the
damage as much as possible.

4) Scalability and Resource Efficiency:

e Current Models: The problem of scalability is centralized models due to the small device resource capabilities
of large-scale IoMT networks.
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e Proposed Model: our hybrid design will guarantee scalability by adopting lightweight cryptography-based
and distributed learning-based designs, thereby being applicable to large-scale IoMTs, which would not
overwhelm resource-deprived devices.

The combination of blockchain, federated learning, machine learning, and homomorphic encryption is what will
distinguish our framework with the current models because the performance and security requirements can be properly
tackled in a more scalable and robust way.

Performance Evaluation: Graphs and Comparison
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Table 4

Table 4 Performance Comparison of Proposed Model vs Existing Models

Model Accuracy (%) Latency (ms) Security Level (0-10)
Proposed Model 98.5 120 9.5

Existing Model 1 91.2 150 7.2
Existing Model 2 N 180 6.8

11. ADVANTAGES OF PROPOSED SYSTEM

The suggested hybrid security model has a number of major benefits to healthcare IoT systems security. The
removal of a single point of failure by means of decentralized technologies, including blockchain, that spreads data among
several nodes and increases system resilience to cyberattacks is one of the main advantages [9], [10]. In addition, the
model ensures the high level of data privacy and confidentiality because of the federated learning and homomorphic
encryption that do not permit the revelation of delicate patient information when transmitting and processing [2], [7].
Integration of machine learning-based intrusion detection systems also helps to perform real-time monitoring and
prompt identification of security threats, therefore, increasing responsiveness and reliability of the system [21], [26]. In
addition, lightweight cryptographic techniques have been utilized to ensure that the system can be scaled easily and can
be operational even in the resource-constrained IoT environments [5]. The framework also complies with the healthcare
data protection regulations because it incorporates privacy-saving policies and safe data handling policies and hence the
reason why it can fit in the real world implementation in modern healthcare facilities [11].

12. LIMITATIONS

Nonetheless, the suggested framework has some weaknesses that should be taken into account. One of the main
challenges is the complexity of the implementation surrounding the integration of different advanced technologies, such
as blockchain, federated learning, and homomorphic encryption into a single system [14]. Furthermore, blockchain
systems may also have the issue of scalability, particularly when it comes to vast quantities of healthcare data and
transactions, which may affect the performance and latency [10]. Federated learning introduces communication
overhead due to the frequent communication between the devices and central aggregators and the exchange of model
updates, which could impact the network efficiency [12]. In addition, there is the lack of standardization of the [oMT
security models, which impedes interoperability and universal interoperability with different healthcare systems. These
constraints must be overcome in order to make the proposed system more viable and effective.

13. FUTURE SCOPE

Healthcare IoT security research can be developed in the future taking into account several potential directions to
improve the proposed framework. The combination of the 5G technology and edge computing can help to improve the
speed of data transmission, decrease latency, and facilitate the use of real-time healthcare applications [4]. Moreover,
autonomous security systems based on Al will be able to create self-learning and adaptive defense measures that will be
capable of dealing with the changing cyber threats. The other research topic that is significant is the application of
quantum-resistant cryptography to protect healthcare information against the possible quantum computing attacks.
Moreover, explainable artificial intelligence (XAI) methods can enhance the transparency, trust, and interpretability of
healthcare systems decision making processes when part of the security model. The following developments will help to
create more secure, smart, and future-proof [oMT infrastructures.

14. CONCLUSION

This paper will offer a detailed discussion of the latest methods of securing loT data in the healthcare system and
discuss the weakness of the conventional centralized security models in contemporary IoMT context. A combination of
blockchain, federated learning, homomorphic encryption, machine learning, and lightweight cryptography can offer a
powerful, scalable, and efficient solution to the security issue that can solve the main challenges of data privacy, integrity,
and real-time detection of threats [7], [11], [14]. The suggested hybrid framework will guarantee confidentiality,
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integrity, and availability of healthcare data and will be able to manage the resource limitation of [oT devices. The results
indicate that decentralized and Al-driven security is the future of healthcare IoT security as it provides a solid basis on
which secure and intelligent healthcare systems are being developed.
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