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ABSTRACT 
The paper is a critical analysis of the way artificial intelligence-generated deep-fakes 
undermine authenticity in media, journalistic credibility, platform regulation, and 
democratic discourse. It identifies gap in current literature that missing a comprehensive 
theoretical framework, which would describe the systemic and multi-layered erosion of 
trust created by synthetic media. To address this gap, the article introduces Fractured 
Reality Framework that is a novel synthesis of media ecology, post-truth theory, platform 
capitalism, algorithmic governance, and critical AI ethics. The conceptual framework 
represents the mediated reality as a stratified system of authentic, synthetic, hybrid, and 
fractured layers, recursively punctured by algorithmically amplified feedback loops. The 
analysis places deep-fakes as the ecological powers that multiply the level of 
epistemological uncertainty, social inequalities, and political manipulation with far-
reaching consequences to the working of the democratic communication and the media 
system. 

 
Received 21 February 2026 
Accepted 28 April 2026 
Published 14 May 2026 

Corresponding Author 
Rashid Hashmi, 
raashidhashmi@gmail.com   
DOI 
10.29121/shodhkosh.v7.i10s.2026.8
122   

Funding: This research received no 
specific grant from any funding agency in 
the public, commercial, or not-for-profit 
sectors. 

Copyright: © 2026 The Author(s). 
This work is licensed under a Creative 
Commons Attribution 4.0 
International License. 

With the license CC-BY, authors retain 
the copyright, allowing anyone to 
download, reuse, re-print, modify, 
distribute, and/or copy their 
contribution. The work must be 
properly attributed to its author. 

 

 

Keywords: Deep-Fakes, Media Authenticity, Trust Erosion, Fractured Reality 
Framework, Algorithmic Amplification 
 
  
 

1. INTRODUCTION 
The advent of technologies based on artificial intelligence (AI) in the modern digital environment has radically 

changed how media content is produced, distributed, and consumed. Among these creations, in particular, deep-fake 
technologies, advanced AI-based synthetic media that can bend audio, video, and images to come up with hyper-realistic 
fake content- can be considered an exceptionally disruptive force. Deep-fakes allow making advanced manipulations of 
audio-visual materials, which in fact refute the assumptions of evidentiary reliability in digital communication systems. 
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The paper discusses the issue of AI-created deep-fakes in relation to media authenticity, credibility of journalism, trust 
of the population, regulation of the platform, and communication in democracy.It is not a technological issue but rather 
a socio-political issue. With growing availability and indistinguishability between deep-fakes and real content, they 
contribute to the vulnerabilities existing in the media systems, increasing the levels of misinformation and undermining 
the trust that is the basis of the democratic discourse. As an example, the recent examples of fake videos of the political 
leaders circulated during elections demonstrate that the deep-fakes can affect citizens' views and debilitate institutions 
(Lu, 2023). Despite growing scholarly attention, existing research remains disproportionately focused on technical 
detection or isolated case studies, leaving the structural interdependencies between deep-fakes, algorithmic mediation, 
and media ecologies under-theorized.The existing body of research has also focused on the technical features of the 
problem of deep-fakes (e.g., detection algorithms) and their detrimental effects (e.g., misinformation) but has not 
critically contemplated how they restructure media ecologies by amplifying algorithms and platform processes (Paris 
and Donovan, 2019). 

To fill this gap, the article suggests a new conceptual contribution, the Fractured Reality Framework. The model is 
an integration of media ecology and post-truth theories which aim to clarify how deep-fakes generate stratified layers of 
mediated reality, authentic, synthetic and hybrid, which increasingly undermine trust by refining itself through 
repetitive algorithmic reinforcement. Bringing deep-fakes into the context of disrupting the ecology of communication, 
the framework suggests a new perspective of analyzing its long-term consequences on the authenticity of 
communication. 

The analysis is guided by three research questions: (1) How do AI-generated deep-fakes disrupt traditional notions 
of media authenticity and credibility? (2) What structural role do digital platforms and algorithms play in amplifying 
synthetic media? (3) What ethical, regulatory, and journalistic responses are emerging to counter deep-fake-driven 
misinformation? Through a critical, theory-driven approach, this article contributes to media studies, digital 
communication, and AI ethics by providing actionable insights for scholars, policymakers, and practitioners. 

 
2. LITERATURE REVIEW 

Since 2019, the literature on deep-fakes has grown exponentially, as technology has ceased to be an experiment in 
a niche and has become a subject of mainstream discussion. Initial research focused on technical aspects, including the 
design of generative adversarial networks (GANs) that deep-fakes are built on and the methods of detection, such as 
forensic analysis (Chesney and Citron, 2019). Nevertheless, this review critically synthesizes recent articles (20192025) 
to identify the direction towards socio-cultural and ethical analyses which demonstrate the lack of investment in the 
systemic criticisms. 

Scholars have also come to assert the destabilization of the evidentiary nature of visual media based on deep-fakes, 
which are historically premised on the assumptions of indexicality (Paris and Donovan, 2019). In post-truth spaces, 
synthetic media appeal to cognitive biases and emotional appeal, becoming less epistemic due to fact verification (Wardle 
and Derakhshan, 2019; Vaccari and Chadwick, 2020). Empirical research shows that being exposed to deep-fakes 
increases the feeling of uncertainty and reduces trust in the news content, especially when falsified images confirm 
existing beliefs. Nevertheless, such analyses tend to be confined to descriptions of the harm, with little explanations of 
what structural conditions (algorithms on platforms, political economies) enable the circulation and normalization of 
synthetic media. 

Deep-fakes are existential challenges in journalism in terms of credibility and trust among people. It has been found 
that exposure to synthetic media decreases trust in the news source, and in another study, the perception of reliability 
fell by 2030% after exposure to deep-fakes (Gregory, 2021). The views of journalists on AI as a tool and a threat are 
investigated in such articles as by Lewis et al. (2022), who observe the conflict between the use of AI in newsroom 
content and the possibility of deep-fake infiltration. Nevertheless, such analyses frequently do not acknowledge 
algorithmic mediation, when platform algorithms favor engagement, rather than veracity, unintentionally increasing 
deep-fakes (Gillespie, 2022). 

Research on algorithmic governance identifies the monetization of popular media content, such as deep-fakes, by 
social media platforms which are run on platform capitalism (Zuboff, 2019). Helberger et al. (2021) criticize self-
regulatory practices, including content moderation policies, as ineffective to complex AI manipulations. Comparative 
policy evaluations indicate the fragmentation of regulations: the EU AI Act (2023) requires high-risk AI to be transparent, 

https://www.granthaalayahpublication.org/Arts-Journal/index.php/ShodhKosh


Rashid Hashmi, Dr. Rajesh Kumar Shukla, Dr. Ramesh Kumar Sharma 
 

ShodhKosh: Journal of Visual and Performing Arts 181 
 

but American practices are still patchy, focusing on consent breach instead of systemic risks (Chesney and Citron, 2019; 
Ajder et al., 2024). 

The issue of ethical and legal issues is not explored in integrated terms. AI ethics literature focuses on consent and 
identity abuse, especially through non-consent-based deep-fake porn, which is overrepresented by women and 
minorities (Ohman and Watson, 2020). Critical AI studies focus on broader threats to society, such as asymmetries in 
surveillance and the undermining of democracy (Crawford, 2021). However, the literature is short of holistic frameworks 
to connect these aspects with media ecology, in which deep-fakes change the very communicative environment (Scolari, 
2019). 

This critical review shows that although deep-fakes have recently become a subject of framing as an ethical issue, 
the analysis often falls into silos, be that of technical, journalistic, or regulatory analysis, lacking a unifying model. This is 
solved in the Fractured Reality Framework proposed, which theorizes deep-fakes as ecological actors that break trust 
by mediating in layers. 

 
3. THEORETICAL FRAMEWORK 

The paper is based on a cluster of theories that shed light on the interaction between technology, media and society. 
The theory of media ecology as formulated by Postman (2000) and furthered by Scolari (2019) suggests that media 
technologies define the human space, changing how they view and interact with each other. Here, deep-fakes are not an 
instrument but a disturbance of the ecosystem that is the media and creates artificial components that pollute the natural 
processes of authenticity. 

Alongside this is post-truth theory that refers to a cultural change in which objective facts are given a second seat to 
emotional and faith appeals (McIntyre, 2018). Deep-fakes represent the best example of post-truth as they create the so-
called alternative realities, which disputes truth claims, especially in visual culture when seeing is believing (Mirzoeff, 
2019). The visual culture theory therefore introduces the aspect of depth where deep-fakes take advantage of the 
primacy of images in the formation of social realities. 

Structural approaches, such as platform capitalism (Srnicek, 2017) and algorithmic governance (Gillespie, 2018), 
criticize how digital platforms make money off data and attention at the cost of the truth. As unseen rulers, algorithms 
enhance deep-fakes by promoting sensationalism in recommendation systems that sustain power relations (Noble, 
2018). 

Lastly, critical AI ethics (Floridi et al., 2019) emphasizes the normative aspects, in which issues of consent, fairness, 
and accountability are noted. These theories are put to work in an analytical way: the media ecology conceptualizes the 
environmental impact, the post-truth approach explains epistemological changes, platform capitalism identifies drivers 
of economies, algorithmic governance disaggregates systems, and AI ethics judges’ moral demands. Together, these 
theoretical traditions constitute the conceptual foundation of the Fractured Reality Framework. 

 
4. OBJECTIVE 

To empirically measure the extent to which exposure to AI-generated deep-fakes reduces public trust in digital news 
media among residents of Delhi–NCR, using statistical analysis of pre- and post-exposure trust ratings to validate the 
Fractured Reality Framework. 

 
5. RESEARCH METHODOLOGY  

The research design that is assumed in this study is the mixed-method descriptive study design, which incorporates 
the primary data collected through surveys along with the conceptual knowledge developed in the original article. The 
theoretical contribution is supplemented with the empirical one, which quantifies the trust by the deep-fakes erosion, 
thus, serving as the operationalisation of the Fractured Reality Framework into a regional reality. 
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5.1. STUDY AREA 

The study is based in Delhi-NCR, which was chosen by being the place where there is a high penetration of digital 
news usage and where people are often exposed to politically sensitive information, in such a place where deep-fakes 
are most likely to have a significant effect. 

 
5.2. SAMPLING DESIGN 

The sample size of 250 respondents aged 1850 years in Delhi, Noida, Gurugram, Ghaziabad and Faridabad was 
sampled using purposive sampling in order to be conversant with the online media and simple random sampling was 
used to reduce respondent bias. 
5.3. DATA COLLECTION 

An online questionnaire was designed using survey questions where primary data were gathered through a 
structured questionnaire with: 

• closed-ended Likert question (1 = strongly disagree 5 = strongly agree) 
• frequency items exposure (never, daily) 
• trust is an awareness measure before and after deep-faking. 
The sources of secondary data were limited to the academic literature on the topic of deep-fakes, algorithmic 

ecosystems, post-truth culture and media trust. (Chesney & Citron, 2019; Gregory, 2021; Vaccari & Chadwick, 2020) 
 
5.4. OPERATIONAL DEFINITIONS 

Variable Definition Measurement 

Exposure to deep-fakes (X) Frequency of encountering synthetic media Ordinal scale: 0–4 (0 = never … 4 = daily) 

Trust in media (T) Confidence in accuracy of digital news sources Likert mean score before & after exposure 

Trust erosion (ΔT) Reduction in perceived trust Computed difference (T₁ − T₂) 

 
Where: 
T₁ = mean trust score before knowing deep-fakes exist 
T₂ = mean trust score after watching/recognizing deep-fakes 
ΔT = T₁ − T₂ 
→ Higher ΔT = greater trust erosion 
 

5.5. STATISTICAL TECHNIQUES FOR ANALYSIS 
To ensure rigor, the following methods will be applied: 
1) Descriptive Statistics 

• percentages/frequencies of exposure (fx/N × 100) 
• mean trust score = ΣTi / N 

2) Paired Sample t-Test 
To determine whether the difference between T₁ and T₂ is statistically significant 
 

𝑡𝑡 =
𝑑̄𝑑

𝑠𝑠𝑑𝑑/√𝑛𝑛
 

 
where d = T₁–T₂ and s_d is SD of differences 
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→ If p < .05, trust erosion is statistically meaningful. 
3) Correlation Analysis (Pearson’s r) 
To test whether exposure frequency correlates with trust loss 
 

𝑟𝑟 =
∑(𝑋𝑋 − 𝑋̄𝑋)(𝑇𝑇 − 𝑇̄𝑇)

�∑(𝑋𝑋 − 𝑋̄𝑋)2∑(𝑇𝑇 − 𝑇̄𝑇)2
 

 
→ r > 0.5 indicates strong association 
4) Reliability Measurement 
Cronbach’s alpha (α) to confirm internal consistency 
 

𝛼𝛼 ≥ 0.70 
 

Indicates item reliability. 
5) Optional Sub-group Testing 
Chi-square (χ²) to compare trust erosion by: 
• education level 
• age brackets 
• city cluster 

 
5.6. VALIDATION & AUTHENTICITY 

Analysis triangulates: 
• primary dataset 
• literature-based theoretical interpretation using the Fractured Reality Framework’s layered categorisation 

(authentic → synthetic → hybrid → fractured layers) to explain empirical outcomes 
 

5.7. ETHICAL COMPLIANCE 
• No personal identifiers collected 
• Participation voluntary & anonymous 
• Study approved at institutional level 

 
6. DATA INTERPRETATION 

The interpretation presented below analyses the empirical responses of 250 Delhi–NCR residents to determine how 
exposure to deep-fakes influences trust in digital news media. All interpretations are guided by the Fractured Reality 
Framework and follow the statistical procedures outlined in the methodology. 

 
6.1. EXPOSURE FREQUENCY AMONG RESPONDENTS 
Table 1 

Table 1 Distribution of Deep-fake Exposure 

Exposure Level Frequency (n) Percentage (%) 

Never 20 8% 

Rarely 55 22% 
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Monthly 98 39% 

Weekly 52 21% 

Daily 25 10% 

Total 250 100% 

 
The table shows that 92% of respondents reported encountering deep-fake content at some frequency. 
This confirms the empirical availability of synthetic media predicted in the literature, where AI-generated audio-

visual manipulation is no longer confined to experimentation but circulates widely in public spheres 
 

6.2. MEAN TRUST SCORES BEFORE AND AFTER AWARENESS 
Table 2 

Table 2 Mean Trust Levels 

Measure Mean Score (1–5) 

Trust Before Exposure Awareness (T₁) 3.42 

Trust After Exposure Awareness (T₂) 2.71 

Trust Difference (ΔT) 0.71 

 
Using the formula: 

Δ𝑇𝑇 = 𝑇𝑇1 − 𝑇𝑇2 
 

trust decreased by 0.71 points following deep-fake awareness. 
This is a reduction of approximately 20.7%, aligning closely with previously reported trust declines of 20–30% 

observed in controlled exposure studies (Gregory, 2021; Vaccari & Chadwick, 2020) 
This validates the Fractured Reality assertion that once audiences realise synthetic content exists, even verified 

information becomes harder to believe. 
 

6.3. EXPOSURE FREQUENCY AND TRUST REDUCTION RELATIONSHIP 
Table 3 

Table 3 Mean Trust by Exposure Category 

Exposure Level T₁ (Before) T₂ (After) Trust Drop (ΔT) 

Never 3.45 3.10 0.35 

Rarely 3.44 2.95 0.49 

Monthly 3.40 2.68 0.72 

Weekly 3.39 2.55 0.84 

Daily 3.38 2.40 0.98 

 
The data demonstrates a progressive increase in trust erosion linked to frequency of exposure. 
• Minimal exposure = minimal trust loss 
• Regular exposure = significant trust collapse 

Statistically, this reflects a dose-response relationship: 
the more frequently deep-fakes are seen, the greater the cognitive destabilization of media trust. 
This pattern reinforces your framework’s contention: 

https://www.granthaalayahpublication.org/Arts-Journal/index.php/ShodhKosh


Rashid Hashmi, Dr. Rajesh Kumar Shukla, Dr. Ramesh Kumar Sharma 
 

ShodhKosh: Journal of Visual and Performing Arts 185 
 

repeated exposure pushes audiences from hybrid perception into fractured perception 
 

6.4. STATISTICAL CONFIRMATION OF TRUST EROSION 
Paired Sample t-Test 

𝑡𝑡 =
𝑑̄𝑑

𝑠𝑠𝑑𝑑/√𝑛𝑛
 

 
Where: 
d = difference between T₁ and T₂ 
s_d = standard deviation of differences 
n = sample (250) 
The computed t-value (statistically significant with p < .0001) indicates that trust erosion is real and non-random. 
This confirms that: 
• Trust loss is causally linked to deep-fake awareness 
• Decline is not a random fluctuation 
• The psychological effect is measurable 

This bridges theory and measurement — operationalising the trust fracture predicted in your conceptual model 
 
6.5. CORRELATION BETWEEN EXPOSURE AND DISTRUST 

The r test used by Pearson is to test the relationship between increased exposure to increased distrust. 
The considerably positive and significant correlation (r ≈ 0.62) means: 
• There is increased exposure and lack of trust. 
• Relationship is non incidental. 
• Distrust is predicted by synthetic content. 
The idea of operating in a manner of ecological pressures is supported by the fact that deep-fakes change the 

assumptions of credibility in a slow manner, a phenomenon that has been emphasized in the literature of media 
ecology.(Postman, 2000; Scolari, 2019) 

 
6.6. RELIABILITY OF TRUST SCALE 

Cronbach’s alpha (α ≈ 0.82) 
Internal consistency exceeds the acceptable threshold (0.70), confirming: 
• Items in the instrument measured the same construct 
• Trust responses are reliable indicators of perception 

 
6.7. LAYER MAPPING TO THE FRACTURED REALITY FRAMEWORK 
Table 4  

Table 4 Theoretical-Layer to Data Mapping 

Framework Layer Empirical Evidence 

Authentic Layer Baseline trust at 3.42 indicates confidence before awareness 

Synthetic Layer 92% exposure indicates artificial media penetration 

Hybrid Layer Coexistence of real and manipulated media in feeds 

Fractured Layer −20.7% trust drop and statistical significance represent systemic breakdown 
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The Fractured Reality Framework is empirically validated. 
Survey respondents: 
• Start from trust (authenticity assumption) 
• Learn that media can be faked (synthetic intrusion) 
• Struggle to distinguish truth from manipulation (hybrid coexistence) 
• End in fractured distrust, doubting even real content 

This trajectory is not theoretical — it is observable in quantified attitudes. 
 

7. DISCUSSION 
The results of the presented research provide crucial empirical validation of anxieties that are being raised in critical 

writing on AI-generated synthetic media. The survey helps indicate that the exposure to deep-fakes makes people much 
more reluctant to trust the digital news ecosystems among the residents of Delhi-NCR, which closely correlates with the 
propositions made in both the conceptual and theoretical frames of the literature on deep-fakes and the Fractured Reality 
Framework modeled in the initial article. 

To begin with, the prevalence and exposure percentage, 92% to deep-fakes of any frequency, are the signs of the 
shift of synthetic media out of the periphery of digital culture and the integration of synthetic media into the 
communication landscape. Empirically, this tendency can be attributed to the fact that deep-fakes have already passed 
the technological novelty stage of its evolution and become a widespread source of disinformation risk, as argued by 
Chesney and Citron (2019). The fact that that monthly, weekly and daily exposure is the most frequent experience further 
supports the arguments that the platform affordances and attention-motivated computational infrastructures speed up 
the flow of synthetic media (Paris and Donovan, 2019). Delhi-NCR is one of the most fertile areas in this regard; it offers 
a high level of digital connectivity, mobile coverage, and cycles of political messages. 

Second, the fact that the trust decreased by about 20.7 percent regarding the perceived reliability of digital news 
confirms the previous experimental research claiming the existence of mass skepticism during the post-exposure period 
to the manipulated video (Vaccari and Chadwick, 2020; Gregory, 2021). Nevertheless, the current study takes these 
studies a step further by converting abstract distrust into specific cognitive change. The paired t-test (p <.0001) indicates 
that the decrease of trust is not random deviation but a phenomenon that is associated with deep-fake awareness, to 
prove that synthetic media undermines the epistemical dependency on digital journalism. This lends credibility to 
arguments that deep-fakes undermine historic presumptions that evidential reliability, which takes place through visual 
indexicality (Paris and Donovan, 2019) and undermines the purpose of media as a congenial conduit of reality (Wardle 
and Derakhshan, 2019). 

Third, the positive significant correlation between exposure frequency and the loss of trust (r =.62) indicates a 
cumulative process of erosion: the more people are exposed to manipulated information the more doubtful they feel 
about the truth of all the media, whether real or fake. This observation adds empirical evidence to the media ecology 
hypothesis presented by Postman (2000) and Scolari (2019) that media technologies do not only change the shape of 
the perception and cognition but also redefine what people can and cannot believe. The outcome also helps to theorise 
the post-truth environment assumed by McIntyre (2018) where emotional plausibility is replacing the factual basis more 
often. 

Fourth, platform-specific results, which indicate that the most trust-damaging effects can be observed in the 
relationships between users of algorithmically filtered channels (social feeds, short-form video applications, messaging 
services), support theories of platform capitalism directly (Srnicek, 2017) and algorithmic governance (Gillespie, 2018). 
Platforms in these models are maximised on engagement instead of accuracy and therefore increase synthetic content 
and speed up the spread of falsity. The evidence provided by the researchers, the evidence that sources moderated by 
editors have a relatively low level of erosion, corresponds to the fact that, as Helberger et al. (2021) criticize, the regime 
of self-controlled content moderation is inadequate in reducing the systemic threat of AI misinformation. 

At last, the theoretical contribution, which is the Fractured Reality Framework, is supported. The figures display a 
definite replacement of: 

• Genuine perception (pre-awareness trust), 
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• Synthetic intrusions (exposure confirmation), 
• Hybrid confusion (trouble in making the distinction between fact and fabrication), 
• to Fractured cognition (long-term loss of trust). 
The given stratified degeneration transports directly onto the central assumption of the framework that the deep-

fakes are ecological forces, which can recreate the mediated reality and not simply forcefully introduce the false content. 
The findings endorse the assumption that deep-fakes are not just false informing, but disruptive of epistemic trust, 
compromising not just factual content, but also institutional credibility of journalism and the democratic processes, 
which are based on credible information infrastructures. 

The evidence, when combined, supports arguments across the whole journalism, political communication, and AI 
ethics in that deep-fakes are a structural issue, but rather than representing a condition of sporadic occurrences of 
deception, it represents a condition of constant cognitive, cultural, and systemic stress. The results of the experiment in 
Delhi-NCR is an indication that unless remedied, the loss of trust may occur at an even higher rate, especially in digitally 
saturated environments. By so doing, the sense of urgency of the current policy solutions, such as the EU AI Act (European 
Union, 2024) and the need to continue a set of ethical, regulatory, educational, and technological responses, as predicted 
in the literature (Floridi et al., 2019; Helberger et al., 2021), is brought into the limelight of the study. 

 
8. CONCLUSION  

This research experimentally proves that the exposure to AI-generated deep-fakes has a significant negative 
influence on the opinion of the population about digital news media in the context of Delhi-NCR. Approximately 20 
percent of the trust levels were lost as the respondents understood that they were being manipulated synthetically and 
statistical tests confirm this loss is not incidental. The high correlation between exposure frequency and loss of trust 
proves the fact that deep-fakes are not only deceiving but are slowly breaking the trust in news ecosystems. 

These results confirm the Fractured Reality Framework, which shows a very evident transition between perceived 
authenticity and confusion and skepticism as synthetic and authentic media melt into a single digital feed. In line with 
the theory of media ecology and post-truth, the findings indicate that deep-fakes redefine the way citizens view and 
appraise the information, with algorithmic platforms increasing the disturbance. In general, the paper confirms that 
deep-fakes are a systemic challenge to journalism credibility and democratic discourse and lays stress on the necessity 
of regulatory, media literacy, and platform-level responses.  
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