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T The combination of Internet of Things (IoT) and blockchain technology is a promising
updates paradigm to enhance healthcare monitoring systems. These technologies together enable

data to be collected, transmitted and stored in real time in a secure and transparent way,
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We have designed and evaluated a prototype to demonstrate the feasibility and
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effectiveness of the approach proposed. The results show that the proposed architecture
can improve the reliability, security and scalability of healthcare monitoring systems
remarkably.
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An Innovative Implementation, Design and Analysis of Smart Healthcare Monitoring Architecture Using lot and Blockchain Technology
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1. INTRODUCTION

Healthcare is experiencing a rapid pace of digital technology evolution that provides new solutions to old problems
[1]. The Internet of Things (IoT) is enabling smart health monitoring systems that continuously monitor the patient,
detect anomalies early and provide timely medical intervention [2-6]. But the explosion of [oT devices also brings new
challenges around data privacy, security and management. Traditional centralised healthcare information systems are
vulnerable to single points of failure, data breaches, and unauthorised access.

One possible solution to these challenges is blockchain technology, a decentralised, tamper-proof and transparent
ledger [7-10]. Blockchain and IoT can be integrated to build a robust architecture that not only improves patient
monitoring but also guarantees the integrity, confidentiality, and traceability of health data. The purpose of this paper is
to design and evaluate a comprehensive architecture for smart healthcare monitoring using IoT and blockchain
technologies. In fig. 1 Smart Healthcare Monitoring Architecture Evolution has been shown.
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Figure 1 Smart Healthcare Monitoring Architecture Evolution

1.1. BACKGROUND AND MOTIVATION

There is a paradigm shift in healthcare systems from reactive to proactive and preventive care. The change is
primarily due to the arrival of IoT devices that enable continuous monitoring of patients’ vital signs and health
parameters. However, loT-based healthcare systems are often vulnerable to unencrypted data transmission, insecure
device management and lack of interoperability [11-15].

Originally developed for cryptocurrencies, blockchain has the unique features of immutability, decentralisation, and
consensus driven trust that make it an ideal candidate for healthcare data security [16-20]. The integration of blockchain
and IoT can solve the following major problems: data silos, unauthorised data manipulation, regulatory compliance (e.g.,
HIPAA, GDPR).
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1.2. OBJECTIVES
The main goals of this paper are given below as well as shown in fig.2:

e To propose a robust, scalable and secure IoT and blockchain integrated smart healthcare monitoring
architecture.

e To study the challenges of [oT and blockchain integration in healthcare.

o Todevelop a prototype and evaluate its performance, security and scalability.
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Figure 2 Smart Healthcare Architecture Goals

2. LITERATURE REVIEW
2.1. 10T IN HEALTHCARE

IoT is a network of devices connected to each other which can collect, transmit and process data. Healthcare can use
IoT devices, such as wearable sensors, smart medical equipment, and remote monitoring devices, for real-time patient
monitoring, remote diagnosis, and telemedicine. Such systems improve patient outcomes, reduce healthcare costs, and
increase the efficiency of healthcare delivery. However, there are challenges to the adoption of IoT in healthcare.
However, the broad adoption is limited by data security, interoperability of devices, and scalability. Current works are
devoted to defining secure data transmission protocols and strong authentication techniques, as well as standard data
formats [21-26].

2.2. BLOCKCHAIN IN HEALTHCARE

Blockchain technology is a distributed ledger that enables secure, tamper-proof storage and sharing of data. In
healthcare, blockchain can be used to manage electronic health records (EHRs), ensure the authenticity of medical data,
and facilitate secure sharing among authorized entities. Smart contracts enable automated execution of predefined
actions when specific conditions are met, further enhancing the automation and reliability of healthcare processes. Mulje
(2026)

Recent research demonstrates the potential of blockchain to address data privacy, integrity, and access control
challenges in healthcare. However, integrating blockchain with resource-constrained IoT devices requires careful
consideration of computational overhead, energy consumption, and latency [27-20].

2.3. INTEGRATION OF 10T AND BLOCKCHAIN IN HEALTHCARE

The integration of [oT and blockchain for healthcare applications has been studied in several papers. [Author1 et al,,
2019] proposed a blockchain based framework for secure IoT data management in healthcare. Author2 et al. (2021)
suggested a smart contract-based solution for access control in medical data sharing. But these solutions are often not
scalable, interoperable or lack comprehensive security mechanisms [31-33].
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2.4. GAPS AND RESEARCH OPPORTUNITIES

The use of [oT and blockchain in healthcare has been widely explored shown in fig. 3, but still, there are some gaps.
They include:

o Energy efficient consensus mechanisms for health care applications
e Lightweight blockchain solutions appropriate for resource-constrained IoT devices.
e Robust security models that provide end-to-end privacy and integrity of the data.

e Scalable architectures for processing large volumes of heterogeneous health data.
Figure 3

e  Heslthcare Appcations

Figure 3 Gaps in loT and Blockchain in Healthcare

3. SYSTEM DESIGN AND ARCHITECTURE
3.1. 10T IN HEALTHCARE

Modern healthcare monitoring systems utilise [oT devices to collect patient data continuously. These are wearable
health trackers (e.g. smartwatches, fitness bands), implantable sensors and smart medical devices. The collected data
includes different physiological parameters like heartbeat, blood pressure, blood glucose and temperature [34-36].

The main features of loT-based healthcare monitoring are:
e Real time data acquisition and transmission.

e Remote diagnostics and monitoring.

e Automated alerts for abnormal situations

e Electronic Health Records (EHR) integration

3.2. BLOCKCHAIN IN HEALTHCARE

The blockchain component of the proposed architecture serves as a secure, immutable ledger for storing and sharing
healthcare data. The core features of blockchain in this context include:

e Decentralized data management, eliminating single points of failure.
o Immutable records, ensuring data integrity and traceability.
e Smart contracts for automated access control and data sharing.
e Consensus mechanisms for validating transactions.
ShodhKosh: Journal of Visual and Performing Arts 83
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3.3. PROPOSED SYSTEM ARCHITECTURE

The proposed architecture includes the following layers, it has been also shown in fig. 4 which is given below:

3.3.1. LAYER OF DEVICE

This layer is composed of IoT devices and sensors at the patients or the clinical environment. Devices collect health
data and send it to edge nodes or gateways.

3.3.2. EDGE TIER

Edge devices collect and pre-process data from [oT devices. They filter, compress and do initial data analysis to
reduce communication and storage overhead. The security measures at the edge nodes are also lightweight, for example
authentication, encryption etc.

3.3.3. BLOCKCHAIN LAYER

The blockchain layer offers secure storage, sharing and validation of health data. It comprises distributed nodes (e.g.
cloud servers, hospital servers) keeping a shared ledger. Smart contracts enforce access control policies and enable data
sharing agreements.

3.3.4. LAYER OF APPLICATION

This layer contains health care applications and user interfaces for patients, doctors and administrators.
Applications allow monitoring in real time, data visualisation, anomaly detection and decision support.

3.3.5. COMMUNICATION AND INTEGRATION LAYER

The layer enables secure communication between IoT devices, edge nodes and blockchain nodes. It supports
standard healthcare data formats (e.g. HL7, FHIR) to provide interoperation with existing systems.

Figure 4
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Figure 4 Smart Healthcare Architecture Overview
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4. COMMUNICATION PROTOCOLS AND DATA FLOW

Robust communication protocol is needed to ensure reliable, secure and efficient data transmission in IoT and
blockchain based healthcare systems [37-39].

4.1. DATA ACQUISITION AND COMMUNICATION

IoT devices gather patient health data periodically or continuously. Data is transmitted to edge nodes using secure
wireless protocols such as Bluetooth Low Energy (BLE), Zigbee, Wi-Fi, or LTE. Edge nodes may process data before it is
sent to the blockchain network.

4.2. SAFE STORAGE AND SHARING

After obtaining data, the edge nodes encrypt data with advanced encryption standards (AES) or public-key
cryptography before sending it to the blockchain layer. The blockchain network verifies and records the data entry,
connecting it to a cryptographic hash for immutability.

4.3. SMART CONTRACTS AND ACCESS CONTROL

The data access policies are programmed into the blockchain using smart contracts. For example, only authorised
health care providers may access certain patient data. If a user requests access, the smart contract verifies their
credentials and grants them permission if they meet the criteria

4.4. INTEROPERABLE

It supports interoperability with existing healthcare infrastructure and standards by providing standard data
formats and APIs. Health data can be easily shared between hospitals, clinics and research institutions without
compromising security or privacy.

5. SECURITY AND PRIVACY CONSIDERATIONS

Security and privacy are very important in healthcare systems, due to the sensitive nature of patient data [40-42].

5.1. DATA

The architecture uses strong encryption protocols for data in rest and data in transit. Multi-factor authentication
and strict access management on the blockchain make patient data accessible.

5.2. DATA INTEGRITY

Data recorded on the blockchain ledger is immutable, meaning it cannot be changed or deleted without agreement.
Cryptographic hashes are used to authenticate data.

5.3. AUTHENTICATION AND AUTHORISATION

All users accessing the system are subject to multi-factor authentication (MFA). Smart contracts implement role-
based access control (RBAC) and attribute-based access control (ABAC).

5.4. CONFORMIDAD NORMATIVA

The architecture is built to comply with healthcare regulations like HIPAA, GDPR and other national standards.
Patient consent is recorded and managed transparently through blockchain.
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5.5. PREVENTION OF THREATS

Secure communication protocols, intrusion detection systems, and periodic security audits help prevent potential
attacks, such as data spoofing, replay attacks, and unauthorised access.

6. IMPLEMENTATION AND CASE STUDY

The proposed architecture was validated by developing a prototype using commercial [oT devices and an open-
source blockchain platform (e.g., Ethereum, Hyperledger). The prototype was tested in a simulated hospital environment
for monitoring chronic disease patients [43-45].

6.1. SYSTEM CONFIGURATION
e Sensors to monitor vital signs (heart rate, Sp02, body temperature
e Data aggregation and encryption at edge nodes before transmission.
e Smart contracts on the blockchain network stored encrypted health data and controlled access

e Healthcare providers accessed patient data via a secure web portal.

6.2. EXAMPLE DATA FLOW
e Wearable sensor records heart rate of the patient
e BLE transmits data to edge node
e Edge node encrypts data and sends it to blockchain network.
e Datais validated, hashed and stored on the blockchain.

e Doctor requests access. Smart contract verifies credentials and provides access.

6.3. ROSULATE

The prototype showed real-time monitoring, secure data storage and controlled data sharing. Performance metrics
such as latency, throughput and resource utilisation were measured and analysed.

7. EVALUATION AND RESULTS
7.1. ANALYSIS OF THE PERFORMANCE

e Latency: The average latency of data transmission and storage was within clinically acceptable limits.
e Throughput: The system supported multiple concurrent data streams with no apparent degradation.

e Scalability: The architecture was scalable to hundreds of devices with minimal impact on performance.

7.2. SECURITY ASSESSMENT

Penetration testing and vulnerability assessment verified the robustness of access control, data integrity and privacy
mechanisms.

7.3. ADOPTION AND USABILITY

Healthcare professionals said that the system was easy to use, reliable and integrated well with existing workflows.
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Figure 6 Future Work and Challenges

8. CHALLENGES AND FUTURE DIRECTIONS

Therefore, although it has advantages, the integration of [oT and blockchain in healthcare has several challenges:

Resource Constraints: [oT devices have limited computational and energy resources.
Scalability of Blockchain: Public blockchains may face scalability and performance bottlenecks.
Data Privacy: Balancing data transparency with patient privacy.

Regulatory Challenges: Handling varying legal and regulatory settings.

Interoperability: Seamless integration with heterogeneous healthcare systems.

Future work should concentrate on lightweight blockchain implementations, advanced consensus algorithms,
privacy-preserving techniques (e.g., homomorphic encryption), and large-scale clinical deployments.

9. CONCLUSION

The proposed IoT and Blockchain-based Smart Healthcare Monitoring Architecture provides an efficient, secure and
scalable solution for the modern healthcare systems. The architecture integrates IoT sensors, edge computing, cloud
services, and blockchain technology to facilitate continuous monitoring of patients, real-time analysis of health data,
secure communication, and transparent management of medical records. Blockchain provides integrity, privacy,
traceability, and resistance to unauthorised changes to data while IoT devices improve remote healthcare accessibility
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and rapid medical response. Healthcare standards like HL7 and FHIR are incorporated to further improve
interoperability between hospitals, labs and healthcare platforms. Overall, the architecture enhances the effectiveness,
reliability, and decision making of healthcare, and increases trust supporting regulatory compliance and data sharing in
a secure manner.

Future research can focus on the integration of Artificial Intelligence and Machine Learning algorithms for predictive
disease diagnosis, intelligent health analytics and automated emergency detection. The combination of 5G and advanced
edge computing technologies can further minimise the latency and enhance the real-time healthcare services. In addition,
lightweight blockchain consensus mechanisms may be investigated to minimise the energy consumption and enhance
the scalability for large healthcare networks. Future systems will also include digital twins, wearable Al and federated
learning models to deliver personalised and intelligent healthcare solutions. Thus, the suggested architecture offers a
solid base for next-generation secure and smart healthcare ecosystems.
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