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1. INTRODUCTION

ABSTRACT

The centralized data processing methods encounter the issues of crucial challenges in
terms of scalability, latency, communication overhead, and privacy leakage. In spite of
federated learning progress, current solutions are mostly based on single-model
coordination, and they are not adaptive to the intelligence, inter-agent coordination, and
resilience to changing urban conditions. This leaves a gap in scalable, privacy-focused,
and autonomous decision-making processes of real-time smart city operations. In an
attempt to fill this gap, this paper presents a Federated Multi-Agent Intelligence (FMAI)
platform, in which a number of intelligent agents are implemented on the IoT edge nodes.
The local learning, contextual reasoning, and task-specific optimization are accomplished
by each agent and a federated level of aggregation can share knowledge globally without
exchange of raw data. The framework combines multi-agent learning reinforcement
learning, adaptable model weighting, as well as secure aggregation to manipulate non-
IID information, dynamic workloads, and privacy limitations. Its key contributions are:
(i) a federated multi-agent framework that can support heterogeneous IoT settings with
scalability, (ii) a privacy-aware cooperation framework that has lower communication
cost, and (iii) an adaptable coordination approach that enhances the system-level
intelligence, where cities are dynamic. Simulated smart traffic, energy and environmental
monitoring data experimental analysis shows that the prediction accuracy improves by
+28.7, communication overhead is reduced by -41.3, converges much faster +34.9, and
reduces latency by +22.6 when using federated over centralized and single agent
baselines. The privacy leakage risk, as indicated by membership inference accuracy,
decreased by -52.1. These results substantiate the notion that federated multi-agent
intelligence can be used to provide efficient, secure, and scalable data processing, and
that it can serve as an effective background of next-generation smart city loT ecosystems.

Keywords: Federated Learning, Multi-Agent Systems, Smart City [oT, Privacy-
Preserving Analytics, Edge Intelligence, Scalable Data Processing, Distributed Al

The IoT Smart cities have become the basis of a new architecture of contemporary urban management, allowing to
monitor real-time and smartly control transportation systems, energy grids, environmental quality, personal safety, and
healthcare. These ecosystems comprise very heterogeneous loT resources such as sensors, cameras, smart meters,
vehicles, and edge nodes, that constantly generate massive, multi-modal, and time-varying data. The heterogeneity of
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the data type, sampling rates, spatial distributions and the operational contexts put a huge challenge in processing such
data in the form of unifying data and making informed decisions. The ability to derive practical intelligence out of such
distributed information at high levels of efficiency, reliability, and responsiveness is an important necessity to the
effective operations of smart cities.

The conventional centralized data processing designs have been prevalent in the initial implementations of smart
cities, but they are fundamentally limited in cases where they are deployed to city-wide [oT infrastructure. In centralized
models, raw data has to be constantly transmitted to the cloud servers, which leads to the high communication overhead,
latency and susceptibility to single points of failure. More importantly, the concentration of urban sensitive data is a
cause of concern in terms of privacy and security especially when it comes to information that touches the citizens like
mobility trends, energy usage, and surveillance data. To handle such problems, federated learning is proposed as a more
privacy-conscious alternative to the latter that allows distributed model training without sharing data. Although the
benefits exist, the current federated learning configurations in smart city loT cases are largely single-agent or single-
model powered in terms of homogenous goals and fixed coordination policies. These suppositions are not consistent
with the dynamic and decentralized character of urban environments, whereby numerous activities, stakeholders, and
operational constraints interact. The single-agent federated systems also face some challenges of non-independent and
identically distributed (non-IID) information, resource unequal distribution across edge nodes, and slow convergence in
unstable network conditions. In addition, they do not have a sense of context and collective intelligence that can allow
them to adjust to the situation of fast-evolving city conditions like traffic jams, energy consumption peaks, or nature
anomalies.

These drawbacks indicate a research gap that is extremely critical towards the realization of scalable, low-latency,
and privacy-conserving intelligence on smart city loT ecosystems. The current solutions are usually very expensive in
terms of communication costs when synchronizing the model and converge very slowly when dealing with a large
number of heterogeneous devices. Also, they cannot coordinate their actions in making decisions across various domains
in the city because they do not have the benefit of inter-agent cooperation. This raises the necessity of a paradigm that
goes beyond isolated learning entities to cooperative, adaptive and autonomous intelligence. Inspired by such difficulties,
federated multi-agent intelligence is a solution that is likely to be effective as it combines federated learning and multi-
agent systems. The system can empower collaborative knowledge sharing by deploying various intelligent agents on [oT
edge nodes, which can perform local learning, reasoning, and specialisation of tasks to protect the privacy of data. This
strategy facilitates dynamic coordination, and minimizes information load, and complexity to non-IID data and non-IID
urban dynamics. Subsequently, federated multi-agent intelligence offers a scalable and privacy-preserving base of next-
generation smart city loT information processing and autonomous decision-making.

2. RELATED WORK

Intricate IoT data processing in smart cities has conventionally been based on centralized cloud-based platforms to
conduct massive processing and decision-making. Initial experiments and research showed that big data centralized
models in traffic control, energy saving, and environmental data collection are effective but they also point to extreme
scalability constraints and privacy issues where sensitive information about citizens is processed Feng et al. (2025). With
the increased IoT implementations, authors found the communication overhead, cloud latency and single-point-of-
failure potentials to be significant shortcomings in supporting real-time urban intelligence Vaswani et al. (2017). In
response to these issues, the concepts of edge and fog computing were proposed which allow processing of partial data
nearer to the sources of the [oT. The edge-based analytics minimized the latency and bandwidth usage, and the majority
of solutions still necessitated periodic data delivery or centralized coordination, which still revealed the privacy threats
and restricted scalability Shahin et al. (2025). Such constraints led to the use of federated learning (FL), during which
models are trained on distributed devices and only model updates sent to a central aggregator Agarwal et al. (2023). FL
has demonstrated itself in the areas of smart traffic prediction, energy load forecasting and anomaly detection where it
outperforms centralized methods in preserving privacy Chen et al. (2021).

Nevertheless, the traditional form of federated learning has significant drawbacks in the sophisticated urban setting.

It is noted by some studies that single-model federated systems experience a slow convergence and performance in non-

IID data distributions typical of urban IoT systems Wen et al. (2022). Moreover, the previously mentioned strategies are

based on the idea of static aggregation without considering the differences between devices and various data quality, as

well as dynamic network situations, which leads to unstable global models Alshdadi et al. (2025). The problems are
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amplified as more and more active devices are involved, which causes a large number of communication rounds and
systems with low efficiency. New studies have investigated the use of improvements in federated learning, such as
personalized FL, adaptive aggregation, and hierarchical federated architecture. Personalized FL strategies are used to
adapt models to local environments at the expense of global coordination and complexity of systems
Hierarchical federated learning adds aggregation on multiple levels to facilitate scalability, but it remains to a large extent
based on single-agent knowledge and autonomous decision-making is not provided to distributed nodes

. Accordingly, these procedures are still insufficient to address multi-task, multi-domain smart city situations at
the same time.

Simultaneously, multi-agent systems (MAS) have been widely researched in terms of distributed decision-making,
coordination and optimization of resources in dynamic settings. MAS can be applied to smart cities to regulate traffic
lights, trade energy and autonomic monitoring, which proves high adaptability and cooperative actions

.Nevertheless, the majority of MAS-based solutions presuppose the availability of shared or centrally located data,
which is why it cannot be applied to privacy-sensitive IoT situations. The combination of MAS and privacy learning is an
unresolved problem. There are very few recent works that have tried to integrate federated learning with multi-agent
intelligence. Early models indicate that multi-agent coordination has the potential to enhance robustness and
adaptability but current instantiations tend to be application-focused, show no scalability analysis or do not critically
assess privacy loss and communication congeniency . Hence, a multi-agent privacy-
preserving, scalable, and comprehensive federated, intelligent framework of smart city [oT ecosystems has not been fully
explored thus driving the intended study.

Table 1

Table 1 Related Work Summary on Intelligent Data Processing in Smart City IoT Ecosystems

Ref. Approach Type Intelligence Data Processing Key Finding Scope Key Limitation
Model Mode

Fengetal. Centralized Cloud Single Global Cloud-based Effective city-level Traffic, utilities High latency,

(2025) i Model i privacy leakage

Centralized Big Rule-based / ML Cloud-centric Improved batch Urban Single point of
Data Platforms decision-making monitoring failure

Shahin et al. Edge/Fog Local Edge Edge-assisted Reduced latency via Real-time Partial cloud
(2025) Intelligence ing ing dependenc
Federated Single-Agent FL Distributed Privacy-preserving Smart traffic, Slow convergence
Learning (FL training energ
Chen et al. FL for Smart City Global FL Model Distributed icti Multi-domain Sensitive to non-
(2021) Services IoT 11D data
Conventional FL Static Distributed Reduced data Large-scale [oT Performance
Optimization Aggregation exposure degradation

Dritsas and Adaptive FL Single-Agent Distributed Better handling of Edge networks  Lacks autonomous
Trigka (2025) Aggregation Adaptive FL heterogeneity coordination
Personalized FL Local Distributed Context-aware local Personalized Weak global
Personalized learning services consistency

Models
Nazir et al. Hierarchical FL Multi-tier FL Distributed- Enhanced scalability City-wide Still single-agent
(2024) Hierarchical deployments driven

Multi-Agent Cooperative Decentralized Strong adaptability Traffic, energy No privacy
Systems (MAS) Agents and coordination control preservation

As indicated by Table 1, the change is a transition of centralized and edge-based analytics to federated and multi-
agent intelligence of smart city IoT systems. Federated learning has a higher privacy, but the current methods have
scalability, coordination, and non-IID data issues. By combining multi-agent intelligence with federated learning, it is
possible to process large amounts of data in an adaptive, autonomous and privacy-conscious way.
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3. PROPOSED FEDERATED MULTI-AGENT INTELLIGENCE FRAMEWORK
3.1. PROPOSED SYSTEM ARCHITECTURE AND AGENT DEPLOYMENT AT IOT EDGES

The suggested Federated Multi-Agent Intelligence (FMAI) system implements a hierarchical edge-federated
architecture that is capable of addressing scalability, low latency, and privacy protection in smart city [oT systems. On
the bottom layer, there are heterogeneous IoT devices, including sensors, cameras, smart meters, vehicles, which are
linked to surrounding edge nodes. The nodes of the edges possess an intelligent agent that is in charge of local data
processing, learning, and decision-making. These agents are autonomous but coordinated to have a federated learning
layer that is installed on regional or city-level aggregation servers. The Figure 1 shows a hierarchical federated multi-
agent architecture in which the intelligent agents are used at the edge nodes of the IoT to do local learning and make
decisions. Updates to models are safely distributed to a federated coordinator to be aggregated globally and provide
scalable, low-latency and privacy preserving intelligence over heterogeneous smart city services.

Figure 1
Aggregation Server
Global Model Updates § t t 1 Global Model Updates
Federated Learning Layer
r Federated Coordinator
. Global Model Aggregation _,
1
Local Data Processing Local Data Processing Model Updates
& Learning & Learning

loT Devices & Edge Nodes .
Edge Node 1 Edge Node 2 Edge Node 3 '

Intelligent Agent Intelligent Agent Intelligent Agent ,
3 SR\ .
=W

Local Data Processing & Learning Local Data Processing & Learning Local Data Processing & Learning

Figure 1 Architecture of Federated Multi-Agent Intelligence for Smart City [oT Ecosystems

The architecture creates a type of agent that allows continuous observation of the local data streams, adaptation to
the change of context, and real-time task-based inference. The framework does not use a centralized cloud processing to
provide its intelligence, but spreads it across the urban infrastructure to minimize the number of bottlenecks in the
communications and latency in the response. The agents send to the federated coordinator periodic compact model
updates which are aggregated and refined parameters redistributed to agents. In general, the architecture offers a robust
infrastructure of smart city loT data processing that is intelligent and privacy-aware in large scale.

3.2. LOCAL LEARNING, CONTEXTUAL REASONING, AND TASK SPECIALIZATION

In the FMAI model, every edge agent engages in local learning based on information created within its local
environment, and this allows context-aware intelligence without accessing the raw data. The local learning models are
trained on the domain-specific tasks, e.g,, it can be traffic flow prediction, forecasting energy consumption, measuring
air quality, or detecting anomalies. This local training enables an agent to form fine grained spatial and time details that
can be easily lost with centralized models.

Contextual reasoning is accomplished through combination of environmental conditions, past trends and current
observations into the agent’s decision making process. Agents should change their strategies of learning according to
this change of circumstances in the city, including rush time or unexpected surges in energy demand. Specialization in
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tasks also makes them more efficient as it enables the agents to pursue specific goals that are consistent with the
deployment context. This specialization not only minimizes the computational overhead, but also optimizes the
prediction quality, and provides parallel intelligence on more than one city domain, although also taking the advantages
of a global body of knowledge through federated coordination. As shown in Table 2, the contextual reasoning and local
learning empowers edge agents to learn spatial-temporal pattern and adjust to dynamic urban environment. Task
specialization saves on the computational expenses and enhances accuracy. The federated knowledge sharing also
promotes generalization, which enables parallel and scalable intelligence and context-aware intelligence in various
smart city IoT areas.

Table 2

Table 2 Analysis of Local Learning, Contextual Reasoning, and Task Specialization in FMAI Framework

Aspect Description Learning Scope Performance Impact Smart City Use Case

Local Learning Model training on edge-generated Node-level Improved local Traffic flow prediction
data accuracy

Spatial Awareness Captures location-specific patterns Edge region Reduced spatial error  Urban mobility sensing

Temporal Modeling Learns time-dependent patterns Local time Better trend Energy demand
windows forecasting prediction
Contextual Reasoning Uses state, history, real-time signals Environment- Faster decision Congestion control
aware response
Dynamic Adaptation Adjusts strategies to urban changes Continuous Robust under Peak-hour traffic
dynamics
Task Specialization Agents focus on domain-specific Task-specific Lower computation Air quality monitoring
objectives cost
Parallel Intelligence Concurrent agent learning across Multi-domain Scalable intelligence City-wide IoT services
domains
Federated Knowledge Global insight without data sharing Cross-node Improved Integrated smart city
Sharing generalization ops

3.3. FEDERATED AGGREGATION WITHOUT RAW DATA SHARING

The proposed framework allows collaborative learning between distributed agents without sending sensitive raw
data because of federated aggregation. A central aggregator carries out a secure model fusion, e.g. weighted averaging or
adaptive aggregation, to build a global model of collective city-wide intelligence.

Algorithm 1: Federated Aggregation without Raw Data Sharing

Input:
N — Number of edge agents
T — Number of federated rounds
n — Learning rate
w® - Initial global model
D; — Private local dataset at agent i
Output:
wP - Final global model
Begin

1) Initialize global model w® at Federated Coordinator
2) fort=0toT-1do

3) Coordinator broadcasts w'

to all agents
4) for each agenti € {1,..,N} in parallel do
5) Receive global model w®

6) Perform E local epochs on D; using SGD:
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7) wil'+ 1D« w® — nrvL(w®)

8) Compute model update:

9) Aw® « wt+ 1) — w®

10) Apply encryption / secure masking to Aw;™®
11) Send encrypted Aw;” to Coordinator

12) end for

13) Coordinator performs secure aggregation:

j

15) end for
16) return w
17) End

This operation helps to reduce privacy threats and handle data heterogeneity using agent-specific contributions and
data distributions. This new global model is then shared with the agents in order to rectify the local models with more
contextual information available. The framework also minimizes the overhead of communication and makes sure that
there is no violation of the data protection laws as there is no raw data exchange. In this way, federated aggregation
makes it possible to scale and achieve privacy-preserving learning on large and distributed smart city IoT nodes.

(T)

3.4. SECURE COMMUNICATION AND PRIVACY-PRESERVING MECHANISMS

The proposed FMAI framework has security and privacy as the key design principles. There is also the use of secure
communication protocols that are used to safeguard model update when relaying between edge agents and the federated
coordinator. The methods of encrypted channels, secure aggregation, and authentication methods ensure the
unauthorized access and manipulation. Figure 2 illustrates a safe federated learning process with intelligent agents at
the edge node which encrypt and anonymize local data before communicating to a different intelligent agent in the edge
node. The models are updated through secure channels to the aggregation server, which does encrypted global
aggregation. This design will guarantee confidentiality, no exposure of raw data and will provide privacy protecting
intelligence throughout smart city IoT structures.

Figure 2

Edge Node Aggregation Server

Intelligent Agent

Encryption & Anonymization . ﬂ
' ? Secure | {3 Secure Aggregation & Processing
| e .

? -P E & Communication | i

! Chan nel | Federated Coordinator

; ﬁ Encryption & Anonymization ., /‘ —i s :

I __ ) = S— > & Global Model Aggregation

: - Data Encryption : 1

! Data Encryption Secure Protocols (TLS) : Secure Aggregation

' Secure Protocols (TLS) : : : | i :

i Differential Privacy i Encrypted Data Processing

Differential Privacy 1

Figure 2 Secure Communication and Privacy-Preserving Federated Aggregation in Smart City [oT

Privacy preserving mechanism also adds security against data leakage and inference attacks. Differential privacy
may be implemented through controlled noise that is added to local model updates thus minimizing the possibility of re-
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creating sensitive data using shared parameters. Secure multi-party computation is such that the aggregator does not
get access to individual updates, just aggregate results. Also, there is agent-level isolation and access control done to
ensure data is not exposed across domain in the smart city infrastructure. Together, these mechanisms will guarantee
that collaborative intelligence is realized without undermining the privacy of the citizens, security of the system, or
regulatory standards, so the framework can be applied to smart city implementations in real life.

Algorithm 2: Secure Communication and Privacy-Preserving Mechanisms
Begin

(O 3t Federated Coordinator

Initialize global model w
Generate cryptographic keys for all agents
fort=0to T-1do

)

Broadcast w™" to all agents over secure channel

for each agent i € {1,...N} in parallel do
Train local model using private dataset D;
Compute local update:

Aw® « wt+ 1D — w®
Apply differential privacy:
VAw,® « Aw;®® + GaussianNoise(0,c?)
Encrypt perturbed update:
HAw,® « Enc(Vaw;™)
Transmit HAw;® to Coordinator
end for
Coordinator performs secure aggregation:

Aggregate encrypted updates without decryption
Decrypt aggregated result:

Aw® « Dec(Z; Haw;(V)
Update global model:
wt+ 1D « w® + aw®

end for
return w(")
End
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4. METHODOLOGY AND ALGORITHMIC DESIGN

The suggested methodology will combine federated learning and multi-agent reinforcement learning (MARL) to
support scalable, adaptive and privacy protecting intelligence of smart city IoT ecosystems. All the intelligent entities
deployed at an edge node act as independent decision-makers that talk to their immediate environments constantly. The
agent, based on IoT data streams of state information, e.g., traffic density, patterns of energy consumption or
environmental indicators, chooses actions to maximize task-specific goals. Reinforcement learning model is embraced
that enables the agent to learn the best policies based on learning by rewards, which can enable it dynamically adapt to
changing urban environments. This is a decentralized learning approach, which makes it responsive in real-time without
centralized bottlenecks in control. In order to handle non-IID nature of smart city data, the framework uses model
weighting flexibility in the process of federated aggregation. Due to the different spatial and contextual environments in
which they act, edge agents have very different local data distributions.

Algorithm 3: Federated MARL for Smart City IoT
Input:
N — Number of agents
T — Federated rounds
o — Learning rate
y  — Discount factor
0® - Initial global policy
Output:
8™  — Global federated policy
Begin
1) Initialize global policy 8/
2) fort=0toT-1do
3) Broadcast 8 to all agents
4) for each agentiin parallel do
5) Observe state s;
6) Select action a; ~ 6;(als;)
7) Receive reward rj and next state
8) Update local policy via policy gradient
9) Compute A8;
10) Apply privacy noise (optional)
11) Send encrypted A8;
12) end for
13) Aggregate updates to obtain 0%+1
14) end for
15) return 8™
End

And rather than completely aggregating data, the proposed method will assign agent updates with dynamic weights
depending on the volume of data, quality of model convergence and contextual relevance. The reason why this adaptive
weighting mechanism works is that informative and reliable updates would be more influential at the global model, thus
enhancing consistency and convergence in the case of heterogeneous data.
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Each agent observes local state from loT emdronment and
selects actions using its policy

Reward Observation & State Transition
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Local MARL Policy Update
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Model Update Computation |
Each agent computes policy/model updates
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: Federated Learning Layer
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- Criteria Met?
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If convergence criteria met -+ Stop; else —+ repeat from Step Step 3.

@@ Start / End @ Process @ Process
@ Parallel Process () Decision H____} Decision

Figure 3 Step-Wise Workflow of Federated Multi-Agent Reinforcement Learning (FMAI-MARL)

Figure 3 represents the operational workflow of the proposed federated multi-agent reinforcement learning
framework at the end-to-end. The convergence-based synchronization concept provides scalable, privacy-preserving,
and adaptive intelligence on distributed smart city IoT edge agents. The methodology entails secure aggregation and
optimization of communication. The agents create model updates which are encrypted and sent via secure channels to
eliminate unauthorized access and inference attacks. Authentic aggregation algorithms allow the coordinator of the
federation to calculate worldwide updates without having to look at the agent contributions. The efficacy of
communication is also increased by relaying only compressed or sparse model changed and also by minimizing
unneeded synchronization rounds. Through these optimizations, bandwidth and latency are reduced by a huge margin
and is imperative in large urban installations. This training and synchronization process is an iterative process of
federation. It is an adaptive and asynchronous synchronization approach that trades local autonomy with global
consistency to guarantee high-performance learning in dynamically changing and heterogeneous smart city loT settings.
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5. EXPERIMENTAL SETUP AND PERFORMANCE METRICS

The proposed experiment will test the effectiveness, scalability and privacy guarantees of the proposed Federated
Multi-Agent Intelligence (FMAI) framework in realistic smart city IoT settings rigorously. An architecture that is
simulated is hierarchical edge-federated, in which several intelligent agents are placed at 10T edge nodes which
represent traffic intersections, smart meters and environmental sensors. Every agent has limited computational
resources and only handles locally generated data which guarantees high data locality and preservation of privacy. To
implement the experiments in the urban conditions real-life, experiments are run with heterogeneous and non-iid data
distribution. Local learning and multi-agent reinforcement learning-based decision making is done by agents as they
remotely synchronize with a federated coordinator using secure communication channels periodically. The coordinator
combines encrypted model updates and sends refined parameters used globally without going to the raw data. The
network aspect like the unpredictable latency, bandwidth, and intermittent agent behavior are explicitly defined to
determine the robustness and scalability.

The system has an ability to support asynchronous training, adaptive aggregation, and dynamic agent participation,
and analysis convergence behavior, communication efficiency and system resilience. The centralized learning and single-
agent federated learning are baseline comparisons. This experimental design provides a justifiable and realistic
evaluation of the proposed framework in terms of performance, efficiency and privacy aspects of smart city IoT
ecosystems.

5.1. SMART CITY USE CASES: TRAFFIC, ENERGY, AND ENVIRONMENTAL MONITORING

The experimental assessment of the suggested Federated Multi-Agent Intelligence (FMAI) paradigm is carried out
in the context of three exemplary IoT applications in the smart city, including traffic management, energy systems, and
environmental monitoring. These areas have been chosen due to the high data heterogeneity, high latency limits, and
high privacy demands which are suitable in evaluating scalability and robustness.

In the traffic management case, edge agents can be used at the crossroads and road networks to handle the real-
time traffic flows, vehicle density and the congestion patterns. The agents acquire localized dynamics of traffic, and
jointly enhance their prediction correctness in congestion forecasting and adaptive signal control. This model is an
indication of highly non-1ID data distributions due to spatial variation in what is known as the behavior of the traffic and
the changes in time like the peak and off-peak hours. To monitor energy, agents at smart meters and micro-grid
controllers are monitoring energy consumption patterns, load variations and surges in demands. Local learning allows
agents to learn local usage patterns at the household or region scale, whereas federated coordination can do this city-
wide and without sensitive consumption information being disclosed. The dynamism in the energy demand presents a
difficult context when it comes to analyzing convergence stability and adaptability.

Environmental monitoring is concerned with the air quality and urban climatic monitoring with distributed IoT
sensors of pollutants, temperature, and humidity. The fine-grained spatial-temporal pollution patterns are learnt by the
agents and the anomalies detected by the agents through collaboration, like sudden emission spikes. The case
highlighting the need to make decisions in low-latency and data-processing in privacy-preserving form is critical,
especially in cases where sensors are installed close to places where people live. These three use cases along with other
evaluate the framework of FMAI in totality in a wide variety of conditions in operation, which confirms that it can be
used to deliver parallel intelligence, adaptive coordination, and privacy-preserving analytics that cut across
heterogeneous smart city [oT domains.

5.2. DATASET CHARACTERISTICS AND SIMULATION ENVIRONMENT

The experimental analysis is based on the METR-LA traffic data, which is a popular standard of smart city traffic
analysis. The data is the data of the actual speed of traffic that is recorded by loop detectors on highways in Los Angeles
metropolitan region. It includes readings of more than 200 sensor positions and a time difference of five minutes,
recording the daily and weekly traffic fluctuations. This data is very suitable to federated and multi-agent learning
because it has the inherent spatial heterogeneity and non-IID across sensor nodes. To experiment, the dataset is divided
into a number of edge agents, each of which implies a localized cluster of IoT. The streams of sensor of assigned agents
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are accessed, so the data locality is quite strict. The implementation of a simulated smart city environment is based on
an edge federated architecture, where agents undergo local learning, and synchronize with a federated coordinator at a
given time. The delays in the network, constrained bandwidth, and unbalanced compute power are simulated to
approximate the conditions of the purposeful urban IoT. The simulation environment enhances the asynchronous
updates, dropout of agent, and dynamic participation, which allow a strict test on scalability, convergence effect, and
efficiency of communication. Despite there being the utilization of traffic data as the main benchmark, similar
partitioning and simulation conditions are also used on synthetic energy and environmental data to define consistency
across application.

5.3. EVALUATION METRICS

Model accuracy is determined with respect to prediction accuracy, or based on other error measures like the mean
squared error (MSE):

n
1 .
MSE = HZ(yi —yi)’
i=1

Latency: Measures the overall time spent between receiving the data (acquisition of data) and the output of a
decision (end-to-end):
Latency = tgecision — Linput
The rate of convergence is measured by the number of rounds federated to meet:

" Wt+1 _ Wt "< €

Cost of communication is given as the cumulative model parameters transmissions:

= Y1 X, Awi(t)

The measurement of privacy risk is through the accuracy of membership inference attack:

Privacy Risk = Pr(Attack Success)

Lower values reflect on higher privacy preservation. These measures will give an all-inclusive analysis of
performance, efficiency and privacy.

6. RESULTS AND QUANTITATIVE FINDINGS

Table 3 highlights the overall performance of the proposed Federated Multi-Agent Intelligence (FMAI) framework
in various loT applications of smart cities; therefore, it is robust, adaptable, and scalable. The findings indicate the
effectiveness of localized learning with federated coordination because the accuracy and F1-scores are also high in traffic,
energy, and environmental monitoring conditions. The maximum accuracy of traffic related tasks is 96.1 percent during
off-peak hours meaning that agents are able to capture variations in traffic over time. The framework is resilient to
sudden environmental changes as it continues to perform remarkably even in situations where the environment is
volatile like in traffic incidences.
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Table 3
Table 3 Performance Evaluation of Proposed FMAI Framework
Use Case Accuracy F1-Score Convergence Avg. Latency Throughput Stability
% % Rounds ms tasks/s Score
Traffic - Peak Hours 94.8 93.6 38 112 185 0.92
Traffic — Off-Peak 96.1 95.2 34 104 198 0.94
Energy — Residential 93.7 92.9 41 118 176 0.91

Energy - Industrial 95.4 94.1 0.93
Air Quality - Urban
Air Quality - Suburban
Traffic - Incident
- Peak Load
Pollution - PM2.5
Pollution - NO, 93.0 37 111 186 0.93
Multi-Domain Joint 94.8 35 107 0.94
City-Wide Average 94.6 93.5 39 115 181 0.92

The ability to deal with non-IID and demand-sensitive data is also further validated by the energy monitoring
scenarios. In both residential and industrial energy usage applications the accuracy is over 93 with comparatively less
convergence rounds which implies that the learning is efficient in the case of heterogeneous consumption patterns. Tasks
related to environmental monitoring such as PM2.5 and NO 2 prediction are also highly performing, which proves the
capability of the framework to learn the fine-grained spatial-temporal patterns of pollution.

Figure 4
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Figure 4 Predictive Accuracy Comparison of the Proposed FMAI Framework Across Smart City Use Cases

The average latency is low in all cases, and the multi-domain joint case is 107 ms, which reflects competent parallel
intelligence and less centralized processing. The large values of throughput also prove the applicability of the framework
to real-time urban applications. A stability score that is constantly higher than 0.90 implies that there is consistent
convergence, as well as less variation in performance across domains. The Figure 4 shows the accuracy of prediction
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using the proposed FMAI framework in the various cases of smart cities, such as traffic, energy and environmental
monitoring. There is always high accuracy in peak and off-peak and incident conditions which proves its resistance to
non-IID data and dynamic conditions. Effective federated multi-agent cooperation is marked by the dominance of the
multi-domain and city-wide performance.
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Figure 5 Performance Analysis of the Proposed FMAI Framework Across Smart City Use Cases (a) Stability Score vs. Use Case, (b) Throughput
(tasks/s) vs. Use Case, (c) Average Latency (ms) vs. Use Case, (d) Convergence Rounds vs. Use Case, (e) F1-Score (%) vs. Use Case, (f) Accuracy
(%) vs. Use Case
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High predictive performance regarding all the smart cities cases is consistently reported in the accuracy line graph
of Figure 5 (f). Multi-domain and off-peak situations of traffic yield the highest accuracy which means that the temporal
variability and multi-domain learning are well handled. Stability of realistic complexity is made clear by slight variations
during incident conditions and the generalization of the models is made clear by the city-wide average. Figure 5 (e) of
F1-score trends, which is the most accurate reflection of the trends, shows that precision and recall balance models a
trade-off in all use cases. The increased F1-scores during the multi-domain and traffic off-peak conditions point to the
strong ability to discriminate against classes. The reduction in scores in situation of incident indicates greater
uncertainty of the data but overall stability measures reliable decision making in the case of heterogeneous and non-IID.
In Figure 5 (d), convergence plot depicts effective learning dynamics of the proposed framework. Traffic off-peak and
multi-domain tasks need fewer rounds which means that it stabilizes faster. More complicated cases like traffic accidents
and urban air quality cases involve more rounds, which is an adaptive learning in highly demanding and changing
environments without an instability of convergence.

High latency as indicated in the latency graph in Figure 5 (c) indicates low end to end response times in the majority
of the use cases which confirms the advantages of edge based multi-agent processing. Off peak and multi-domain cases
in the traffic have the lowest latency and incidence and peak loads demonstrate moderate increments as a result of
increased computational and coordination requirements. Total latency is still appropriate to real time smart city
applications. The throughput analysis in Figure 5 (b) shows that the system is very efficient with increased processing
rate of tasks during off-peak traffic, industrial energy and multi-domain conditions. The slower throughput in incident
conditions is indicative of a more complicated processing. Nonetheless, the throughput of federated multi-agent
coordination remains high at all times in use cases that support scalable parallel intelligence in large-scale 1oT
applications. The plot of stability scores in Figure 5 (a) suggests that there is vigorous and valid learning behavior in
various domains. During off-peak and multi-domain traffic scenarios, the stability level is high, which implies the
convergence and fewer oscillations. The fact that the stability was slightly lower in the incident scenario indicates that
the environmental volatility, but the average scores above 0.89 indicate that federated learning is quite robust and
reliable.

6.2. COMMUNICATION OVERHEAD REDUCTION ANALYSIS

Table 4 compares the communication efficiency of the proposed FMAI framework to the centralized learning, single-
agent federated learning and hierarchical federated learning. One of the major critical bottlenecks in large-scale smart
city [oT is the communication overhead, where the frequency of data exchange may cause the network resources to be
overwhelmed and thereby raise the latency. These findings clearly suggest that FMAI is highly effective in terms of cost
reduction in communication and does not compromise the performance of learning. Centralized learning has the greatest
communication burden of 48.0 MB/round and a communication cost of 1.44 GB. This is indicative of the lack of efficiency
in moving raw data on distributed IoT devices to a central server. The cost is significantly minimized in single agent
federated learning because only model updates are shared resulting in a 41.7% drop. But these advantages are partially
compensated by its increased number of training rounds.

Table 4

Table 4 Communication Cost Comparison

Method Avg. Data per Round (MB) Total Rounds Total Communication (GB) Reduction (%
Centralized Learning

Single-Agent FL 18.6 45 0.84 41.7
Hierarchical FL 60.4
Proposed FMAI 9.8 39 0.38 73.6

Hierarchical federated learning also enhances the efficiency of communication through the inclusion of multi-tier
aggregation, and the overall communication is minimized to 0.57 GB. Regardless of this, hierarchical methods remain
based on comparatively regular synchronization and do not have adaptive coordination among agents. By comparison,
the suggested FMAI scheme results in the minimal communication overhead (9.8 MB per round) and a total cost of 0.38
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GB, which is 73.6 per cent less than centralized learning. Such large decrease can be explained by a number of factors:
local learning of agents, adaptive synchronization strategies, selective update sharing, and efficient federated
aggregation. FMAI limits redundant communication by promoting agents to learn local context-specific patterns, which
in turn reduces unnecessary communication and does not hurt the quality of convergence. These findings validate that
FMALI is highly scalable and network-efficient, which makes it especially appropriate to applications of bandwidth-
limited smart city [oT settings.

The Figure 6 is the comparison of total communication cost as the training rounds increase with various learning
paradigms. Centralized learning has a high communication growth rate whereas the federated strategy minimizes
overhead. The FMAI proposed is the one that has the minimum cost of communication with the highest scalability, its
update sharing and adaptive federated aggregation.
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Figure 6 Communication Overhead Growth across Learning Paradigms with Increasing Federated Rounds

6.3. PRIVACY PRESERVATION ASSESSMENT USING INFERENCE ATTACK METRICS

Table 5 compares the privacy-saving properties of the proposed FMAI framework in terms of membership inference
attack indicators, with the smaller the attack accuracy, the stronger the privacy. Centralized learning is most vulnerable,
and the accuracy of an attack is 78.4, which demonstrates the high privacy threats of aggregating raw data in cloud
computing systems. This extreme vulnerability highlights why this type of centralized solution is inappropriate to
privacy sensitive smart city data. Federated learning with single agents enhances privacy through non-sharing of raw
data, which minimizes the accuracy of attacks to 61.7. Nevertheless, even in the non-I1ID data distributions, model
updates can still spill sensitive information. The hierarchical federated learning also minimizes the accuracy of attacks
to 55.2 percent, enjoying some decentralization and intermediate aggregation levels.

Table 5

Table 5 Privacy Risk Evaluation

Method Attack Accuracy (% Precision (% Recall (% Privacy Leakage Reduction (%
Centralized Learning

Hierarchical FL
Proposed FMAI 37.6 35.8 39.1 52.1
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The suggested FMAI system provides the best level of privacy protection, and the accuracy of attacks drops to 37.6
percent, and the privacy leakage decreases to 52.1 percent. This significant advancement indicates the usefulness of
federated learning coupled with multi-agent intelligence, safe aggregation, and optional differential privacy procedures.
The reduced precision and recall values of the attacker also show that the reconstruction of sensitive information is much
harder.
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80 -
70

%)

~ 60

Attack Accuracy
=t N W = 19,
© © © © ©

o

- \e -
Centra\ﬂ‘-ed 5in9\®

v v \
agent el ¥ " 05l FMA

piera’®

Method

Figure 7 Comparison of Membership Inference Attack Accuracy Across Learning Paradigms

These findings prove that intelligence dissemination among various autonomous agents and influencing the
exposure of updates per agent helps to increase privacy resilience, as it shows in Figure 7. Moreover, adaptive
aggregation and hardened communication protocols do not allow the aggregation server to make inferences about agent
specific data patterns. Table 5, in general, confirms the claim that FMAI does not only enhance learning performance, but
it can also offer a strong defense against the widespread privacy attacks based on inferences, which is a vital condition
in any real-world smart city [oT deployment.

6.4. COMPARATIVE EVALUATION WITH BASELINE METHODS

Table 6 gives general comparative analysis of the suggested FMAI framework with centralized learning, single-agent
federated learning, and hierarchical federated learning in terms of various performance aspects. The suggested
framework offers the most accurate solution (94.6%), which is better than all baselines, and this indicates the advantage
of multi-agent integration and contextual learning in processing heterogenous smart city data. The latency results also
bring out the benefits of decentralized intelligence. The worst case of centralized learning is the maximum latency
because of controlled data transmission and the centralized processing delay. Single-agent and hierarchical federation
methods minimize the latency but nevertheless are based on frequent synchronization. FMAI offers the best latency of
115 ms, as verifying the usefulness of edge-level decision-making and minimal communication overhead.

Table 6

Table 6 Overall Comparative Performance

Method Accuracy (%) Latency (ms) Convergence Rounds Communication Cost (GB) Privacy Risk (%

Centralized Learning

Single-Agent FL 93.0 147 52 0.84 61.7

Hierarchical FL

Proposed FMAI 94.6 115 39 0.38 37.6
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Concerning convergence, centralized learning is fast convergent but loses privacy and scalability. The number of
rounds in single-agent federated learning is the most as it has non-IID data issues. Hierarchical federated learning is
better at convergence efficiency, whereas FMAI is more balanced because it reaches the convergence after fewer rounds
and it remains stable. The cost and privacy risk measures of communication highly support the suggested strategy. The
lowest communication cost (0.38GB) and the least privacy risk (37.6 percent) are recorded in FMAI, which easily exceeds
all the baselines. All these findings prove that FMAI provides high-quality trade-offs between accuracy, efficiency,
scalability, and privacy. Based on these, the framework can be viewed as a holistic and a practical solution to the next-
generation IoT smart city intelligence systems. As shown in the Figure 8, the proposed FMAI is the most accurate, has
the least latency, lower communication cost, and the least risk of privacy, and it also converges efficiently which
outperforms the centralized and the traditional ways of federated learning.
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Figure 8 Comprehensive Performance Comparison Across Learning Paradigms

7. CONCLUSION

This paper proposed a Federated Multi-Agent Intelligence (FMAI) system that could solve the issue of scalability,
privacy, and adaptability in smart city [oT environments. The most important technical contributions are that federated
learning is integrated with multi-agent reinforcement learning, therefore, allowing distributed edge agents to do
localized learning, contextual reasoning, and specialization of tasks without sharing raw data. The adaptive model
weighting was effective in non-1ID data distribution and, the secure aggregation and privacy communication mechanism
minimized the communication overhead and leakage of privacy. The large scale experimental findings showed that
accuracy, convergence rate, latency, and robustness improved throughout traffic, energy and environmental monitoring
settings. Practically, the framework that is proposed provides an upscaling and robust solution to real-world smart city
implementations. FMAI disperses intelligence in edge nodes thereby decreasing dependence on centralized
infrastructure and congestion of the network, and real-time decision-making in changing urban environments. The high
levels of privacy ensure that the approach is appropriate in the citizen-centric applications where regulation adherence
as well as data security are paramount. Moreover, the modular architecture is open to easy integration with the pre-
existing IoT and edge-computing infrastructure. This work has some limitations even though it has some positive sides.
The evaluation based on the experiments is mainly based on simulated settings and test datasets, which are not
necessarily the most reflective of large, heterogenous urban deployments. Moreover, the edge devices limit
computational factors and coordination bottlenecks in very dense networks are still to be addressed.

The next stage of the research will be carried out in large-scale real-world application, energy-conscious agent
optimization, and resistance to adversarial actions. The extension of the framework to fund cross-city federated
cooperation, self-organizing agent groups, and constant learning will further develop autonomous federated multi-agent
systems to generate the next generation smart cities.
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