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ABSTRACT 
While cutting-edge technologies have revolutionized healthcare delivery and enabled 
transformative progress benefitting patients, operational efficiencies, and resource 
utilization, their widespread application and data-driven methods have introduced new 
complications endangering critical patient information's integrity, privacy, and 
availability. To tackle such threats, academics pushed for abbreviated processing periods, 
fortified security using cryptographic techniques to deter assaults, and energy-efficient 
algorithms minimizing energy expenditure during calculations. However, these 
frameworks continue experiencing prolonged processing, susceptibility to assaults, 
extravagant energy usage, and inadequate protection. The proposed model was tested 
using genuine patient health records amassed by IoT sensors and simulated diverse 
attack scenarios in Python to validate the suggested approach. The model strives to 
balance security, expediency, and conservation for a sustainable and trustworthy system. 
This paper evaluates the state of the arts related to security threats in Healthcare IoT and 
demonstrates significant improvements in the security and efficiency of the model. 
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1. INTRODUCTION 
The Internet of Things (IoT) has been a major trend in healthcare in recent years. It has made it possible to automate 

complex cardiology procedures, collect and analyse data continuously, monitor patients remotely, conduct risk-free 
remote surgeries, consult via telemedicine over long distances, and streamline general healthcare administration—all of 
which have a significant positive impact on patient outcomes and quality of life. However, the sensitive and invaluable 
patient health records residing in these systems, containing intimate details of one's medical history, are under 
persistent threat due to the expansive network of interconnected devices that enable the transmission of such vulnerable 
data to centralized servers for processing. Unfortunately, the very digital connectivity that empowers healthcare 
providers to better serve patients from afar simultaneously exposes the mission-critical infrastructure to nefarious 
threats seeking illegitimate access and exploitation of personal medical facts. Furthermore, healthcare has notably 
evolved into a prominent domain for industrial innovation, as IoT now pervades diverse medical sectors including blood 
glucose monitoring, diagnostic technologies, biometric signal analysis, and more, each providing innovative solutions 
but likewise multiplying interfaces that could potentially be breached to impair patient privacy and trust in the system. 
and electroencephalography, which are all tracked by several Internet of Things sensors and devices as well as medical 
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sensing devices [4,5]. To improve healthcare environments and overcome geographical barriers, the Internet of Things 
(IoT) is specifically used for automated manufacturing, remote monitoring, and giving current data to end users [6]. The 
Internet of Things (IoT) is particularly important in the healthcare industry because wearables, actuators, and sensors 
gather physiological data, such as heart rate, blood pressure, temperature, and electrocardiograms (ECGs) [7, 8]. Thus, a 
wide range of sectors employ the Internet of Things. An Internet of Things (IoT)-based healthcare system is shown in 
Figure 1, which also describes how the collected data is subsequently sent to nearby servers or devices. The crucial 
problem of scalability and capacity, however, faces IoT healthcare and leads to the generation of a lot of data in real-time 
applications while also cutting integration costs [9]. Since the security and safety of healthcare data are strongly 
correlated with the accurate identification of IoT devices [10], weak authentication gives hackers and intruders the 
chance to take advantage of the devices and produce bogus values [11]. 

The number of elderly people worldwide is growing at a rapid rate, which has increased the prevalence of chronic 
conditions like cancer, heart failure, diabetes, chronic respiratory diseases, stroke, hypertension, neurological disorders, 
asthma, autoimmune diseases, and osteoarthritis. As a result, there is a high demand for medical services from traditional 
healthcare systems. Smart healthcare is a result of the global scarcity of health professionals and the development of new 
technology, which has benefited the healthcare sector [12][13]. Wells and Usman [14] and Bu et al. [15] defined smart 
healthcare as a healthcare system that integrates and uses various emerging technologies to monitor patients and 
instantly access their medical information remotely, connect healthcare stakeholders, and automatically diagnose and 
detect diseases at an early stage. In SHSs, wearable or nonwearable sensors are implanted in patients to monitor and 
collect physiological data such as cardiac activity, pulse rate, blood pressure, electrocardiogram, temperature, heart rate, 
respiratory rate, oxygen volume in the body, activity level, and brain waves, which help in monitoring patients’ health 
conditions or environmental data such as air quality, temperature, humidity, etc. [16]. To meet the needs of the medical 
ecosystem and facilitate simple decision-making and resource allocation, these physiological data and patient profiles 
are combined to form electronic health records, which are then stored in the cloud as medical cloud data [17]. Patients, 
healthcare providers, medical institutions, and other stakeholders can easily share this data. To improve patient 
outcomes by utilizing available resources, ambient control and wellness, safe and effective patient data management, 
telemedicine consultations, personalized patient treatment, real-time patient monitoring, and real-time medical data 
analysis, smart healthcare systems have been developed [18]. 

 
2. LITERATURE REVIEW 

An increasing number of scientists have focused on cryptography algorithms based on optimization, in the literature 
to increase the safety and confidentiality of the health system. However, there are still certain problems to solve, such as 
high energy consumption, high cost of high calculation, low stability in defects and severe traffic. Mohammed Amin et al. 
[19] proposed a lightweight authentication and storage system that provides distributed authentication among 
authorized devices. The developed model is evaluated against other similar techniques and the results are used to reduce 
the latency between connected devices and communication statistics within the technique.In the literature, 
optimization-based encryption algorithms have attracted the attention of many researchers aiming to improve security 
and privacy in healthcare systems. However, it is necessary to solve some problems, such as high energy consumption, 
high general cost, low resistance to failure, and intense traffic. Mohammed Amin et al. [19] proposed a slight 
authenticated system and the maintenance of data to ensure decentralized authentication among the authorized devices. 
Using the results of the assessment of the model created about other similar methods, they reduce the delay between 
connected devices and statistics in their methodology. 

Sybil Watch performs better than existing methods in terms of accuracy, efficiency, and scalability, according to 
analyses comparing simulation findings with real-world datasets; nonetheless, maintaining a high number of keys 
requires a significant amount of storage space. A blockchain-based fog-computing architecture was proposed by Shukla, 
Saurabh et al. [28] to allow privacy-preserving authentication and authorization. 

Compared to other similar methods, minimize the delay between the relevant devices and the approach of the 
approach. SybilWatch works better than existing methods from the accuracy, efficiency, and scalability viewpoint, 
compared to the actual datasets of the modeling with the actual datasets. Nevertheless, maintaining a large number of 
keys requires a considerable number of storage space. Shukla, Saurabh et al. [28] proposed a blockchain -based fog 
computing architecture for healthcare IoT permission and authentication to enable privacy authentication and approval. 
This concept uses a distributed authentication mechanism supported by a blockchain consortium., To achieve the main 
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goal of ensuring secure data transmission, this study used real medical datasets and simulations. The results showed 
that the recommended method could accurately identify malicious nodes, with a success rate of about 91%, although the 
throughput remained quite low. An improved authentication based on hyperelliptic curve public key cryptography was 
proposed by Kavita et al. [22] for IoT applications in healthcare. This system uses a generalized group key agreement 
mechanism to enhance security and authentication. Its effectiveness was evaluated using strict security metrics and 
compared with other relevant models. As a result, we found that although fault tolerance is significantly lower due to the 
reduced communication volume, the performance is improved compared to existing methods. 

  
3. PROPOSED MODEL 

The proposed architecture for patient monitoring using IoT-based edge sensors (see Figure 1) uses asymmetric key 
encryption to enable the transmitter and receiver to securely encrypt and decrypt the patient medical records received 
from the IoT-based edge sensors. Encryption of characteristics such as IP addresses, URLs, or MAC addresses in the 
patient medical record data is made secure using the proposed Whale-based attribute encryption process. We also 
periodically calibrate the whale suitability to generate corresponding public and private master keys, which ensures that 
the data is protected from unauthorized access or modification as it is transmitted to remote locations for analysis to 
inform medical decisions. Therefore, a model will be developed that has appropriate features to ensure secure data 
transfer and protect medical records from unauthorized access. 

 
Figure 1 IoT for secure communication in healthcare system 

 
Healthcare IoT provides many advantages, such as better as a better result of patients, higher caliber treatment and 

cost reduction. This allows medical experts to examine the transmitted data and take appropriate measures. As a result 
of these changes, many security-enhancing technologies have been created, but there are still high attack rates and 
insufficient protection and privacy. These issues include the lack of secure communication channels, vulnerability to 
cyber-attacks, and privacy concerns related to unauthorized disclosure of personal medical data. As can be seen in Fig. 
2, it is essential to use a strong authentication mechanism and an encryption method that can provide a secure 
communication channel to ensure that a secure communication protocol is established between the various devices 
involved in the process. It illustrates how wearable IoT sensors are embedded into the human body to monitor vital signs 
such as temperature, heart rate, and blood pressure. Before the collected data is securely transmitted wirelessly to cloud 
servers, it is encrypted using cryptographic techniques to ensure its safety. Encrypted personal data is stored in the cloud 
so that medical professionals can access it in case of an emergency. Moving a patient's medical records from IoT sensors 
to the cloud and then to doctors and clinicians for decision-making is particularly sensitive due to the large number of 
networked middleware devices and shared wireless communication links. We provide optimization-based encryption 
technology that generates secure keys to protect your data while efficiently managing network traffic. 
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Figure 2 Proposed Security framework in IoT-based healthcare system. 

 
In the field of medicine, where IoT sensors control the vital signs of patients and send updates to the cloud via local 

and extended networks connected with an area, the main objective of the proposed model is to ensure the transfer and 
data storage. Given the vulnerability of safety on the network according to sensors based on the screen of the Internet of 
Things, it is very important to recognize reliable authorities, data users, data owners, their rights and rights and rights 
unauthorized users and their access [24]. The proposed security algorithm consists of three main steps: encryption, 
decryption, and key creation. Fig. The overall process of implementing attribute-based encryption for medical data 
modifications is shown in Figure 3. A user must first be authenticated and authorized to edit a medical record. 

 
Figure 3 Encryption and decryption in the Proposed Framework 

 
The encrypted data is decrypted using the same encryption key and sent back to the database for secure storage 

after the user makes any changes. Establishing a new hash value is the final step to ensure the accuracy of the updated 
medical data. This value can be used to verify that all modifications have been made correctly and accurately. The 
proposed methodology uses a robust two-layer security procedure to protect medical data during transmission and 
storage. The first level of authentication ensures that only authorized data can be accessed. The attribute-based 

encryption method used to encrypt medical data is the second encryption level [25]. During transmission, health 
data is protected at this level. The Whale optimization algorithm was used in the proposed methodology to optimize the 
encryption level key generation procedure. WOA simplifies the key generation and selection procedure, improving 
efficiency and security. WOA is a metaheuristic strategy inspired by the hunting tactics of humpback whales. For meals, 
whales pursue Krill and small fish. These fish and Krill emphasize important aspects for important generations. The WOA 
method allows to dynamic modifying of the physical shape of the whale and identify ideal key qualities, as well as 
improving the key generation procedure. 

 
4. COMPARISON OF EXISTING MODELS IN HEALTHCARE IOT SECURITY 

The total number of CPU cycles (also called clock cycles) required by the processor to execute the instructions 
associated with a particular program or function is known as the execution time, which includes the time required for 
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the instructions to complete, plus any wait time incurred by memory accesses, I/O activity, etc. The execution time 
measured by Hertz is the maximum number of operations per second that can be executed by the processor. The 
execution time of the proposed model contrasts to DPLA, DLSB, FCTTP, and HECC in Table 2. Fig. 4 demonstrates that 
the proposed model outperforms DPLA, DLSB, FCTTP, and HECCS in terms of execution time for all sizes of IoT edge-
based sensor networks. Specifically, when five sensors were used, the FCTTP model achieved 27.5 ms, the DLSB approach 
achieved 20 ms, and the DPLA strategy required a run time of 40 ms. Furthermore, when 20 sensors were used, the DLSP 
model lagged behind the recommended model, while the HECCS model ran at 25 ms for five IoT edge-based sensors. 

 
Figure 4 Comparison of accuracy of different models over varying numbers of IoT sensors 

 
The term "throughput" refers to the amount of data a security algorithm can process in a given period. Often 

specified in bits or packets per second, it is used to quantify the speed of a particular computer system or network. It 
gauges how long an algorithm takes to do a task involving encryption or decryption; faster and more effective security 
techniques are indicated by higher throughput. As shown in Table 3, the designed model\'s increased throughput 
performance is contrasted with that of the PPDA, SWPAH, FCTTP, and suggested model. Considering the smallest 
network size with five Edge-based IoT sensors, the FCTTP model achieved a throughput of 318 Kbps, the PPDA model 
achieved a throughput of 432 Kbps, and the SWPAH model had a throughput of 260 Kbps. At 850 kbps, the fastest 
throughput was predicted. For the larger network size of 20 sensors, as shown in Fig. 5, the proposed design had a better 
throughput of 812 kbps compared to the existing security measures, which improved the system performance. 

 
Figure 5 Comparison of different models' execution times over varying numbers of IoT sensors 

 
The proposed research combines the advantages of Whale attribute encryption system and optimization. The 

combination of the two methods improves the security and efficiency of data transmission. The presented work provides 
a fine particle approach for data encryption and uses attribute encryption architecture to provide flexibility. Improve the 
secrets of the data, accurately control the data access, and select a function suitable for data encryption. Moreover, the 
use of asymmetric master keys balances security and efficiency, ensuring effective encryption and decryption for real-
time applications.Furthermore, we integrate a whale adaptation mechanism to dynamically update the whale's fitness, 
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thereby optimizing the encryption process. Furthermore, the system can identify features that pose a risk to data security 
by adding an additional security layer.The proposed method secures an IoT-based patient monitoring architecture 
enabled by edge sensors. Using private keys created, the properties of the system, such as Mac addresses, IP addresses 
and URLs, are encrypted before sending the patient's data to the recipient. Then, the performance of the suggested 
method is contrasted with that of the most advanced DPLA. 

 
5. CONCLUSION 

The proposed model protects security data by combining the advantages of WOA and Abe. The WOA included in the 
recommended approach optimizes the main generation process, the ABE provides effective encryption, and the patient's 
health data obtained from the Python library, which contains data accumulated from IoT -based sensors. Evaluated using 
PHR) patients and various attacks on the ground The study findings are also evaluated and compared with currently 
implemented security measures, such as DLSB, FCTTP, and PPDA, in terms of processing speed, energy consumption, 
data transmission rate, accuracy, and computational cost. The system displays impressive performance parameters, such 
as short execution times, low energy consumption, high throughput, and low computational costs. These features make 
it suitable for real-time healthcare applications. 
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