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ABSTRACT 
A violation of human rights, violence against women is not a new occurrence. Throughout 
Indian history, it has taken several forms. In the course of history, numerous women's 
rights activists campaigned against violence against women and for their empowerment 
society, yet her vulnerability and abuse have no bounds. Because of the information 
technology that revolutionised the way people communicate building a "Global Village" 
and ensuring that women have the same rights as men. An invention modern technology 
has drastically improved the lives of women throughout the world thanks to the Internet, 
smartphones, and tablets. Despite the fact that these innovations have provided 
enormous benefits for us, they are not without drawbacks. A significant impact on our 
daily lives and produced a significant hazard known as "Cyber Crime." Mostly, Women 
are frequently the targets of cybercrime because they are more vulnerable. In the absence 
of proof due to these factors, as well as the public's inherent distrust of the media, 
catching a criminal is a difficult task. Women have been targeted by cyber-bullying with 
regards to online slander, sexual misconduct or abuse, pornography or the use of false or 
misleading email addresses etc. Women are subjected to harassing and sexually explicit 
phone calls and emails as a result of their harassment and expose her to public scrutiny 
huge, to the point where she is contemplating taking her own life. The authors of this 
work assume that in India, how is violence against women affecting women's social lives?  
This article examines the causes and types of cyber-crime, as well as possible solutions. 
Women are the victims of cybercrime. 
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1. INTRODUCTION 
Increasing development of social media, including quick transmission of digital data, as well as the expanding usage of 
the web have all contributed to the rise of cyber-crime towards women like a worldwide issue having extremely serious 
social as well as economical repercussions. It is critical to make guarantee that everybody, especially women and girls, 
have connection to the web, which is quickly turning into a requirement for economical well-being and has become 
recognized like a basic human rights. However, there is an increase in crime towards women across every sectors and 
becoming a victim of cybercrime may be the most distressing encounter for a woman. Particularly in India, in which the 
legal system does not even adequately acknowledge cybercrimes as well as the community, denigrates women. Cyber 
bullying and other forms of online crime function similarly in that those who commit the crimes are not frightened of 
authorities who can punish them. Such blessing of such web is utilized by the criminals inclined to conduct wrongdoing 
and afterwards conceal beneath its cover given mostly by internet. This online world would be a computer simulation in 
which someone may hide or indeed fabricate their identification. On the one hand, digitization had strengthened India's 
structure in every way, including government, academia, and the economics, while at another alternative, this had 
unfortunately resulted in a significant increase in cyber-crime. As ancient as modern civilization, criminality includes 
societal as well as economical phenomena. In essence, crime would be a judicial notion with its own portion of said 
legislation. An offence, often known as a felony, is just a lawful infraction which might be punished through legal 
procedures. Whatever its form, criminality constantly has an impact on civilization, whether explicitly or implicitly 
(Oyero et al., 2018). Numerous fresh offenses had evolved as a result of the continued rise in the usage of computers plus 
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online internet; these offences were often known as cyber crimes. Whatever demographic in civilization might be 
considered subject of such offenses, although the majority of victims were women. Women become the true victims of 
cybercrime in Indian civilization. 
The writers of this synopsis will examine how the advancement of technologies plus the resulting easy accessibility 
towards the web and social networking channels play a vital part in the rise of cybercrimes towards women within Indian 
culture. The web users, particularly women, were increasingly vulnerable to crimes committed online, often known as 
"cyber-crimes," than men. Inside this paper, the writer will talk about the different kinds of cybercrimes which may 
happen to women plus why those could harm them. This synopsis skims through some of the statutes, including the 
Information Technology Act of 2000 and the fundamental responsibility, which apply to defend women in these 
situations. To reach an outcome, it shall consult a number of well known cybercrime cases, such as the Sulli Deals and 
Bulli Bai case. Likewise a thorough analysis of the reasons of the current rise in cybercrime against women will be 
discussed. The Indian Constitution's expanded article 21 now includes the right to privacy as well as the Article 14 of the 
Indian Constitution will be discussed. Therefore, anytime a cybercrime relates to an individual's personal ownership or 
private belongings, the defendant may be charged with violating Article 21 and Article 14 of the Indian Constitution, as 
well as the appropriate penalty may be employed upon them. In addition, a number of solutions to India's rising 
cybercrime towards women will be discussed. Towards the closing, it will concentrate mostly on alternatives open to 
cybercrime survivors as well as the adjustments that must be made to the judicial process if cybercriminals are to be 
properly put in their place. The many causes of the rise in cybercrimes towards women plus their repercussions upon 
those victims will also be emphasized.  
 

2. CYBER-CRIME RELATED CASES HISTORY 
The episode of Ritu Kohli became the earliest instance of cyberstalking to be recorded in India. This victim reported to 
the authorities about someone allegedly utilizing her identification while communicate digitally. She additionally 
reported claimed the offender had disclosing the victim's information digitally while utilizing profane speech. Her 
personal information had also been exposed, which resulted in many calls at unusual times. Authorities tracked down 
the "IP" location like a result, looked into the situation, which finally detained accused culprit, Manish Kathuria. 
Regarding insulting Ritu Kohli's integrity, the authorities have filed a complaint underneath Section 509 of such Indian 
Penal Code. However, Statute 509 of the Indian Penal Code solely applies to words, gestures, or actions designed to 
degrade a woman's integrity; while the equivalent tasks were performed online, the stated segment makes no reference 
of it. Cyber stalking being not among of those circumstances stated there in segment, hence Ritu Kolhi's case served as a 
warning towards the authorities to enact legislation addressing the aforementioned offense and pertaining towards the 
safeguarding of sufferers within such identical. Like a consequence, Section 66A of the Information Technology Act of 
2008 (ITAA 2008) became introduced, that establishes penalties for delivering inflammatory statements via 
telecommunications services, including up to 3 years in jail plus a penalty. 
One such recent case of cyber crime against women in India was the Sulli Deals and Bulli Bai case. Somewhere at 
conclusion of March 2021, overall had approximately 825 million online customers in India, according to the Telecom 
Regulatory Authority of India. There are very few fake versions among the majority of the real ones. However, these 
criminals are capable of wreaking deadly devastation on the country, its government, its business, as well as the private 
and public existence of its people. The accessible programmer Bulli Bai, which is published on the website GitHub and is 
used for "listing Muslim women," demonstrates how it may also put burden on the nation's delicate societal fiber. 
Comparable to this, Sulli Deals was established in July of 2021 featuring accounts of about 80 Muslim women, referring 
to those as "bargains of a day." There were also numerous undisclosed examples of women being subjected to cyber 
bullying, harassment, extortion, and espionage whilst Bulli Bai and Sulli Deals grabbed news as well as the Mumbai and 
Delhi policemen had collaborating also with Cyber Emergency Reaction Group, India, to find the perpetrators (Al-
Nasrawi et al., 2021). 
 

3. CYBER CRIME AGAINST WOMEN 
Cyber Stalking: The web is a reflection of reality. This implies because it also depicts actual life as well as genuine 
individuals dealing through actual life issues. Women were typically the targets of male cyber stalking. Cyber stalking 
has no one set description that is acknowledged everywhere. It entails tracking a woman's online travels by sending 
emails to the target on a regular basis, accessing discussion sites the target frequents, putting comments (often menacing 
ones) on notice-boards that target frequents, etc. Typically, a stalker's messages have no genuine aim other than to 

https://www.granthaalayahpublication.org/Arts-Journal/index.php/ShodhKosh


Abhilasha Vaishnav, and Dr. Beena Dewan 

ShodhKosh: Journal of Visual and Performing Arts 1608 
 

intentionally create psychological pain. Because he feels one cannot be harmed personally in cyberspace, one would not 
have to depart his house in order to discover or torment his victim. He seems to have no concern of actual harm. 
 
CYBER DEFAMATION: The deliberate violation of "someone people's ability to their sterling reputation" is known 
as cyber defamation. Through the aid of technology and online Web, cyber defamation takes place. Because of its speed, 
it is viewed as a greater threat. Despite little difficulty, a defamatory document may be transmitted to a huge amount of 
people. Long afterwards, once the harm had been determined, a tangible demonstration of the crime is discovered. A one 
malicious allegation that circulates online has the power to transform how the world perceives the victimized lady in 
unexpected as well as unforeseen ways. Women are the ones who suffer the hardest by it because of how fragile women's 
dignity, reputations, as well as societal position have been in Indian society. 
 
E-MAIL HARASSMENT: Lawmakers as well as professionals are concerned about a number of difficulties that have 
arisen as a result of e-mail becoming the predominant mode of contact. Due on the simplicity in how email may be created 
and delivered, individuals are typically less cautious when writing emails than consumers might be if users were 
dedicated the email's substance to writing. Email, almost by design, promotes individuals to be honest as well as 
transparent in the debate. Blackmailing, menacing emails, writing love messages repeatedly under false identities, 
including writing humiliating emails frequently are all examples of email harassment. Email is competent of carrying out 
exactly the duties associated with regular mailing (Sheikh et al., 2019). 
 
CYBER PORNOGRAPHY: Any publishing, distribution, or cause of publishing in digital format of the any content 
involving sexually graphic deed or behavior is prohibited under Section 67 of such Information Technology Act. That 
implies that it was not against the law to see cyber pornography in India. It is not illegal to just acquire, watch, and save 
any information. Nevertheless, it is illegal to broadcast and spread cyber pornography by chatting apps, emails, or 
whatever alternative electronic communication method. Some more cyber crimes against women can include morphing, 
phishing, trolling mail- spoofing and so on. 
 

4. CYBER LAWS IN INDIA 
The Information Technology Act, 2000 ("IT Act"), that went under effect on October 17, 2000, contains the legislation 
governing cyberspace in India. The major goals of the Act are to make digital trade lawful as well as to make it easier to 
file digital documentation for the authorities. India's primary law governing that usage of computing, computing 
programs, and computing networking as well as material including data in electronic version has been the Information 
Technology Act, 2000. Different areas of computerized identification, cryptographic functions, cybercrimes, including 
networking managed services responsibility have been covered by this law. 
The Preamble towards the Act asserts that this intends to facilitate automation of processes of records to federal 
organizations but to provide formal protection for exchanges made through digital knowledge interplay as well as third 
company forms of digital interaction, also known as e- transactions. These exchanges typically entail using options 
available to journal article methodologies of interaction as well as details backups. 
The IT Act of 2000 had been created to advance the IT sector, control online transactions, simplify e-governance, and 
stop cybercrime. This Act likewise aimed to promote defense standards in India which might benefit the nation 
internationally. The Amendment was developed to resolve problems that the initial statute did not consider before. It 
was also to account for the advancement of IT plus associated safety considerations which have arisen ever since time. 
The IT Act, 2000 is divided into 90 parts and 13 divisions. 
This Information Technology Act of 2000 does not appear to generally safeguard women's modestly, despite the fact that 
the Indian Constitution grants women an equality rights to live, schooling, healthcare care, meals, as well as employment. 
The IT Act, 2000 does not contain any sections which particularly address crimes towards women, unlike those found in 
the Indian Penal Code, the Indian Constitution, or even the Code of Criminal Procedure. In what seems like a current 
advancements, the administration established an advisory committee to examine the holes as well as difficulties in 
controlling cybercrimes as well as to create a blueprint for efficiently combating them. Predicated upon that firm's 
suggestions, the government authorized a Cyber Crime against Women and Children arrangement (Dewan et al., 2021). 
The fundamental clause of Section 77 of the IT Act states stated the Indian Penal Code's rules shall continue to operate 
in any situations adding thus receiving a punishment for whatever section of the IT Act does not exonerate any criminal 
form their obligations within other laws. Cyber-stalking, cyber-defamation, cyber-sex, the broadcast of pornographic 
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materials, including intruding into someone's private space are offenses that are specifically aimed at women. These 
offenses are all quite widespread in today's society. 
 

5. CONCLUSION 
Humans are now in a digitized realm when cyberspace has no geographical bounds and encompasses all whole planet. 
Like a consequence, cybercrime is on the rise everywhere, even in India. One main problem with cybercriminals is that 
it is always changing due to the continuing development of digital technologies. Like a consequence, different 
cybercriminals strategies as well as tactics were used. Hence, the relevance of cybercrime must be equal to that of 
different types of criminality in modern civilization. The main issue with cybercrime would be the method of operation 
plus perseverance of the cyber attack. To rapidly discover the exact offender, the enforcement, the court system, as well 
as the investigation organizations must keep current on internet software advances. The judicial framework including 
regulating organizations have a responsibility to stay pace to technical advancements and make certain those technical 
improvements don't end up being instruments of exploit and harassing. Authorities have the power to enact laws which 
guarantee the protection of individual values, particularly those of women, both digitally and in real-world settings. 
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