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updates meetings as a result of digital era demands is the rise in Zoom bombing attacks. This

abstract investigates the security and legal implications of zoom bombing, or the

disruptive and unwelcome entry into virtual meetings. We investigate the causes of Zoom
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1. INTRODUCTION

The digital age has brought in a new era of connection and communication, revolutionising how individuals and
enterprises interact, collaborate, and do business. Virtual meetings, fuelled by cutting-edge technology and
communication platforms like Zoom, are at the vanguard of this transition. These virtual gatherings have matured into
critical instruments for smooth international communication, in addition to transcending geographic distances. While
the world immediately recognised the benefits of virtual communication, it also introduced a number of previously
unheard-of challenges. One of these challenges is the upsetting and disruptive Zoom bombing phenomenon. (Secara,
2020). This paper carefully investigates the legal and security issues associated with zoom bombing in the digital era. By
assessing the different challenges, it offers, we want to obtain insights into the origins, motives, repercussions, and steps
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taken to combat and mitigate the impact of this evil behaviour. Understanding the complex interplay between the legal
and security elements of zoom bombing is critical for developing successful techniques that secure virtual meetings and
ensure the viability of digital collaboration as the digital landscape evolves.

This study intends to shed light on the fundamental ramifications of Zoom bombing by a thorough analysis of real-
world situations, legal frameworks, security measures, and the expanding landscape of virtual communication. We will
discuss how platform providers, organisations, and users are attempting to defend virtual meeting spaces against
potential invasions, as well as the global nature of these attacks, the jurisdictional difficulties they present, and their
nature as attacks. We aim to provide a complete picture of the risks and opportunities in the digital meeting landscape
by examining the effects of Zoombombing on various industries and user groups.

By doing this, we hope to advance our understanding of the dangers of virtual meetings and offer stakeholders
information that will help them take preventative action to lessen these dangers. We aim to provide people and
organisations with the information and resources necessary to handle the problems of the digital era while enabling
secure and productive virtual connections by considering the legal, security, and ethical aspects of zoom bombing. In
order to preserve the integrity and durability of digital collaboration in the current world, we emphasise the crucial
significance of defending virtual meeting spaces against the rising wave of Zoom bombing attacks.

Applications for video conferencing have seen a meteoric rise in popularity in recent years. As a result of COVID-19,
offices, schools, and places of worship have gone online, the Federal Bureau of Investigation (FBI) has issued public
warnings that Zoom calls are being targeted and hijacked. (Federal Bureau of Investigation 2020). Zoombombing is a
new and troubling trend that unfortunately has grown in popularity. Zoombombing is the unintentional interruption of
Zoom meetings by mischievous or malicious individuals. It can occur in a variety of ways, including distributing material
that is obscene or explicit, making noises that are disruptive, or even taking over the meeting. Particularly in professional
or educational settings, such actions can be extremely disruptive and distressing. (Siddiqui, Ahmad, 2023).

Zoom bombing was first reported at the beginning of 2020, shortly after the pandemic compelled many
organizations to move their operations online. (Ling, Balci, et.al,, 2020). As Zoom filled in notoriety, so too did the
pervasiveness of Zoombombing assaults. Now and again, these assaults have had serious outcomes, like the interference
of trials or clinical meetings. Zoombombing poses a significant threat to both individuals and organizations. It brings up
concerns regarding freedom of speech, security, and privacy. (Chen, Zou, 2023). The rise of Zoombombing has
highlighted the significance of user education in preventing such attacks and exposed flaws in the security measures
utilized by video conferencing applications. Zoom and other video conferencing applications have taken a number of
precautions to stop Zoombombing. For instance, a waiting room feature that lets the host control who enters the meeting
was made available by Zoom. They likewise added elements to assist has with overseeing members, for example, the
capacity to quiet or eliminate problematic participants. Also, Zoom has expanded its encryption norms to more readily
safeguard client information. Regardless of these endeavours, Zoombombing stays a relentless issue, and clients should
stay careful to guarantee that their gatherings are secure. (Secara, 2020).

Due of the issue of Zoom bombing, legislatures and associations all over the planet have gone to different lengths.
For instance, in March 2020, the Federal Bureau of Investigation (FBI) issued a warning about the possibility of
Zoombombing attacks and urged users to take the necessary safety precautions. (Federal Bureau of Investigation, 2020).
In April 2020, the Ministry of Home Affairs of India issued an advisory urging all states to prevent Zoom bombing attacks.
(Ministry of Home Affairs, 2020). The National Cyber Security Centre (NCSC) in the United Kingdom issued advice on
how to protect applications for video conferencing. (NCSC, 2020).

2. PURPOSE AND OBJECTIVES OF THE RESEARCH

o The purpose of this research dwells upon doing a critical study of Zoom bombing especially during the
COVID-19 and post this period.

e To evaluate the reasons of Zoom bombing during virtual meetings.
e To assess the current legislative and enforcement mechanisms to combat zoom bombing.

e To analyse the role of Information Technology Act, 2000 to curb the menace of this crime.
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3. METHODOLOGY

The methodology adopted for this study is doctrinal in nature. The article revolves around the concept of Zoom
bombing which is a cyber crime committed in the cyber space. It focusses upon how this crime found its relevance during
the unprecedented wave of COVID-19 pandemic. An in-depth analysis is made as in what are the different stages of
committing zoom bombing. We have gathered data from secondary sources in the form of literature review, articles
indexed in SCOPUS and Web of Science, websites and newspapers. Some important legislations have also been referred
to which are as follows:

e Indian Penal Code, 1860

¢ Information Technology Act, 2000
e Constitution of India, 1950

e Indian Evidence Act, 1872

e Digital India Bill, 2023

The judgements have been referred to various High Courts of the country and Supreme court of India, from reliable
databases of Manupatra and SCC Online. International legislations and provisions have also been referred too in
understanding the different nuances and contours of Zoom bombing in the global scenario.

4. RESULTS AND DISCUSSION

Due of the growing usage of software for video conferencing for socialising, education, and business amid the COVID-
19 pandemic, the occurrence of Zoom bombing has grown. As a result of the pandemic, individuals all over the globe
have been compelled to stay at home, leading to a surge in virtual work and online schooling. During the outbreak of the
pandemic, the kind and number of new Zoom users changed substantially in comparison to those for whom the
programme was developed. (Turk 2020).

Zoom bombing, or disturbing or interrupting a Zoom chat with unwanted or obscene information, occurs in phases.
Zoom bombing is additionally referred to as "weaponization of Zoom". (Lorenz and Alba, 2020). These phases may vary
depending on the Zoom bombing method used, but they typically consist of the following:

Designing: The person or group involved for the Zoom bombing finds a target Zoom conference by using openly
accessible meeting links or by hacking into a Zoom account. They may also think about the type of information they will
use to interrupt the meeting.

Access: The zoom bomber gains entry to the Zoom conference via a publicly accessible connection to the meeting or
by hacking into a Zoom account. They may also use computer programmes to determine or break the username and
password for the meeting.

Disarray: When a zoom bomber obtains entry to a Zoom conference and transmits improper or offensive
information, such as images or profanity, this is what happens. They may also utilise screen sharing to display offensive
content to all conference attendees.

Escape: After disturbing the meeting, the zoom bomber may try to avoid discovery by swiftly exiting the room or
turning off their gadget.

This increased usage has resulted in an increase in the number of Zoom bombing incidents. This type of behaviour
can take several forms, such as distributing unambiguous or unfriendly content, producing troublesome clamours, or, in
any case, commandeering the meeting. As a result of the COVID-19 pandemic, the Zoom bombing problem has gotten
considerably worse. Attackers have more opportunity to interrupt meetings as the percentage of individuals utilising
video conferencing software for education and employment grows. Many anti-black and antisemitic student
organisations, for example, participate in "Zoom bombing."(Johnson, 2020) in which video calls are invaded in order to
engage in unwanted and disruptive intrusions, which frequently climax in verbal attacks. Similarly, people from
marginalised or stigmatised groups typically report negative social interactions on social companionship networks.
(Meanley, 2020). Furthermore, the unanticipated trend towards remote work and online training has meant that many
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organisations may not have had the necessary security measures in place to prevent such attacks. Zoom bombing in
Coronavirus has resulted in a variety of outcomes, including the disruption of studies, clinical meetings, and instructional
seminars. This type of activity, especially in professional or educational contexts, has the potential to be exceedingly
disruptive and distressing. Furthermore, it may result in legal liabilities as well as an invasion of confidentiality and
information security. In several cases, the courts have addressed the problem of unauthorised access to virtual meetings.
For example, the Gujarat High Court was forced to postpone an online hearing scheduled for September 2020 because
one of the participants started playing a song on his cell phone. The incident prompted the Court to issue guidelines for
online hearings, which included a need for members to maintain decency during the proceedings. (Sree Sudha, 2023).
Similarly, the Karnataka High Court had to postpone a virtual hearing in May 2020 when an unauthorised person
accessed the meeting and began playing music. The incident prompted the Court to issue guidelines for conducting
virtual hearings, which included the use of secure passwords and the obligation for members to be cautious about
unauthorised access. The Information Technology Act, 2000 doesn’t criminalise zoom bombing. Zoom bombing has been
made as a federal offence in the U.S.A. which can call for an imprisonment. (Statt, 2020).

Some Zoom bombing cases have been decided by court outside of India. In April 2021, for example, a US district
judge in California dismissed a lawsuit against Zoom, arguing that the company had failed to adequately safeguard users
against Zoom bombing. (Stempel, 2021). Zoom was deemed to be protected by Section 230 of the Communications
Decency Act of 1996, which shields online platforms from liability for user-generated material. However, in a news
release, the US Attorney's Office for the Eastern District of Michigan declared zoom bombing to be a federal violation in
the United States, punishable by fines and imprisonment. (Devereaux, 2020). In another case, a person in the United
States was sentenced to 15 years in prison for hacking into Zoom meetings and sending child pornography. (United States
Attorney's Office, 2023). The case highlighted the potential dangers of Zoom bombing as well as the need of people and
companies adopting the proper security procedures. Although there aren't too many incidents of Zoom bombing, those
that have occurred have compelled judges to provide guidelines for conducting virtual meetings, as well as the necessity
for individuals and organisations to take essential security steps. As remote work and online education grow more
widespread, stakeholders must be wary of the risks of illegal access to virtual meetings.

The legal reaction to zoom bombing in the context of virtual meetings will probably to be based on existing
cybercrime and privacy rules. Courts would evaluate whether unauthorised admission into virtual meetings constituted
a violation of privacy, unauthorised access, or online harassment. Legal frameworks would be used to determine the
scope of culpability for platform providers and people that carry out Zoom bombing attacks.

e Laws Concerning Unauthorised Access and Hacking: Zoombombing mainly entails gaining access to virtual
meetings without authorization. In order to assess whether Zoombombing involves unauthorised access to
computer systems, networks, or data, courts would consider current hacking rules and regulations, opening the
door for criminal prosecution against the offenders.

e Privacy Infractions: If sensitive information is compromised, the intrusion into virtual meetings may also cause
privacy problems. Courts would determine whether participants in virtual meetings have a legitimate
expectation of privacy and whether Zoom bombing violates that expectation. Privacy laws might apply,
depending on the jurisdiction.

e Cyberbullying and Harassment: Cyberbullying or cyber harassment laws may be relevant if the Zoom bombing
incident involved the broadcast of offensive, hostile, or explicit content. Courts would consider if Zoom bombers'
conduct violates preexisting legislative prohibitions against such behaviour and whether it amounts to online
harassment or bullying.

e Jurisdictional Issues: Since the internet is a worldwide phenomenon, jurisdictional issues frequently arise in
cybercrime cases. Attackers who commit zoom bombing may come from other countries, needing law
enforcement agency collaboration as well as perhaps using international laws and treaties.

e Platform Provider Liability: Depending on the circumstances, platform providers such as Zoom may be held
accountable for the safety precautions they implement as well as their duty of care to users. Courts can
determine whether they took enough efforts to prevent unauthorised access and reduce the possibility of Zoom
bombing.

e Educational and Workplace Context: In situations of Zoom bombing during educational sessions or workplace
meetings, courts may examine the educational institutions' or employers' obligation to provide a safe
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atmosphere for participants. If it is discovered that the institution did not implement adequate security
measures, proceedings may be undertaken against it.

It's important to realise that judicial verdicts might vary substantially based on jurisdiction, local legislation, and the
specifics of each case. The rapidly evolving digital world may result in new interpretations of law or legislative changes
over time. If cases involving zoom bombing continue to emerge and grow, the legal position on this issue may become
clearer, perhaps leading to more specific legal precedents and suggestions. Legal experts, current court cases, and legal
news sources should be consulted for the most current and accurate data on judicial stances and legal developments
related to zoom bombing.

5. ISSUES AND CHALLENGES

The rise of virtual meetings has brought forth new hazards and concerns that go beyond the convenience they
provide, driven by the demands of the digital world and hastened by the COVID-19 pandemic. This paper explores the
numerous problems and difficulties brought on by the frightening Zoombombing phenomena, illuminating the complex
security and legal considerations it raises in the context of the internet.

Data breaches and privacy invasions: Zoombombing assaults invade participants' privacy by inserting
unauthorised and frequently offensive content into virtual meetings. The intrusions disclose critical information
shared during meetings in addition to disrupting the flow of business. Finding a balance between effortless
collaboration and protecting sensitive data is the difficulty.

Regulatory Complexities: When prosecuting Zoom bombing offenders, the global scope of the internet creates
jurisdictional difficulties. Coordination between law enforcement agencies and legal systems can be challenging
because of the possibility that perpetrators operate from other nations. Harmonising legal strategies and
creating a clear framework for international cooperation become essential.

Legal Definitions and Frameworks: Zoom bombing blurs the distinctions between the term’s cybercrime,
hacking, harassment, and privacy breaches as they are currently defined by the law. The difficulty lies in
modernising established legal frameworks so that they effectively account for the subtleties of disruptions of
virtual meetings.

Platform Operator Responsibility: Platforms for virtual meetings like Zoom are accountable for maintaining
safe environments. Determining the level of responsibility for Zoom bombing instances is difficult. Clarifying the
roles of platform providers and meeting planners in relation to user expectations, technology capabilities, and
legal requirements is difficult.

Technology Whack-a-Mole: As platform providers improve security controls to stop Zoom bombing, criminals
adapt and discover new ways to exploit weaknesses. Maintaining a proactive attitude while regularly
discovering and addressing new risks while minimising disruptions for authorised users is difficult.

User Awareness and Education: Participants run hazards since they are ignorant of security features and
appropriate practises. It can be difficult to instruct users on meeting settings, privacy settings, and how to spot
possible Zoombombing, especially in circumstances where users have different degrees of technological
expertise.

Cultural Sensitivity: Content that is offensive and hateful is frequently used in zoom bombing events.
Recognising and resolving the cultural quirks that play a role in the motivations behind such attacks is difficult,
and doing so will help to ensure that solutions are appropriate and inclusive in a variety of circumstances.

Rapid digital change: Rapid changes in the digital environment result in the introduction of new tools and
vulnerabilities. Legal frameworks and security protocols must evolve swiftly enough to keep up with new risks,
particularly when virtual interactions continue to change communication standards.

Security and Accessibility: 1t might be difficult to strike a balance between maintaining user-friendly
accessibility and implementing strong security measures. Overly lax restrictions can exclude legitimate users,
while tolerant conditions might leave meetings vulnerable to Zoombombing hazards.
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o Enforcement and Dissuasion: Effective enforcement measures and suitable penalties are needed to successfully
prosecute Zoom bombers and discourage additional assaults. But closing loopholes in legal frameworks and
punishments that can effectively deter cybercriminals is a difficult task.

Addressing these problems and problems requires a comprehensive strategy that includes legal reforms,
technological innovation, education, and international cooperation in the pursuit of secure and fruitful virtual
connections. Stakeholders may establish a safer and more durable digital environment for virtual meetings in the digital
age by managing these obstacles.

6. RECOMMENDATIONS

The rapidly changing virtual meeting environment need a diverse strategy to combat the growing threat of
Zoombombing. Stakeholders can promote safe and effective virtual interactions by addressing legal, technological, and
user-oriented issues. The following suggestions are made in this study to lessen the dangers of zoom bombing:

e New technologies: Zoom bombers are expected to create additional tools and tactics for accessing and stopping
Zoom sessions in the future. Zoom bombers' techniques may evolve to circumvent security measures when
zoom and other platforms offer new capabilities.

e Coordination at global sphere: Zoom bombing is a global problem, international cooperation and collaboration
may be necessary to fully address it. Sharing information on Zoom bombing incidents and strategies, as well as
establishing uniform criteria for avoiding and responding to Zoom bombing, might be part of this.

e Legal Consequence: Cybercrime, data protection, intellectual property, and anti-discrimination laws may
all be raised by zoom bombing. Individuals and companies who utilise Zoom may be required to manage
these legal difficulties and take appropriate procedures in order to avoid legal responsibility.

e User education and awareness campaigns: To avoid Zoom bombing incidents, organisers and
participants should get security training and best practises. Users may actively engage in their own
online safety if they have simple access to tools that teach how to safeguard meetings.

e Collaborative Research and Development: Academic institutions, cybersecurity specialists, and platform
providers should collaborate on research to identify future risks and develop innovative responses. This
proactive method can help to maintain resilience to Zoom bombing assaults.

o User Reviews and Feedback on a Regular Basis: Platform providers should encourage users to leave feedback
on security features and report any issues they encounter. User feedback is routinely considered, which can
result in more efficient security enhancements.

e Transparent Reporting Mechanisms: Platforms must provide clear methods for reporting Zoom bombing
incidents. Rapid responses to reported situations can help prevent additional disruptions and build user trust.

o Ethical Hacking and Vulnerability Testing: Ethical hackers should be used by organisations to uncover and
report problems in their virtual meeting platforms. Regular vulnerability assessments and bug reward schemes
may encourage ethical information sharing while also fortifying platform safeguards against potential attacks.

Implementing these suggestions would help stakeholders improve the virtual meeting defences against
Zoombombing attacks, fostering a safe and effective digital collaboration environment. Protecting the integrity of virtual
interactions in the digital era requires a comprehensive strategy that includes legal reforms, technology advancements,
education, and international cooperation.

7. CONCLUSION

The unparalleled connection of the digital era has revolutionised global contact, with virtual meetings emerging as
a critical tool. However, the rise in Zoom bombing, a disruptive and destructive practise, raises worries about the
integrity of virtual interactions while also revealing serious legal and security loopholes. Beyond traditional boundaries,
zoom bombing poses complex legal, technological, and ethical issues. The hazards range from data breaches to
jurisdictional issues, affecting platforms, users, and criminals. To address these difficulties, a collaborative approach is
required. Platforms must improve security while allowing for user personalization. Governments and international
organisations must collaborate to create a worldwide legal framework that ensures collaboration and speedy action
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against criminals. Education efforts that equip users to safeguard virtual areas, spot Zoom bombing indicators, and
respond successfully are critical. Promoting cultural sensitivity and appropriate behaviour reduces the spread of
offensive information. Adaptability is essential in the ever-changing digital world. Continuous monitoring and research
are required in the ongoing race between innovation and harmful methods. Ethical hacking and expert cooperation can
deliver cutting-edge insights into dangers. To address the threats of Zoom bombing, a secure digital environment for
virtual meetings is required. By embracing proactive security and implementing proposed solutions, stakeholders may
prevent Zoom bombing and design a future in which virtual relationships can flourish unfettered. Addressing legal and
security problems collectively will determine whether virtual meetings remain a smooth connectivity hub or fall victim
to intrusion as the digital era advances.
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