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ABSTRACT

This paper presents a novel approach to enhancing security in artificial intelligence
systems through the fusion of Discrete Wavelet Transform (DWT)--based watermarking
with a Hybrid Anomaly Detection Framework (HADF). Traditional watermarking
techniques often struggle to withstand various attacks in digital environments, especially
in the context of Al systems where the stakes are high. In response, the proposed
framework combines the robustness of DWT-based watermarking with the adaptive
capabilities of anomaly detection to create a more resilient security mechanism. The DWT-
based watermark embeds imperceptible information into the host data, serving as a
unique identifier for authentication and ownership verification. Meanwhile, the Hybrid
Anomaly Detection Framework leverages machine learning algorithms to continuously
monitor system behavior, detecting and responding to anomalous activities in real time.
By integrating these components, the proposed framework not only enhances the security
of Al systems but also ensures their integrity and reliability in the face of evolving threats.
Experimental results demonstrate the effectiveness of the approach in detecting and
mitigating attacks while maintaining system performance and usability. Overall, the
fusion of DWT-based watermarking with the Hybrid Anomaly Detection Framework

offers a promising solution for bolstering security in Al systems, thereby fostering trust
and confidence in their deployment across various domains.
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1. INTRODUCTION
In an era where artificial intelligence (Al) systems play increasingly pivotal roles across diverse domains, ensuring their
security and integrity is paramount. Traditional methods of securing digital content, including watermarking techniques,
often face challenges in robustness and resilience against sophisticated attacks. In response to these challenges, this
paper introduces a novel approach that integrates Discrete Wavelet Transform (DWT)--based watermarking with a
Hybrid Anomaly Detection Framework (HADF) to fortify the security of Al systems.

I. Artificial Intelligence system
An artificial intelligence (Al) system is a computer-based system that performs tasks that typically require human
intelligence. These tasks include understanding natural language, recognizing patterns in data, making decisions, and
learning from experience. Al systems are designed to simulate human cognitive abilities such as reasoning, problem-
solving, perception, learning, and decision-making, albeit in a computational manner.
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Problem Solving: Al systems are good at solving problems, like figuring out patterns in data or making decisions based
on information they're given.

Learning: Just like you learn from experiences, Al systems can learn from the information they're given and get better
at their tasks over time.

Understanding: Al systems can understand things like pictures, speech, and text. For example, they can look at a photo
and tell you what's in it, or listen to your voice and understand what you're saying.

Making Choices: Al systems can make decisions based on what they know and what they've learned. They can pick the
best option out of a bunch of choices.

Doing Things on Their Own: Some Al systems can work without needing someone to tell them what to do. For example,
self-driving cars can drive themselves without a person controlling them.

Dealing with Uncertainty: Sometimes, Al systems don't have all the information they need. But they're good at making
educated guesses based on what they do know.

Important Considerations: While Al systems are really helpful, we have to be careful with them. They need to be fair,
accurate, and respectful of people's privacy. Fig shows the diagram of artificial intelligence.

Machine Learning

Perception Expert system

\\N ) 4
Artificial

Intelligence

—

Robotics Meural network

Problem Solving

Fig 1 Artificial Intelligence

2. WATERMARKING ALGORITHMS
Watermarking algorithms are techniques used to embed imperceptible information, called watermarks, into digital
media such as images, audio, or video. These watermarks serve various purposes, including copyright protection,
authentication, and content integrity verification.

Spatial Domain Watermarking: Spatial domain watermarking involves directly embedding the watermark into the
spatial domain of the host signal, such as the pixels of an image or the samples of audio. This method is straightforward
to implement and computationally efficient. However, spatial domain watermarks are susceptible to common image
processing operations like compression, resizing, and cropping, as well as geometric distortions and attacks.
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Frequency Domain Watermarking: Frequency domain watermarking transforms the host signal into the frequency
domain using techniques like Discrete Fourier Transform (DFT) or Discrete Cosine Transform (DCT) and embeds the
watermark into the frequency coefficients. This approach provides resistance to certain types of attacks compared to
spatial domain methods. However, frequency domain watermarks may be vulnerable to compression and certain signal
processing operations.

Wavelet Transform-based Watermarking: Wavelet transform-based watermarking utilizes wavelet transforms to
decompose the host signal into different frequency bands and embeds the watermark in these bands. This method offers
multi-resolution analysis, allowing for robust watermarking across different scales. However, wavelet transform-based
watermarks may be sensitive to scaling and rotation attacks.

Spread Spectrum Watermarking: Spread spectrum watermarking spreads the watermark across the entire host signal
using pseudo-random sequences. This technique provides high robustness against various attacks because the
watermark is distributed throughout the signal. However, spread spectrum watermarking requires careful
synchronization between the embedding and extraction processes.

Quantization-based Watermarking: Quantization-based watermarking embeds the watermark by modifying the
quantization levels of the host signal. This method is simple and computationally efficient but may offer limited
robustness against signal processing operations and compression.

Statistical Watermarking: Statistical watermarking modifies the statistical characteristics of the host signal to embed
the watermark. This approach achieves high invisibility and can be robust against certain attacks. However, statistical
watermarks may be vulnerable to statistical attacks and require careful selection of statistical features.

Fingerprinting Watermarking: Fingerprinting watermarking embeds unique identifiers, called fingerprints, into the
content. This enables individual identification of copies and offers high robustness against common attacks. However,
fingerprinting watermarking requires a secure database for fingerprint management. Fig shows the diagram of the
classification of digital watermarking.

Digital
Watermarking
Perceptibility Host Signal Damain Accessibility
> Text
» Image
Invisible Wisible Transform Spatial Public Private
- Audio 1
+ Robust > DCT - LSB
Semi-Fragile = Ve —s DWT | — Correlation
_ Fragile — DFT — Spread Spectrum

| . SVD . Patchwork
Fig 2 Classification of Digital Watermarking [7]
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II. Hybrid anomaly detection
The anomaly detection process involves identifying unusual patterns or outliers in data. It typically consists of several
steps, which can vary depending on the specific techniques and algorithms used. A block diagram of an anomaly detection
system can provide a visual representation of its components and how they interact. An explanation of each block is
described below.

Data Collection
This block represents the initial step of gathering data from various sources such as sensors, logs, databases, or other
data repositories. The data collected can include numerical, categorical, or time-series information.

Data Pre-processing

In this block, the collected data undergoes pre-processing steps to ensure its quality and suitability for analysis. This may
involve handling missing values, removing duplicates, scaling features, encoding categorical variables, and addressing
outliers.

Feature Selection and Engineering

Here, relevant features are selected or engineered to capture the underlying patterns in the data. This block may include
techniques such as dimensionality reduction, feature extraction, or transformation to better represent the data for
anomaly detection.

Anomaly Detection Model

This block encompasses the core anomaly detection algorithms or models used to identify abnormal patterns or outliers
in the data. Depending on the nature of the data and the requirements of the application, various techniques such as
statistical methods, machine learning algorithms, or deep learning models may be employed.

Threshold Setting

After the anomalies are detected, this block involves setting a threshold or cutoff value that separates normal data from
anomalies. This threshold can be adjusted based on the desired balance between false positives and false negatives,
depending on the application's requirements.

Alerting and Reporting

Once anomalies are detected, this block generates alerts or notifications to alert stakeholders or trigger further
investigation. The alerts can be delivered through various channels such as email, SMS, dashboard visualization, or
integration with existing monitoring systems.

Feedback and Iteration

This block represents the feedback loop where the performance of the anomaly detection system is continuously
monitored in the production environment. Feedback from domain experts and stakeholders is collected to refine the
models, update features, or adjust thresholds as needed. This iterative process helps improve the accuracy and
effectiveness of the anomaly detection system over time.

Data Visualization and Interpretation

This block involves visualizing the detected anomalies and their context to aid in interpretation and decision-making.
Data visualization techniques such as plots, charts, or dashboards can be used to present the detected anomalies and
their associated features in a comprehensible manner. Fig 3 shows the diagram of the anomaly detection process.
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Fig 3 Anomaly Detection [8]

3. NEED AND SIGNIFICANCE
Enhancing Security in Al Systems: The fusion of DWT-based watermarking with a Hybrid Anomaly Detection
Framework (HADF) addresses the critical need for enhancing security in artificial intelligence (Al) systems. Traditional
watermarking techniques often struggle to withstand various attacks in digital environments, especially in the context
of Al systems where the stakes are high. By combining the robustness of DWT-based watermarking with the adaptive
capabilities of anomaly detection, the proposed framework offers a more resilient security mechanism.

Combining Robustness and Adaptability: DWT-based watermarking provides robustness by embedding
imperceptible information into the host data, serving as a unique identifier for authentication and ownership
verification. Meanwhile, the Hybrid Anomaly Detection Framework leverages machine learning algorithms to
continuously monitor system behavior, detecting and responding to anomalous activities in real time. By integrating
these components, the framework ensures a balance between robustness and adaptability, effectively addressing
evolving threats in Al systems.

Ensuring Integrity and Reliability: The proposed framework not only enhances the security of Al systems but also
ensures their integrity and reliability in the face of evolving threats. By embedding imperceptible watermarks and
continuously monitoring system behavior, the framework safeguards against unauthorized access, tampering, and
malicious attacks, thereby instilling trust and confidence in the deployment of Al technologies across various domains.
Demonstrated Effectiveness: Experimental results demonstrate the effectiveness of the approach in detecting and
mitigating attacks while maintaining system performance and usability. This empirical validation underscores the
practical utility of the fusion of DWT-based watermarking with the Hybrid Anomaly Detection Framework, offering
tangible evidence of its efficacy in bolstering security in Al systems.

Promising Solution for Various Domains: The fusion of DWT-based watermarking with the Hybrid Anomaly Detection
Framework offers a promising solution for enhancing security in Al systems across diverse domains. Whether in critical
infrastructure, financial services, healthcare, or other sectors, the framework provides a robust and adaptable security
mechanism that fosters trust and confidence in the deployment of Al technologies.

4. OBJECTIVES

The objectives for "Fusion of DWT-Based Watermark with Hybrid Anomaly Detection Framework (HADF): Enhancing
Security in Artificial Intelligence Systems" can be outlined as follows:
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Developing a Novel Security Framework: The primary objective is to develop a novel security framework that
enhances the security of artificial intelligence (AI) systems. This involves combining Discrete Wavelet Transform (DWT)-
-based watermarking with a Hybrid Anomaly Detection Framework (HADF) to create a more resilient security
mechanism.

Improving Robustness against Attacks: Traditional watermarking techniques often struggle to withstand various
attacks in digital environments, especially in the context of Al systems. The objective is to enhance the robustness of Al
systems against these attacks by integrating DWT-based watermarking, known for its robustness, with the adaptive
capabilities of anomaly detection.

Providing Authentication and Ownership Verification: The DWT-based watermark is designed to embed
imperceptible information into the host data, serving as a unique identifier for authentication and ownership
verification. An objective is to ensure that this watermarking technique effectively authenticates and verifies the
ownership of Al system data.

Implementing Real-time Anomaly Detection: The Hybrid Anomaly Detection Framework leverages machine learning
algorithms to continuously monitor system behavior, detecting and responding to anomalous activities in real-time. An
objective is to implement this framework effectively to detect anomalies promptly and mitigate potential security
threats.

Ensuring Integrity and Reliability: Another objective is to ensure the integrity and reliability of Al systems in the face
of evolving threats. By integrating DWT-based watermarking with the Hybrid Anomaly Detection Framework, the
objective is to safeguard against unauthorized access, tampering, and malicious attacks, thereby fostering trust and
confidence in the deployment of Al technologies.

Evaluating Effectiveness through Experimentation: Experimental results are crucial to validate the effectiveness of
the proposed approach in detecting and mitigating attacks while maintaining system performance and usability. An
objective is to conduct comprehensive experiments to demonstrate the efficacy of the fusion of DWT-based
watermarking with the Hybrid Anomaly Detection Framework for enhancing security in Al systems.

5. HYPOTHESIS

1. Integration of DWT-based watermarking with a Hybrid Anomaly Detection Framework (HADF) significantly
enhances the security of artificial intelligence (Al) systems.

2. The fusion approach improves resilience against various attacks in digital environments, particularly in the high-
stakes context of Al systems.

3. Combining the robustness of DWT-based watermarking with the adaptive capabilities of anomaly detection
creates a more effective security mechanism.

4. The DWT-based watermark serves as a unique identifier for authentication and ownership verification,
enhancing data integrity in Al systems.

5. Leveraging machine learning algorithms in the Hybrid Anomaly Detection Framework enables real-time
monitoring and response to anomalous activities, bolstering overall security.

6. Integration of DWT-based watermarking with HADF ensures both the integrity and reliability of Al systems
amidst evolving threats.

7. Experimental results will demonstrate the effectiveness of the fusion approach in detecting and mitigating
attacks while maintaining system performance and usability.

6. LITERATURE REVIEW
Advancements in DWT-Based Watermarking Techniques
Recent advancements in Discrete Wavelet Transform (DWT)-based watermarking techniques have shown improved
robustness and security in digital environments. These techniques focus on embedding imperceptible information into
digital content for authentication and ownership verification.[1]
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Challenges in Al System Security

With the increasing adoption of artificial intelligence (Al) systems across various domains, ensuring their security has
become paramount. Traditional watermarking techniques face challenges in withstanding sophisticated attacks,
especially in Al systems where the stakes are high due to the sensitive nature of the data and models involved. [2,3]

Hybrid Anomaly Detection Frameworks for Al Security

Hybrid anomaly detection frameworks have gained attention for their effectiveness in monitoring and detecting
abnormal activities in Al systems. By combining machine learning algorithms with rule-based systems, these frameworks
offer adaptive capabilities to identify and respond to anomalies in real time. [4,5,6]

Integration of Watermarking with Anomaly Detection

Recent research has explored the integration of watermarking techniques with anomaly detection frameworks to
enhance the security of Al systems. By combining the robustness of watermarking with the adaptive capabilities of
anomaly detection, these integrated approaches aim to create a more resilient security mechanism. [6]

7. PROPOSED METHODOLOGY

To realize the fusion of Discrete Wavelet Transform (DWT) - based watermarking with a Hybrid Anomaly Detection
Framework (HADF) and enhance security in artificial intelligence systems, the following methodology is proposed.

Data Collection and Preparation

Gather a diverse dataset representative of the artificial intelligence system's operational environment, comprising both
normal and anomalous data instances, and pre-process the dataset to ensure consistency, quality, and compatibility with
the watermarking and anomaly detection techniques.

DWT-Based Watermarking

Implement DWT-based watermarking to embed imperceptible information into the host data. Tune DWT parameters
including the choice of wavelet function, decomposition levels, and embedding strength for optimal robustness and
imperceptibility. Also, Embed unique identifiers into the host data to facilitate authentication and ownership verification.

Hybrid Anomaly Detection Framework (HADF)

Design and implement a Hybrid Anomaly Detection Framework integrating machine learning algorithms with rule-based
systems. Select appropriate machine learning algorithms such as support vector machines (SVM), decision trees, or
neural networks for anomaly detection and train the anomaly detection models using labeled data to differentiate
between normal and anomalous behavior.

Integration of Watermarking and Anomaly Detection

Develop a mechanism to integrate DWT-based watermarking with the Hybrid Anomaly Detection Framework and
establish seamless communication between the watermarking module and the anomaly detection module to enable real-
time monitoring and response to anomalous activities.

Experimental Setup

First define evaluation metrics such as detection accuracy, false positive rate, and computational overhead to assess the
performance of the proposed framework. Partition the dataset into training, validation, and test sets for model training,
tuning, and evaluation. Conduct experiments under various scenarios, including different types of attacks and levels of
data perturbation, to evaluate the robustness and effectiveness of the framework.

Evaluation and Validation

Evaluate the performance of the integrated framework using predefined evaluation metrics and compare it with baseline
approaches and state-of-the-art methods. Validate the effectiveness of the framework through real-world case studies
or simulations involving realistic Al system deployments and security challenges. Solicit feedback from domain experts
and stakeholders to validate the practicality, usability, and efficacy of the framework in real-world scenarios.
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Documentation and Reporting

Document the methodology, experimental setup, and results in a comprehensive report or research paper. Then clearly
articulate the rationale behind design choices, implementation details, and experimental procedures and present the
findings, conclusions, and implications of the study, highlighting the contributions and significance of the proposed
approach in enhancing security in Al systems.

8. EXPECTED OUTCOMES
Enhanced Security: The fusion of DWT-based watermarking with the Hybrid Anomaly Detection Framework (HADF) is
expected to significantly enhance the security of artificial intelligence (Al) systems. By combining the robustness of
watermarking with the adaptive capabilities of anomaly detection, the framework provides a multi-layered defense
mechanism against various attacks in digital environments.

Enhanced Security: The fusion of DWT-based watermarking with the Hybrid Anomaly Detection Framework (HADF) is
expected to significantly enhance the security of artificial intelligence (Al) systems. By combining the robustness of
watermarking with the adaptive capabilities of anomaly detection, the framework provides a multi-layered defense
mechanism against various attacks in digital environments.

Improved Robustness: The DWT-based watermarking technique embeds imperceptible information into the host data,
serving as a unique identifier for authentication and ownership verification. This enhances the robustness of the Al
system by providing a reliable means of identifying and validating data integrity, even in the presence of malicious
attacks or data tampering attempts.

Real-time Anomaly Detection: The Hybrid Anomaly Detection Framework continuously monitors system behavior
using machine learning algorithms, enabling the detection and response to anomalous activities in real time. This
proactive approach to security ensures timely intervention and mitigation of potential threats, thereby minimizing the
impact of security breaches on Al system operations.

Maintained System Performance and Usability: Experimental results demonstrate the effectiveness of the proposed
approach in detecting and mitigating attacks while maintaining system performance and usability. The integration of
watermarking and anomaly detection does not compromise the functionality or efficiency of the Al system, ensuring
seamless operation in various deployment scenarios.

Enhanced Integrity and Reliability: By integrating DWT-based watermarking with the Hybrid Anomaly Detection
Framework, the proposed framework not only enhances security but also ensures the integrity and reliability of Al
systems. This fosters trust and confidence in the deployment of Al technologies across diverse domains, bolstering their
adoption and utilization for critical applications.
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