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ABSTRACT 
Advancements in technology have led to the invention of outfits, and the number of 
devices is increasing every day. Diligence is introducing new devices day by day and 
prognosticating that 50 billion devices will be connected by 2022. These devices are 
stationed through the Internet, called the Internet of Things (IoT). The operation of IoT 
devices is weather prediction, covering surgery in hospitals, identification of creatures 
using biochips, furnishing shadowing connectivity in motorcars, smart home appliances, 
etc. IoT devices have limitations related to security at both the software and hardware 
ends.  In the IoT paradigm, Internet-connected embedded devices manipulate sensitive 
user-related data and require acceptable security results. 
The security results designed for network-enabled embedded devices must address 
issues like vacuity and usability, taking into consideration the low computational 
capabilities and low consumption conditions of IoT appliances. Authentication is the 
process of vindicating a reality’s identity. Best security practices state that authentication 
protocol should involve at least two different types of credentials. Authentication in IoT 
is a bit challenging because the realities involved in the IoT terrain cannot afford to 
include cryptographic savages which have high computational complexity as in the 
traditional internet. The most recent secure hash algorithm fashion formalized by the 
NIST is SHA-3. SHA-3 is fully appropriate to ensure authentication for a sender and 
receiver transaction. The presented paper includes a deep literature review on IoT 
security issues and proposes a new modified hash algorithm, which is more efficient in 
device communication security. 
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1. INTRODUCTION 
The so-called “Internet of Things” mainly refers to the information exchange between objects or devices through the 
Internet. It is an innovative technology grounded on advanced network information technologies such as computer 
technology and Internet technology and is also one of the main directions for the development and operation of network 
information technology [60]. The emergence and operation of the Internet of Things technology will greatly promote the 
enhancement of the degree of Informatization in related fields. In addition, it also has an important impact on the 
construction and operation of smart cities, smart hospitals the upgrading and transformation of industrial production, 
and people's daily lives. It also provides new ways and specialized support for working numerous backups that 
circumscribe social and profitable development.  
 
The Internet of Things system structure, mainly includes the control layer, perception layer, processing layer, and 
transmission layer. Among them, the perception layer is mainly responsible for the collection and processing of data, the 
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application layer is responsible for the consummation of the Internet of Things business, and the network layer 
substantially relies on various network forms to complete data interaction [50]. IoT architecture is shown in Fig 1.  
 

 
Figure 1: IoT architecture [58]. 

 
The infiltration of viruses and Trojan horses into computer networks seriously affects the security of the network terrain. 
Hackers' attacks on IoT vulnerabilities can pose serious trouble to the security of IoT and the security and privacy of IoT 
data and information [51]. Thus, to ensure information security in the Internet of Things, it is necessary to dissect various 
security risks and frequently use advanced information and information security technology to improve the ability of the 
Internet of Things to prevent unauthorized access. Attackers often use limited tools because they are neither safe nor 
unsafe. In the future, many cases will be reported of attackers using bots to control restricted objects and use them to 
launch DDoS attacks. In other words, the IoT environment requires heavy security measures. They need a strong 
authentication process to ensure networks and devices are secure. Authentication is the process of vindicating the 
identity of a reality. New "smart" services and smart devices, smart homes, smart watches, smart TVs, etc. Due to the 
emergence of IoT devices, they are rapidly becoming widespread and widespread in many areas. Additionally, many of 
these smart services require users to deliberately disclose some personal information (sometimes private) to receive 
enhanced and personalized services. Security and privacy must be a priority in the development of IoT technology and 
services. Unfortunately, this is not the case for many IoT products with insufficient, missing, or poorly designed security 
mechanisms. In the past few years, recording video in a private environment has become increasingly important over 
time, as personal space, health, etc. There are growing concerns about the risks associated with using essential IoT 
devices in services that may access sensitive or critical information like monitoring, home management, business, and 
lighting [21], [43]. Some security attacks on commercial IoT devices have also appeared in popular media, helping to 
raise public security awareness about threats to the IoT world. 
 
To make commercial IoT devices more resilient to cyber-attacks, security should be taken into account right from the 
design stage of new products [36]. However, the wide heterogeneity of IoT devices hinders the development of well-
established security-by-design methods for the IoT [26], [35]. The severe limits in energy, communication, calculation, 
and storehouse capabilities of many IoT devices further complicate the challenge. Such limits indeed prevent the 
possibility of adopting standard security mechanisms used in more traditional Internet-connected devices [53], and call 
for new results that, however, aren't yet formalized. 
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Many IoT device manufacturers come from the market of low-cost sensors and actuators (e.g., home automation, light 
control, video surveillance, and so on). Such devices were originally designed to work in isolated systems, for which the 
security threats are much more limited. Consequently, many manufacturers do not possess solid expertise in 
cybersecurity and may be unaware of the security risks associated with connecting their devices to a global network. A 
lack of ignorance along with the hectic approach to the design of new products and the necessity to compress costs and 
time-to-market have led to the commercialization of IoT products where security is neglected [9]. A survey from the 
McKinsey Global Institute estimates investments in the Internet of Things (IoT) to be over $11 trillion by 2025 [7]. 
Indeed, the use of IoT devices in corporate and industrial environments is currently skyrocketing. In most cases, these 
IoT devices, which have limited computing resources and diverse communication capabilities [20], share access to 
sensitive information with other networking devices (e.g., servers and gateways) present in corporate networks and 
critical systems [31], [32], [33], [54], [55]. In these settings, hackers can gain unauthorized access to the networks and 
impersonate legitimate IoT devices via spoofing attacks. For instance, using a spoofed device, the attackers can steal 
sensitive information, inject illegitimate data into the system, or implement targeted attacks over other devices, while 
mimicking legitimate device operations [1],[6],[25],[28]. The high diversity of devices and communication protocols 
(e.g., Internet Protocol (IP), ZigBee, Zwave) present in IoT devices makes defending against spoofing attacks extremely 
difficult. Passive device-class fingerprinting techniques can be used to identify the type of resource-limited devices 
present in the network and detect unauthorized devices. Although there is a substantial amount of research in 
fingerprinting techniques for IP- and Bluetooth-enabled IoT devices, there exist no solutions to identify IoT devices that 
communicate via ZigBee or Z-Wave, which are very popular in current smart office and home settings [30], [2]. Since 
different communication protocols typically implement a unique protocol stack and network architecture, IP- and 
Bluetooth-based identification solutions would not effectively fingerprint ZigBee- or Z-Wave-enabled devices. 
 
IoT system is composed of three components such as a sensing unit having a large number of sensors, actuators, and 
mobile terminals to detect the physical environments [11]. This fragile and simple structure of IoT makes it more 
vulnerable to the threats related to the security of IoT. Besides, IoT devices suffer from other various security issues and 
challenges. These security issues and challenges were addressed by various approaches by different authors. However, 
we systematically reviewed the analysis of IoT-based devices by using the concepts of network security of IoT devices 
while in communication. To address the security issues after analyzing all the major threats, we integrated the Security 
IoT system.  
 
The communication among the IoT devices is machine-to-machine (M2M) without the involvement of humans. In 
hardware-based solutions where only sensors, actuators, and processors are used security procedures and policies 
within the smartphone, laptop, palmtop, etc. are more robust and efficient. These devices can be connected with IoT 
devices to secure them Smartphones can be used as controller home automation systems and IoT devices can be 
authenticated by using a smart smartphone as a QR-code authenticator [52], [37]. Mobile devices can also be used as IoT 
middleware that is designed specifically for low-powered resource-constrained to process data easily from sensors [10]. 
Similarly, mobile computing through various applications, services, or other infrastructure could affect the IoT devices' 
security. In this regard, mobile applications and IoT will be the most disruptive class of technologies in the next 10 years 
[16]. Mobile applications in the context of IoT management can play a vital role. The IoT device's vulnerability could be 
easily compromised, the IoT mobile apps can be reckoned as helpful to disintegrate this vulnerability but the 
development of such apps could be a challenging task as such apps are not like mobile applications because they contain 
web, mobile, and networking components. The IoT has many applications and thus it is needed to collect personal 
information, IoT is experiencing some more serious privacy security risks [48]. Similarly, the current IoT devices 
available in the market with lousy security, leading to vulnerabilities that will ‘‘affect flesh and blood’’ [41]. We need 
some solutions to address these security and privacy risks. This paper presents a new method of hashing for providing 
security to IoT device communication.  
 

2. RELATED WORKS 
IoT devices are pervasive and ubiquitous as per prediction the number of IoT devices to be 50 billion by 2020 [24]. With 
the rise of this mammoth elevation in number, security has become a burning issue and has grabbed a great deal of 
attention in the last few years. Security is important from device to device as it deals with the end-to-end communication 

https://www.granthaalayahpublication.org/Arts-Journal/index.php/ShodhKosh


Improving Security of Iot Device Communication Using Modified Hashing Solution 
 

ShodhKosh: Journal of Visual and Performing Arts 345 
 

between individual devices [13]. Strong security is a dire need of IoT due to the rapid rise in IoT devices and cyber-
attacks [40]. In this regard, various reviews have suggested mechanisms to cope with the security problems and 
challenges of IoT. Security analysis of IoT by using a systematic approach has been performed by different authors with 
different aspects but the main focus of this research work is to analyze the security of IoT by using the concepts of mobile 
computing. The security analysis of IoT by using mobile computing is a novel approach and it is the first attempt to 
analyze the security of IoT devices in light of mobile computing. The types of security threats for IoT are shown 
below[59]: 
 

 
Figure 2: Security threats in IoT[59] 

 
Systematic approaches for security analysis of IoT are bandied like Mohammadi et al. [47] performed SLR and presented 
trust-based IoT recommendation ways. Bhandari and Gupta [18] performed a systematic review based on fault analysis 
of IoT. Fazal et al. [29] analyzed the security of IoT through a systematic approach and they focused on highlighting and 
classifying the security challenges in three different aspects such that hardware, network, and cloud server. Aly et al. [34] 
systematically analyzed the security issues of IoT based on different layers. Macedo et al. [14] conducted SLR to analyze 
the security based on four security aspects such as trust, access control, data protection, and authentication. Martinez et 
al. [27] highlighted threats, attacks, challenges, and countermeasures related to the security of IoT. Similarly, Witti and 
Konstantas [38] evaluated the existing security and privacy issues through a systematic mapping study. Sultan et al. [4] 
analyzed the security issues and provided a solution by using blockchain technology.  
 
With the popularity of computer hardware devices, the network technology based on this hardware has influenced and 
deeply affected all aspects of people's work and lives. The development of network technology further promotes the 
development of Internet of Things technology grounded on it. The development of the Internet of Things has greatly 
bettered effectiveness and convenience, but at the same time, there are numerous security pitfalls. Because of the failings 
of these mechanisms espoused by the current Internet of Things security convergence algorithm, this paper [17] 
proposes a network security discovery algorithm grounded on association rule mining. This algorithm avoids the 
frequency of IoT bumps grounded on the timestamp medium, improves the read-write conflict of IoT bumps, and 
improves the confluence rate of network security. It can meet the online security discovery and analysis of large-scale 
networks, effectively break the blights of current network security discovery algorithms, and ameliorate the security of 
data transmission and storehouse in Internet of Effects operations. 
 
The current literature about the security analysis of IoT devices is categorized as depicted in Table 1. 
 

Table 1: Major research in the field 
Ref./Year Techniques Used Application 
[42]/2022 Rivest Cipher (RC6) and SHA-256. Efficient access control mechanism for 

Internet of Medical Things-based health 
care system. 
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[57]/2022 Improved elliptic curve digital 
signature algorithm 

Industrial IoT Security. 

[56]/2022 PKI digital certificate. Certificate Authority (CA) for cloud IoT 
systems 

[3]/2021 Grayscale using steganographic 
coding. 

Secure implementation of data 
transmission in the IoT system 

[23]/2020 SHA-3 Algorithm. SHA-3 Co-Processor in Field-
Programmable Gate Array. 

[12]/2020 Novel graphical security model to 
capture malware spread in IoT. 

Graphical security mode for Mirai. 

[44]/2019 AES Algorithm Car Tracking System Using IoT 
[48]/2019 Elliptic curve cryptography Hardware-accelerated DTLS for IoT 

Security. 
 

3. PROPOSED SYSTEM 
The proposed system architecture is shown below: 
 

 
Figure 2: Proposed architecture. 

 
In the proposed system, there will be three modules, IoT device, Cloud Server, and application. The IoT device will be 
wearable. This device will be attached to various sensors and will send the data to the Cloud Server for further analysis. 
Application is the system for accessing data. 
 
The diagram below shows the flow of the proposed system: 

 
Figure 3: Proposed flow. 

 
The algorithm for secure data communication between IoT devices and the cloud is as follows: 
1. Start IoT Device or Reset. 
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2. Open the Android app and scan for IoT devices. 
3. Connect the device using a web page with a specific IP address. 
4. Set router SSID and password to IoT device of working internet. 
5. After fixing it IoT device is ready to connect with the cloud system. 
6. IoT devices send payload to our cloud system and the cloud recognizes the IoT device. 
7. Cloud system checks the IoT device entry in the database. Whether it is available or not if available then responds 

unique payload to an IoT device. 
8. IoT device receives payload data extracts it and saves it to memory. 
9. After completion of handshaking. A secure connection has been established. 
10. IoT device sends data to the cloud: first, get the value from the sensor then add a modified hash with the stored token 

received from the cloud and send it to the cloud. 
11. Cloud receives hash then decodes with the same key and reads data. 
 

4. RESULTS 
The proposed system has designed a token-based authentication system that identifies users and devices. The research 
had also designed and modified a secure Hashing Solution. The system has device tokens shown in the figure below: 
 

 
Figure 4: Device token. 

 
A snapshot of data received from the IoT device is shown below: 
 

 
Figure 5: Data received from IoT device. 

 
The proposed system has modified the existing SHA method. The result below shows a comparison of SHA and modified 
SHA used in the proposed system: 
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Figure 6: Comparison between existing and modified hash methods for encryption time. 

 
5. Conclusions 

Improving security and reducing risks in information systems depend heavily on analyzing threats, risks, and 
vulnerabilities to develop the appropriate countermeasures to mitigate their exploitations. A more challenging problem 
is to design an authentication scheme that can identify users for devices that don’t maintain permanent contact with 
users. The proposed system has been found more secure and less complex. We have analyzed the proposed research 
with some existing research in a tabular form shown below: 
 

Table 2: Comparative with existing research 
Method Implementation Complexity Overhead User anonymity Prone to attack 
[39] Easier High More Yes Yes 
[15] Complex High More Yes Yes 
[45] Complex High More Yes Yes 
Proposed Easier Low Less No More enhanced 
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