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ABSTRACT 
A healthcare system is a collection of hardware and software tools designed to offer 
individuals, such as patients and healthcare professionals, a variety of healthcare services 
and applications with the goal of enhancing health and well-being in a way that is both 
broadly applicable and practically applicable. The goal of a healthcare system is to 
improve health and well-being in a way that is both broadly applicable and practically 
applicable.  The Internet of Things offers novel concepts, methods, and possible answers 
that can contribute to the development of new ways to enhance the delivery of healthcare 
in its current form. In addition, the Internet of Things may offer the chance to improve 
upon the medical processes that are now in use in order to give patients with customised 
medical treatment. By leveraging open-source platforms and operating systems, it is 
possible to increase the overall level of quality, safety, and accessibility of healthcare 
systems. This is one such method that may be utilised for the aforementioned 
enhancement. Because they make it possible for devices, programmes, and entire 
systems to reliably expose application programming interfaces (APIs) to one another, 
open-source solutions that are already in existence may also be able to improve the 
process of building and operating healthcare information systems. It's possible that this 
will be beneficial to the healthcare business. Because of this, interoperability will 
improve, and the costs associated with administering and maintaining networks 
consisting of numerous devices will decrease. At the present time, members of the 
general public have access to a wide range of open-source technology. These kinds of 
technology are often available online for general use. These technologies provide 
platforms that are safe and cost-effective, making them perfect for building and 
prototyping state-of-the-art healthcare solutions. 
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1. INTRODUCTION 
The World Health Organisation (WHO) uses the term "e-health," which is also known as "the transmission of health 

resources and health treatment via electronic means." It focuses on three main areas, including the online and other 
forms of communication used to provide health information to consumers and professionals working in the healthcare 
industry. Through the use of information technology and electronic commerce in various settings and context-specific 
contexts, such as the education and training of health care professionals, the overall level of public health services may 
be improved. the use of e-commerce and other e-business techniques to the management of health care systems' physical 
infrastructure. E-health presents a novel method for using financial, informational, and pharmaceutical resources in the 
field of health care. Over time, this method should help to use these resources more effectively overall. Additionally, the 
Internet offers a brand-new platform for companies, experts, and members of the general public to interact and 
collaborate on initiatives.[1-5] 

Promote well-being and health in a powerful and common way. 
The area of advanced and ambient learning that is most directly related to information and communications 

technologies (ICTs) is improved living environments (ELEs), a subfield of AAL. The ELEs take into account any ICT 
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successes that support AAL, regardless of their form. In order to maintain their independence and self-sufficiency, ELEs 
use a wide range of information and communications technology (ICT) solutions. This necessitates the creation of 
innovative apps and services. An ELE is also a person who develops Internet of Things (IoT)-based information and 
communication technology solutions that enhance human health and welfare. [6-13]  

The personal, home, community, and hospital levels in the future healthcare system should be grouped in a tiered 
structure, for instance, from low to high. According to Poon and Zhang (2008), the lowest layer should have lower labour 
intensity and operating expenses, greater usage frequency for chronic diseases, and lower usage frequency for acute 
diseases. The utilisation frequency for acute illness should be reduced in the upper tiers. Additionally, there should be a 
decline in the proportion of patients with acute illnesses in the lowest tier. Additionally, the lowest layer need to have 
the same qualities as the one above it. IoT-based in-home healthcare (IHH), also known as health-IoT, is a service that 
might have positive effects on both the traditional healthcare sector and the information and communications technology 
sector. It is offered through the Internet of Things (IoT). The broad availability of personalised health-information 
technology services will hasten the shift in the healthcare sector from a career-based paradigm to one that is focused on 
patients. Since careers have historically been the main focus of the firm, this change is crucial.[14] 

The components of a typical Health-IoT system include the ones listed below: 
Tracking and monitoring. Because of their ubiquitous identification, sensing, and communication capabilities, 

wearable WSN devices are able to continuously track and monitor any and all commodities (including people, equipment, 
drugs, and so on). This includes the ability to track and monitor any and all movements of such commodities. Monitoring 
and observing are both components of this process. 

• Remote service. People are now able to get medical treatment and other services, including those that allow 
them to live independently, through the use of the internet and other external technology. These include the 
management of these services, the identification and treatment of emergencies, the rehabilitation and training 
for stroke victims, as well as the provision of food and medicines. 

• Information management. Because of the Internet of Things, all of the information that pertains to medical 
care, such as logistics, diagnosis, treatment, recuperation, medicine, management, finances, and even day-to-day 
activities, can now be gathered, managed, and used across the whole value chain. This includes information 
about therapy, recuperation, medicine, management, and finances. This also includes information on the healing 
process. This encompasses everything, from day-to-day activities to the handling of finances.. 

• Cross-organization integration. In addition to being connected into bigger healthcare systems that may span 
a whole town, city, or even state, hospital information systems (HISs) are fast expanding to include patients' 
homes as an additional point of care for medical treatment. These HISs, which stand for home health information 
systems, are known by their acronym.[15] 

 
2. IMPACT OF IOT IN E-HEALTH 

Over the course of the past decade, the complex network referred to as the Internet of Things (IoT) has expanded at 
a rapid rate. The Internet of items, more commonly referred to as IoT, is fundamentally a decentralised network of 
networked items that are capable of self-deployment and can adapt to any environment that is dynamic. [16] The 
Internet of Things (IoT) makes use of sensing devices that are both extremely tiny and relatively affordable. The use of 
these sensor devices contributes to the development of an intelligent environment. As a consequence of this, adjustments 
have been made to the ways in which we travel, conduct business, and generally live our lives. Improvements have been 
made to the systems that are used in a variety of fields, including business, education, housing, transportation, and 
security, among others. [17-18] 

 
2.1. CLOUD ACCESS CONTROL FOR APPLICATIONS USING THE CLOUD 

One of the most significant and essential components of the healthcare sector is the provision of e-health services 
to a varied range of patients and actors. To promote user acceptability of electronic health records, cloud models are 
crucial. These models need to be always and from everywhere accessible. Consumer-focused programming is readily 
available to the patient community from any location in the world. Managed care and self-service choices are only two 
examples of the various onboarding models that the design must be flexible enough to handle. Integration with a variety 
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of different systems is essential to ensuring a constant flow of important information on board the device. This 
integration is required to meet the requirements. The architecture has to protect against web-based attacks including 
phishing, drive-by downloads, and the use of insecure browsers to stop access to the installed applications and data. The 
public's health and safety are seriously threatened by each of these elements. [19-21] 

 
2.2. IOT APPLICATIONS IN HEALTHCARE 

In the following sections, we will discuss three current uses of the Internet of Things in the healthcare industry.  
1) Streamlining patient data remotely so that it may be used at home or in an emergency situation.  
2) The apparatus is able to perform normal maintenance procedures without the intervention of a human being. 

IoT medical devices make it possible for experts in the healthcare industry and manufacturers of medical 
equipment to communicate with one another. It has a threshold that is rather low, allowing it to be detected.  
[22, 24] 

3) Through the use of cameras and a variety of other electronic actuators, it is now feasible to do remote patient 
monitoring thanks to the Internet of Things (IoT). 

 
2.3. ADVANTAGES OF IOT IN HEALTHCARE 

The Internet of Things is becoming increasingly prevalent in use within the medical business. As a consequence of 
this, a solution of this kind provides a plethora of important advantages. Let's go into even more detail about these 
benefits that the internet of things offers in the medical field so that you can have a better understanding of them.[25] 

1) Health Monitoring 
A clever piece of technology may be used to keep track of someone's health. The Internet of Things can instantly 

notify a doctor of a patient's condition if they are suffering from a condition like asthma or heart failure. The Apple Watch 
has a fall detection system and Internet of Things capabilities. An alert will sound if the user loses their balance and 
tumbles. In a variety of different situations, the Apple Watch may summon various emergency agencies on its own. 
Additionally, messages will be delivered to the people you've listed as your emergency contacts. [26-27] 

 
3. DRUG MANAGEMENT  

One of the primary benefits that the Internet of Things may bring to the area of medicine is an improvement in the 
way medication is given. Because of (IoT), you have full authority over the quantity of your medication to be taken. It's 
possible that doctors will monitor the dosage and evaluate how well the drug is working. As a result of the Internet of 
Things, patients now get reminders to take their medications at the appropriate times. If a patient does not take their 
medication at the prescribed time, it is possible to notify a member of the patient's family. [28-30] 

 
3.1. OBJECTIVES OF THE STUDY 

• To study on Impact of IoT in E-Health 
• To study on Cloud-based Application Access Security 
 

4. RESEARCH METHOD 
The study was based on Internet of Things (IoT) technologies, which employ open standards to connect a variety of 

objects to the internet. The study was also founded on IoT protocols and services, as well as the importance of these 
features. Despite the fact that several unique protocols have been created, not all Internet of Things applications will 
demand their simultaneous use. When deciding which Internet of Things protocols are best for a certain application, the 
features of that application are taken into account. The Internet of Things protocols that are most often used.[31-34] 
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Figure 1 The most prevalent new IoT communication standards that are widely utilised to create smart IoT 

applications. 
Constrained Application Protocol: The restricted restful environments application protocol, often known as CoAP, 

is a functional and condensed application layer protocol that was developed by the constrained restful environments 
(CoRE) research team of the Internet Engineer Task Force (IETF). The bulk of IoT devices have limited power and 
storage, which is why the CoAP protocol was developed. This was done in order to improve the possibilities of HTTP. 
The HTTP protocol is already a little bit challenging. It accomplishes this by catering to the one-of-a-kind requirements 
that devices connected to the Internet of Things present.[35-36] 

Data Distribution Service: The DDS protocol enables connections between M2M devices that are not only real-
time but also adaptive, accessible, and extremely resilient.  

ZigBee: ZigBee data transmission is guaranteed to be reliable, low-power, and cost-effective despite the fact that 
the communication range of ZigBee is very modest.  ZigBee is capable of supporting a variety of network topologies, 
including the star, cluster tree, and peer-to-peer models. A controller is typically in charge of the structure of a P2P 
topology, and they can be positioned anywhere, including the core of a star network, the base of a tree or cluster design, 
or any other point. ZigBee and ZigBee Pro are two stacks that are good examples of those that are included in the ZigBee 
standard. These stacks make it possible for mesh network topologies to work with a diverse set of applications and 
enable implementations with minimum needs for storage and processing power.[37] 

 
4.1. OPEN-SOURCE IOT PLATFORMS AND OPERATING SYSTEMS 

The availability of open-source platforms and operating systems has increased significantly in recent years. These 
platforms and systems were built with the purpose of supporting a broad variety of diverse systems in addition to 
providing for their fusion, sharing, and secure storage of data. This part of the article contains a listing of the most 
important platforms and operating systems that are used for the Internet of Things. These computer operating systems 
and platforms are well-known for their ability to facilitate the creation of innovative features. Additionally, they have the 
potential to be exploited in the development of healthcare systems that are both scalable and secure. A list of the 
relevance of each of these platforms and operating systems for the creation of innovative and distinctive features may 
be found below, arranged in descending order of importance.[38] 

 
Figure 2 IoT operating systems and platforms 
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5. DATA ANALYSIS 
5.1. SMART HEALTHCARE APPLICATIONS  

The ones who will be most adversely affected by this are likely to be those who already deal with a variety of serious 
health difficulties, including at least one chronic disease, such as the elderly or the crippled. It is crucial to adopt 
technology that is both substantial and effective in order to meet the criteria for long-term care and remote monitoring 
of medical issues, and this technology must be backed by computers. This is required to guarantee that patients have a 
sufficient quality of life and to lessen the financial burden that is put on the healthcare system.[39, 40] Because of this, 
the quality of treatment given to patients has substantially improved and grown. The field of healthcare has benefited 
greatly from the Internet of Things, especially in the areas of disease diagnosis and treatment, sickness prevention, 
helping patients live independently, and remote patient monitoring. This has been the case, especially in the areas of 
sickness prevention. In each of these fields, it has been shown that this is the case. The Internet of Things application 
ecosystem for intelligent healthcare also includes additional components, one of which is electronic healthcare, in 
addition to hospital administration, home healthcare, mobile healthcare, and other applications. Mobile healthcare and 
mobile healthcare applications are additional elements. Mobile medical treatment is one of the extras available. Figure 1 
shows the whole network of Internet of Things (IoT)-based intelligent healthcare systems, together with each of the 
many parts that make up these systems. In the process of gathering data from the perspective of the patient, a range of 
sensors and other pieces of medical equipment are used. Help may come from the patient or a member of the medical 
team. Utilising communication methods like Wi-Fi or LoRa, the data is transmitted via the network layer before being 
collected for use in the healthcare sector at the perception layer. The perception layer, the next tier in the stack, comes 
right after the network layer.[41] 

Table 1 IoT Communication Protocols With Some Foundational Components 
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Data Distribution Service The DDS protocol, a publish/subscribe-based data distribution service protocol, offers 

connections between M2M devices that are not only very reliable but also in-the-moment, flexible, and available. Finding 
and extracting edge outliers, presenting them to the data analytics engine, and alerting users to their existence are all 
tasks that fall within the purview of DDS. Both publishers and subscribers are accountable for maintaining application-
specific data on a distributed server. Publishers and subscribers are separately responsible for producing and consuming 
the distributed relational information model.[42] 

Bluetooth Low Energy: Bluetooth Low Energy, or BLE, is an improved version of Bluetooth that has a radio that is 
smaller and uses less power. Applications that need to monitor and control things may thus use it for extended lengths 
of time. The main distinction between Bluetooth Low Energy (BLE) and conventional Bluetooth technology is that BLE 
has a greater coverage area with a much lower latency of about 100 metres. Each of these systems makes use of the same 
protocol stack. The master and the slave categories are used to categorise the numerous electrical devices that adhere 
to the BLE standard. A subset of each of these categories is contained within the other. The elements of the system that 
are connected to the slaves and perceived as the masters are those that carry out the most important tasks. The slaves 
can subscribe to any of the available master devices, and they also have access to a variety of master devices.[43] 

ZigBee: ZigBee is a communication standard that supports a small number of communication applications yet offers 
consistent data transfer, consumes very little power, and is relatively inexpensive. ZigBee may make use of a number of 
network topologies, including peer-to-peer, cluster trees, and stars. The structure is often under the control of a 
controller, which might be positioned anywhere in a P2P topology or at the hub of a star network. This controller is 
movable within the network. Additionally, it could be seen in a cluster configuration or adjacent to a tree's trunk. Two 
stacks that are excellent examples of those that adhere to the ZigBee standard are ZigBee and ZigBee Pro. These stacks 
allow mesh network topologies to work with a variety of applications while also needing little implementation effort in 
terms of CPU and storage resources. 

 
Figure 3 Intelligent healthcare solutions built on the Internet of Things (IoT) are currently being developed. 

Information is gathered from the real-time medical environment via the sensors, which include the smartphone, heart 
rate monitor, temperature monitor, blood pressure monitor, and oxygen saturation metre. Even if some data is handled 
by edge or fog servers, the majority of data processing is done on cloud servers. The data analytics engines that generate 
the forecasts regarding the patient's condition are housed on these servers. The most recent details on the patient's 
condition and the required next steps are sent to the patient's family, the attending physicians, and other emergency 
responders 

Some of the data that was gathered is processed on a server known as a fog server that is located closer to the 
network's edge. This is done in an effort to reduce the amount of strain that is placed on the server that is hosting the 
cloud.[44] A significant portion of the data analysis, which included pre-processing, feature selection, and classification, 
was carried out by predictive analytics engines that were hosted on cloud servers. These engines were responsible for 
the bulk of the work that needed to be done. These engines have recently switched to using AI-based approaches. At the 
middleware level, all actions pertaining to data analysis are carried out. The outcomes of the analytics engines are 
communicated via phone calls and text message alerts to the personnel who respond to emergencies, medical 
professionals, and family members. The findings are also disseminated by means of user interfaces that make it possible 
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for users to participate. The responsibility for the job that required the consumption of information was split between 
the business layer and the application layer. In spite of the fact that the Internet of Things has a broad variety of 
applications in the field of medicine, the following are some of the most recent and promising initiatives to apply it:[45]  

 
Figure 4 Applications in the field of healthcare that focus on the Internet of Things include the diagnosis of chronic 

illnesses, the monitoring of biophysical parameters, the administration of pharmaceuticals, telemedicine and 
telesurgery, as well as home and senior care. 

Chronic Disease Detection A chronic disease is a sickness or condition that progressively becomes worse over time 
and has repercussions that last for a protracted length of time on the health of the person who has it. Around the world, 
a sizable proportion of the population suffers from chronic conditions including cancer, diabetes, asthma, and coronary 
heart disease, to mention a few. One of the most frequent unfavourable effects of having a chronic condition is having 
problems with one's mental health because these problems are frequently the root of additional disorders, making them 
one of the most common adverse effects. The development of healthcare systems for people with chronic conditions has 
benefited significantly from the ongoing change that (IoT) has brought about. 

Medication Management The development of intelligent medication is one of the most significant obstacles that 
must be overcome by Internet of Things-based smart healthcare applications. It is necessary since it has a direct impact 
on human health and because missing a drug dosage might lead to undesirable side effects. The elderly have a higher 
propensity to not take their prescriptions as directed, which, over the course of time, can raise the risk of cognitive 
decline as well as disorders such as dementia. As a consequence of this, individuals have to rely on a wide variety of 
assistive gadgets in order to keep track of when and how much medication to take. In recent years, a number of studies 
have been carried out with the primary purpose of utilising IoT technology in order to monitor patients' compliance with 
the treatment regimens that have been advised to them. 

 
6. COMPARISON OF THE IOT PLATFORM ARCHITECTURES 

A piece of software called an Internet of Things platform has been developed and customised specifically for one or 
more of the application domains it will support. There are several application areas that may be addressed. In addition 
to providing storage, analytics, analytics integration, device administration aid, security support, data collecting support, 
and support for data gathering, it could be able to manage a large number of distinct domains. An IoT platform could, on 
the one hand, provide improved capabilities that shorten the time needed to develop IoT applications. This is achieved 
by addressing the fewest possible scalability and interoperability issues with heterogeneous devices. [46] In this study, 
15 different IoT platforms and operating systems were chosen for comparison and contrast. In this part, the writers 
evaluate the open-source operating systems and platforms that the internet of things may presently use. The 
comparison's findings are thoroughly explained in Table 2. The support for device administration, data collection, 
security, integration, analytics, visualisation, and storage is broken down into its component parts in the table. 

Table 2. IoT platform and operating system comparison (√ : apply; ×: not apply) 
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If one is creating a healthcare application, the authors advise using the Kaa platform. In addition to offering tools for 

data analysis, visualisation, and storage, this platform also offers data security via open protocols and encryption 
channels. This platform has tried-and-true features like gateway support, flexible credential lifecycle management, 
flexible application versioning, scalability, use of datagram transport layer security or transport layer security (TLS) to 
secure communication with devices, and support for open Internet of Things protocols like MQTT, CoAP, and JSON 
encoding. [47-50]The healthcare sector has made substantial use of the internet of things (IoT) to boost the efficiency of 
systems for monitoring patients and providing care to the elderly. In an effort to enhance both the general health and 
quality of life of its clients, ELE has also integrated a number of healthcare systems. Internet of things-based platforms 
may be able to offer a foundation that is both desirable and practical for the development of creative and improved 
healthcare delivery systems. Users have access to these platforms' necessary built-in features, which are needed for 
analytics, device management, data security, data collection, and visualisation. The aforementioned activities require 
these qualities. Additionally, the foundational elements of the Internet of Things platform make the process of creating 
new healthcare systems substantially quicker. One of the numerous elements that are included in these features are 
techniques for building things that are scalable and interoperable from the bottom up. Platforms for the Internet of 
Things provide standardised techniques that may be used to gather data from a wide range of devices, each of which is 
able to communicate with other devices using a unique set of network protocols. Additionally, some of these systems 
offer over-the-air firmware updates for the system-connected devices as well as remote device setup and control.  

 
7. CONCLUSION 

The main subjects discussed in this article are the features, designs, and communication standards of modern 
Internet of Things devices. These elements work together to provide the conceptual framework for the Internet of Things 
(IoT). You will get the chance to look at the whole functionality of the underlying hardware and software technologies 
used by IoT devices here. Service-oriented architectures (SOAs), middleware-based designs, and the more traditional 
three-layer architecture are a few examples of potential Internet of Things architectures. Innovative approaches, 
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concepts, and methods for tackling problems are now more easily accessible thanks to the Internet of Things, which will 
improve healthcare delivery systems. With the objective of giving patients more individualised medical care, the Internet 
of Things has the potential to make it feasible to create innovative medical therapies. It is feasible to raise the general 
level of quality, as well as the level of safety and accessibility that healthcare systems offer, by utilising open-source 
software for both platforms and operating systems. Given that open-source software is accessible for free, this is a 
possibility. As a result, there will be an increase in interoperability, which will lower the expenses related to managing 
and maintaining different device networks. Several open-source technologies are currently made available to the general 
public. These technical developments lay the groundwork for the creation of risk-free, economically viable prototypes of 
cutting-edge healthcare delivery systems. Because of the Internet of Things, they can be created, and they should be able 
to support mobile devices like smartphones and wearables. This is done in order to actively urge consumers to use their 
smartphones and smartwatches as highly significant and effective alerting devices to improve their own health and, as a 
result, public health. This will ultimately improve people's general health.  
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